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Chapter 1

Overview

The Thunderstone Search Appliance is a web walking and indadevice that allows a web site
administrator to provide a high quality retrieval inteao collections of HTML and other documents. It is
an application of Texis and is written in Texis’s Web Scramtguage named Vortex.

It consists primarily of the Texis binary program and twotéarscripts that are run by the Texis CGI
program on the Search Appliance and are accessed from a w&béir

One script provides the administrative interface, anogpinevides the site walker and indexer, and the third
provides the search function that end users see.

1.1 Features
Here are some of its features:

e One or more web sites may be indexed into a single database.
e Multiple databases may be maintained.

e It supports cookies.

e There is support for meta data.

e It supports proxy servers.

e Robots.txt and meta robots are respected.

e It provides a totally customizable search interface.

e It provides a totally customizable site walker/indexer.

e A web site may be copied to the local file system.

There are many more features and options to tailor the Ségplance’s behavior to your needs.
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1.2 Technical Support

Support for the Search Appliance is available via a seatehabb message board. It is located at the
following URL.:

http://thunderstone.master.com/texis/master/search/ msgboard.html

Anyone may read the discussions. To post a question or comgmnmust create an account, which is
free, and you must be logged in. Also, once you are signedaipmay “subscribe” to periodic email
notifications of new postings to the board. You may selectlgodaily, or weekly notification of new
postings.

If you subscribe to periodic notifications, and at some puirthe future no longer wish to receive them,
you may select “subscribe” again to enter the administeaiea where you may delete your subscriptions.



Chapter 2

Installation

2.1 How to unpack and install the Search Appliance

For basic information about unpacking and installing thar8e Appliance, refer to the Getting Started
guide. This printed guide was shipped with the Search App#aln addition to the instructions it provides,
it includes a sticker that lists important information wnégto your Search Appliance. This information
includes the original password and various network addeess

Ensure that the Search Appliance is plugged into a UPS or ptiveer conditioner.

Thunderstone is not responsible for damage caused dueitommental problems including, but not
limited to, spikes, over/under voltage, outages, staticltrge, excessive moisture or condensation, and
extreme heat or cold.

Data loss may occur if the Search Appliance loses power witheing shut down gracefully.

The Search Appliance is shipped with the network configomagipecified when ordering. If no network
configuration was specified then the Search Appliance i€pnfigured to get its IP information
automatically from DHCP. To change the network configuratfgroperly configured for your network, or
to view the IP of the Search Appliance, you will need to usecttresole menu or front panel LCD.

2.1.1 Console Menu

To use the console menu you need to attach a keyboard and V@#éaomto the standard ports on the rear
of the Search Appliance. You will see the following menu:
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Thunderstone Search Appliance Summary on YYYY-MM-DD HH:MM  :SS
Thunderstone phone: 216-820-2200

MAC Address DOXXIXXIXX XX XX XX
Ethernet 1 T OXXXXX

Ethernet 2 T OXXXXX

IP Address TOXXXL XXX XXX XXX

Index Admin Page : http://xxx.xxx.xxx.xxx/texis/dowalk
System Admin Page : https://XXX.XXX.XXX.XXX:999

Thunderstone Appliance Setup and Information

T) Thunderstone information

N) Network and system information

S) Setup network

F) drop Firewall/NAT (Allow all network access)

A) drop Admin restrictions (HTTPS,IP,Cipher requirements )

[) dlagnostics

R) Reboot system

D) shutDown system

H) Help

L) Login (Thunderstone tech support only)
Enter your choice:

Choose an item by entering the letter on the left of the item.

e T) Thunderstone information
will display information about the Search Appliance softavaersion, license information.

e N) Network and system information
will display information about the network and firewall segs.

e S) Setup network
will prompt for network info and change settings accordind@ntering "q” for any prompt will
abandon changes and return to the menu.

Use DHCP?(y/n/q)
Enter "y” to get IP information automatically from DHCP andtrask further questions. Enter
"n” to specify the IP information manually.

— Enter IP address or q:

Enter the IP address in the forwt.#.#
— Enter net mask, blank, or g:

Enter the IP netmask in the forth#.#.#
— Enter gateway, blank, or q:

Enter the network gateway IP address in the férm#.#
— Primary nameserver, blank, or g:

Enter the IP of the primary nameserver in the fott.#.#
— Secondary nameserver, blank, or g:

Enter the IP of the secondary nameserver in the fésit.# . Leave blank for no secondary
nameserver.
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— Enter hostname, blank, or g:
Enter the host name of the Search Appliance. Ideally thismaltch whatever your DNS has for
the assigned IP. At the very least it should be a fully qualifiame such as
"app.mydomain.com” so that email notifications etc. cankwvtirshould never be a single word
like "mysearch” as that can delay the boot process.

— Enter DNS Domain Name, blank, or q:
Enter the domain to use on unqualified host names, such "mgihocom”. Or leave blank to
prevent unqualified names from resolving.

e F) drop Firewall/NAT (Allow all network access)
will drop all firewall ant NAT rules that you may have setupngsthe webmin web interface. It will
also permanently delete the firewall and NAT configs so théynet come back on upon boot. This
is most useful when you've accidentally created a firewatifiguration that locks you out of the
admin interface.

e A) drop Admin restrictions (HTTPS,IP,Cipher requirements)
will remove all system-wide settings that restrict the wdlnan interface. This is useful if you've
accidentally created a config that locks you out of the admtigrface. This is permanent. Any
desired restrictions will have to be re-added from the wédriace.

¢ |) dlagnostics
will enter a sub-menu of network diagnostics as follows.

Thunderstone Appliance Diagnostics | YYYY-MM-DD HH:MM:SS
P) Ping
T) Traceroute
L) Lookup hostname
F) Fetch a URL
S) System view
R) RAID info
M) Main menu
Enter your choice:

e Menu items:

— P) Ping
will request a hostname or IP and send icmp packets to thatlheall run continuously until
you pressC.

— T) Traceroute
will request a hostname or IP and trace the network routeatiohihst.

— L) Lookup hostname
will request a hostname and, optionally, a name server IRndhtbokup the IP for the given
hostname on the configured, or given, DNS server.

— F) Fetch a URL
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will request a URL and attempt to fetch that URL. It will priotit all of the received

HTTP/HTTPS headers but not the content. You may also entdrEa BRL of the form the

appliance takes to test mounted fileservers. I$etavork Filesystems & Shares (3.3).
— S) System view

will give a self-updating view of the running system showawively running processes, CPU

and memory utilization. Pregpto quit.

— R) RAID info
will display the status of the RAID disk array.

— M) Main menu
will return to the main menu.

¢ R) Reboot system
will stop and restart the Search Appliance.

e D) shutDown system
will cleanly stop and power down the Search Appliance.

e H) Help
will show a short help message.

e L) Login (Thunderstone tech support only)
will provide low-level system login for extended troublesiing. This can only be used by
Thunderstone technical support staff.

2.1.2 Front Panel LCD

Most machines, except SBE models, shipped since 2009 hawatgpiinel LCD display and operation
buttons. The display can show information about the Seappiiance’s configuration and activity level. It
can also be used to change configurations and shutdown atrét@oSearch Appliance.

There are 4 arrows used to scroll through menus and selew.ifEhe "check” button is used like a
keyboard’s "enter” key to finish or confirm choices. The "X"ttan is used to cancel or back out of a choice.

In the top-right corner of the LCD display there is a heartliedicator that should pulse every second. The
LCD backlight will dim after a period of inactivity. The LCDdaklight will flash when there is a problem
reported.

Browse information about the Search Appliance from the ma#ému using the up and down arrow buttons.
Press the “check” button at any time to return to the main mésailable information:

e Link Speed and Duplex

IP Config Type (Static or DHCP)

Primary Ethernet MAC Address

Current IP

Current Gateway IP
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e License Serial Number

e License Maintenance Expiration Date

e Current Hits per Day

e Current Documents in Database

e Current Searches per Minute

e Number of Running Walks

e Number of Currently Connected Clients (web browsers)

e Current System Load Average for 1, 5, and 15 Minutes.

e Current Network Usage I/O Rates

e Current Memory Usage

e Current Swap Usage

e Current Disk Space Usage

e Current RAID Status

e Host and Domain Names

e Thunderstone Contact Information
From the main menu adjust configuration of the Search Appdiarsing the "check” button. Use up and
down arrows to navigate through the choices. An asterisk il appear at the end of items that have

been modified but not applied. At the end of the config list heedptions to apply or trash(discard) the
changes. Available configs:

¢ |IP configuration method
DHCP or Static. Press "check” or left or right arrow to chatige value.

e IP Address
Only used if IP method is Static. Press "check” to change Fh&te up and down arrows to change
the digits of each number. Use the left and right arrows toerimtween digits. Use "X” to cancel
your changes. Use "check” to keep your changes and move tettieconfig.

e Netmask
Only used if IP method is Static. Edit the value as with IP A

o Gateway
Only used if IP method is Static. Edit the value as with IP A

e DNS1
Primary Nameserver. Only used if IP method is Static. Editvllue as with IP Address.
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e DNS 2

Secondary Nameserver. Only used if IP method is Static.t&elivalue as with IP Address.

e Admin PIN

Set this to non-zero to require this password for making gbatvia the LCD front panel. Press
"check” to change the PIN. Use up and down arrows to changditfits of each position. Use the left
and right arrows to move between digits. Use "X” to cancelnychanges. Use "check” to keep your
changes and move to the next config.

e Drop Firewall

Remove firewall restrictions etc. See same on console méni 2.

e Drop Restrct

Remove admin restrictions etc. See same on console meru 2.1.

e Sys

Shutdown or reboot the system. Use "check” or left and rigidves to select the value. Use up or
down arrows to move to another config.

e Apply Now

Press "check” to apply changes. Select "No” or "Yes” to canfthen press "check”.

e Trash Changes

Press "check” to discard changes. Select "No” or "Yes” tofecamthen press "check”.

The LCD backlight and heartbeat are also configurable. Fhenmtain menu press "X” then "check” to
escape to the "Options” menu. Use up and down arrows to ghkedtem to adjust. Use "check” or left and

righ

t arrow buttons to cycle through choices. Changes to Is€fiings are immediate. Press "X” twice to

return to the main menu.

Under normal circumstances the LCD main menu will alterihateveen

Thunderstone
Search Appliance

and

Up/Dn for info
Check to config

If the display is not alternating or show€li:0 Scr: 0 " then the LCD menu is not functioning
properly.
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2.2 Customizing the Search Appliance’s Appearance

You may make common changes to the Search Appliance’s seppgarance by using
Search Settings from the administrative interface main menu. You may setetir, font, size, result
style and order, as well as setting boilerplate HTML to wrequad the search form and results.
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Chapter 3

Operation

3.1 Running the Administrative Interface

The Search Appliance’s administrative interface is a walliegtion that you access using your web
browser. Access it usinigttp://Y OURSERVER/texis/dowalk whereYOURSERVER the name (or
IP address) of your Search Appliance.

When you run the administrative interface you will be askadlie login and password. By default there is
one login name. It imdmin in all lowercase. If no other accounts have been added, ybnotihave to
enter the name. It will be filled in for you. Your login will bemembered in a cookie until you logout. This
way, you don’t need to enter the password every time you .enter

Note: If you share your computer with others, or it is available éople who should not be administering
the Search Appliance, then you should logout when you arghéai. This will help prevent unauthorized
configuration.

The Search Appliance administrative interface uses Jaya$c enhance its functionality and make it easy
to use, but the interface will also work well without JavagicrNo functionality of the Search Appliance
will be lost if JavaScript is turned off in your browser (etg.prevent pop-ups on other sites). In this
document, the user interface description assumes thaddaptis enabled.

3.2 First Time Run: Quick Start

Step 1. Create an Account

A password was created by Thunderstone for the default astngition accountgdmin ), which you
should now enter at the prompt. If for some reason this steépmali happen, the first time you run the
administrative interface you will be asked to create andreapassword. You should choose a password
that is easy for you to remember but hard for someone elseessgas this is an account that will control
administrative access to the Search Appliance (additiaoabunts may be created later as needed). You
will need to enter the same password twice (two input boxéido@iprovided) to help check for typing
mistakes. Passwords are case sensitive. Once the passweoedted an@€hange is pressed, you will
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automatically be logged in and taken to fheofiles  page to create a profile.

Step 2: Create a Profile

A profileis a collection of data (URLs/documents) to be searched, thiel settings that control that search;
a profile must be created and walked before searches can occur

OntheProfiles  page, a profile may already have been created by Thundeli$ymmerequested it when
ordering. If so, you may click on the profile name and procexsiti¢ last step, searching. Otherwise, choose
a new profile name and hit théreate Profile button.

A new profile will be created but a site walk/index will not larted yet. You are then presented with the
main walk settings page. Use tBase URL setting to specify the starting point of your walk. This iseof
the homepage of a site, or the sitemap page.

Step 3: Walk the Profile

Once you're satisfied with the URL and extension settings,imay hit theGOor Update and GO button

to begin a walk of your site. A walk will be started in the barignd and you will be taken to the

Walk Status page. This page will show you the status of the walk in pragessl indicate when the

walk is complete. This page will automatically refresh gvEd seconds with the latest progress information
until the walk is complete. When the walk is complete you wée a summary of errors.

Last Step: Search

Once the walk is complete, you may clitkve Search on the menu at the top of the page. This will
take you to the search that users will use. It is also the URLcan place on your web page(s) to send users
to the search.

You now have a site index that you can use. There are manynspibocontrol the site walk as well as the
search interface appearance. They are described in dewilteere in this manual. Use the

All Walk Settings button on the administration script’'s menu to see all of thgoms. Click the
guestion mark?) next to an item to get help for that item.
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3.3 Administrative Interface Overview

The Search Appliance’s administrative menu has the streigiven below. Each item is described on the
pages that follow.

Settings
Basic Walk Settings
All Walk Settings
Search Settings
Tools
List/Edit URLs
Browse URLs by Folder
List Duplicates
Test Fetch
Test Search
Query Log
Replication Tools
Results Cache
SOAP Tools
Best Bet Groups
Status
Search
Profiles
Dashboard
System
Information
System Information
Document Usage Overview
Log Viewer
Test Network and Servers
Task Monitor
Modules
Thesaurus
Static Content
DBWalker
Connectors
Network Shares
System Setup
System Wide Settings
Update Software
RAID Array Management
SSL/HTTPS Certificates
Webmin System Management
Backup/Restore Settings
Backup Appliance Settings
Restore Appliance Settings
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System Replication

System Replication Queue
System Replication Target Status

Security

Accounts & Groups
Access Control Lists

Advanced Tools

Extra Downloads
Upload Thunderstone Updates Manually
Repair Tools
Check Version Upgrade Actions
Re-output XSL files
Re-schedule walks

Basic Walk Settings

This is the central area for configuring a walk. The most comisnased walk related options and their
settings are presented and they may be changed here. TheVBakiSettings are a subset of the All Walk
Settings. Next to each option is a question m&kwhich, if clicked, takes you to help for that option. The
options are documented individually later in this manuadeation 3.4.

At the bottom of the page is a set of three buttons. Pressipgfahe buttons affects all options on the
entire page.

e Update

This button causes all changes on the form to be saved. Noisvsiarted.
If the Rewalk Schedulehas been changed, the new schedule will go into effect imatelgli

If Categorieshave been changed, the walk database will be updated totitbideicew categories. The
search interface will reflect the new categories.

If Single PagePage File or Page URLhas been changed, the listed individual pages will be fetche
into the live search database and made available for segrchi

If the Word Definition or Text Search Modeis changed, the search index on the live database will
be dropped and recreated. Searches might not work whiletiex iis being rebuilt.

GOor Update and GO
The GObutton will change tdJpdate and GO after you make a change to any setting on the form.
The ultimate behavior for either is the same.

The current settings from the form will be saved as is donerwoel click Update . Then a new

walk will be started. The new walk will be performed to eitlzetemporary database or the live
database, depending on the setting of Rewalk Type (Sec#bob43. Then you will be shown the walk
status page where you may monitor the progress of the walk.

Changes t&Categoriesor Word Definition will not be reflected until the walk finishes.
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e STOP

When a walk is in progress th@Obutton is replaced by th8TOPbutton. This button terminates the
running walk and abandon the work that it has done so far.

e Reset
This button reverts all settings on the page to what they ween the page was first loaded.

All Walk Settings

This is the central area for configuring a walk. This is simi@Basic Walk Settings except that all
walk related options and their settings are enumerated aydomchanged here. Please see section 3.5 for
details on the individual settings.

Search Settings

This page contains all of the settings related to the seatelface that end users see when performing
searches.

All search options and their settings are enumerated andomaianged here. Next to each option is a
qguestion mark¥) which, if clicked, opens help for that option. The optiome documented individually
later in this manual in section 3.6.

At the bottom of the page is a set of buttons. Pressing anyedbtittons affects all options on the entire
page.

e Update Test
This button causes all changes on the form to be saved in thod st settings, which can be tested
via theTest Search link on the left side of the interface. It doest modify theLive Search
settings. This allows you to “try out” settings before appdythe changes to your live search users’
interface.

e Update Live and Test
This button updates both thhéve Search andTest Search settings. Use this either after
testing out the settings vidpdate Test , or for small changes that you don'’t feel the need to test
out and immediately want to make live.

e Copy Live to Test
If you try out changes videst Search and you decide you don’'t want them, you can use
Copy Live to Test to discard the test changes you've made and revert back tauthent
Live Search settings.

o Reset
This button reverts all settings on the page to what they ween the page was first loaded.
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List/Edit URLs

On this page, you may list or delete all or selected URLSs froendatabase. You should always list before
you delete, so you know that you are deleting the correct.dnmle listing URLS, you may display all
known information about a given page. You may also creakgoeaies for selected sets of URLs from this
interface.

If a walk is in progress, delete is disabled and you are gikierchoice of listing URLs from the live search
database or the new database being built by the walk.

SelectList orDelete from the drop down list. The default is alwalst for safety.

In the pattern box, enter the URL or pattern for URLSs for whyclu want information. This may be an
exact URL or a wildcard pattern, which lists all URLs matahthe wildcard pattern. For a wildcard
pattern, use asterisk Y to match anything and question mafk o match any single character. You may
enter up to 10 different URLSs or patterns in the box to find ttedinat once. Put a space between patterns
when entering multiples. Leaving the pattern box blank iegai, and this will cause every URL in the
database to be listed. Deletion will be denied if the patieiiank orx .

Select the order in which you wish to see the list:
Depth URLSs encountered first in the walk will be listed first
URL URLs are ordered alphabetically
Newest first  URLs are ordered by modification date with newest ones first
Oldest first URLSs are ordered by modification date with oldest ones first
Largest first  URLSs are ordered by download size with largest ones first
Smallest first URLSs are ordered by download size with smallest ones first

ThenSubmit .

All matching URLs will be listed. Clicking on a listed URL opg a page of details about that URL. On that
detail page, everything the database knows about that URleiented. You can also see what pages refer
to the selected page by clickiftprents and what pages the selected page refers to by clicking
Children . Thetest link next to the URL can be used to do a live test fetch of theegadind out how

the Search Appliance processes it. $est Fetch 3.3.

If your pattern matches less than the entire database, yibbeagiven a form from which you can create a
category using the same pattern(s). Simply enter the nartie @itegory to create and cli@ubmit . The
name is the name that users will see on the search form. Tivisaiegory will also appear on the main
settings page along with the other categories. It will alsdnbmediately available to search users.

If the profile is a meta search, then the profile has no URLssaiin to list. The List/Edit URLs page will
instead display links to the list/edit URL pages for eachi®target profiles.

Live Search and New Walking Database

These options are presented on lth&/Edit URLSs page (see 3.3) if a walk is active. They allow you
to choose which database to query. The “Live” database isrtbdrom a previous successful walk that is
what search users see. The “New” database is the databasetlyubeing built by the new walk. It is not
visible to search users.
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Browse URLs by Folder

Browse URLs by Folder allows you to view the contents of thefifa by folder. You can see the total
number of items that exist within a given folder, regardiesahich pages link to which other pages.

Clicking on a folder descends into that folder, listing itmtents. Clicking on a file takes you to its
List/Edit URLs page.

List Duplicates

This section allows you to list all the duplicates of a givarge. The URL entered may be the URL that was
kept in the walk, or any of the pages that were excluded as kcdtgof pages already in the walk.

If Keep Refs was used in the walk, then all the pages that linked to theichtpl pages will also be listed.

Test Fetch

This allows for testing Search Appliance fetching of URL& fire to properly encode any entered URL,
like space a%620

Several processing options are provided to control how npuobessing to do. Expand the Options link to
show and edit these options. Note that most will only be stteatequest of Thunderstone tech support.
Some options may produce copious messages.

e Full Processing
Perform full processing on the fetched file as if it is beinggared for the search database (execute
any relevant Primer URLs before-hand, apply rejectionsrtibets links, etc). Otherwise only perform
the basic download of the page.

e Keep Download
Keep the raw encoded download and decoded data for disptiygthis can make the test results
page particularly large for large source documents like $EE.

e Fetch verbosity
A hex or decimal integer value whose bits control verbosesagss during the fetch, e.g. printing of
HTTP request/response lines and headdte a non-zero value may reveal sensitive data in
messages, such asgin Info.

e Trace authorization level
A hex or decimal integer value whose bits control authoigzatrace messages, e.g. for
Basic/file/NTLM authenticationNote a non-zero value may reveal sensitive data in messagéds, suc
asLogin Info.

e Trace socket level
A hex or decimal integer value whose bits control sockettraessages, e.g. data written to or read
over the networkNote a non-zero value may reveal sensitive data in messagdsastuogin Info.
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e Trace DNS level
A hex or decimal integer value whose bits control domain nagpstem messages, i.e. hostname
resolution.

e Trace encoding level
A hex or decimal integer value whose bits control transfer @ntent coding trace messages, e.g. for
gzip encodings.

e Trace fetch level
A hex or decimal integer value whose bits control fetch actrace messages, i.e. when network
fetches actually occur.

e Trace calls level
A hex or decimal integer value whose bits control fetch fiorctall trace messages, e.g. for network
settings.

e Trace script level
A hex or decimal integer value whose bits control JavaStrgae messages.

A short summary will be shown followed by various statisticel other information about the page. Most
of the information is collapsed (hidden) to reduce pagdaeiuClick the+ next to an item to expand that
item for viewing. Click the- to collapse an item. Use tl@gollapse all andExpand all links to
Collapse all items or expand all items respectively. Beew empty fields  to show all fields even if
there was no data for them. That helps one determine thatia ishctually missing as opposed to
overlooked for display.

Large text fields will be shown in scrollable areas by deftubtivoid taking over the page. Click thenext
to a scrolling area to let it fully expand onto the page. Ctiok- to confine and expanded field.

Test Search

This hyperlink opens the search interface. It forces therfate to use the search settings listed on the
Search Settings page, whether they have been applied to the Live SettingstoiThis allows you to
test search settings without affecting end users until yetsatisfied with the new settings.

This mode also places two extra hyperlinks at the top of taecbepagesBack to Administration

allows you to return to the Search Appliance administratimerface.Make this appearance live

does that too, but it additionally makes the search setyngsare testing “live”, so that end users also see
the search setting effects.

Query Log

The query log pages provide detailed and summary informatimut queries. Query logging must be
turned on to generate information on the query log pagesudfyglogging has never been turned on for the
current profile, there will be nothing to see. The query logrased each time the database is rewalked.

The pages are as follows:
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e Query Report

Top Query Words

Top Queries

No Hits

Best Bet Clicks

The query log lists the time that each search occurred, tlagldiFess of the web user performing the search,
the number of hits for the search, and the user’s query. Baitrelicks, it displays the query instead of the
number of hits and the actual URL instead of the query.

Selecting the Date/Time for a listed query will display a@agth complete information about the search.
This page includes everything from the summary list, andraomydefault parameter settings from the
search. A hyperlink is provided so that you may perform thmesguery as the user.

Note: If the search user is going through a proxy that pravitieX-Forwarded-For ~ HTTP header, that
forwarded IP will be logged as the search user’s IP and theyjgdP address will be logged as a
ForwardedBy value.

Replication Tools

Replication Tools allows you to work with replicating datarh this profile.

e View Replication Status

Replication Status shows you an overview of the contentiefdplication queue. The data is
presented grouped by host/profile, and the next items quangedietailed below.

e Send Profile Settings

Send Profile Settings is used when you want to send this psafibafiguration to another Appliance,
possibly with a different name. If the specified profile ddesrist on the target machine, it will be
created and given this profile’s settings. If it already exii will have its settings set to this profile’s
values.

Enter a remote machine and profile name &3déind Settings  to queue up the Send Settings
action in the replication queue, which you can view with thevpus link.
¢ Send Profile Data

Send Profile Data allows you send all the current profile’s datn established replication target.
This can be useful when adding a new target to existing sgardéle, and you need to load the target
with existing content but don’t want to perform a full walk tire sender.

Select one of the machine/profile pairs listed, ancBleihd Data to queue all this profile’s content
for replication. Please see the Replication Status pageidesabove to monitor the progress.
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Results Cache

TheResults Caching  profile tool allows management of the results cache for théler If enabled

(p. 119), the results cache can improve search responsdyiweching frequently used search results: if a
later query is made with the same query string parametarsytbe found in the cache, thereby saving the
time needed to run the query again.

OntheResults Caching  profile tool page, the status of the cache manager is rep@wieether it is
running, and what process ID). The cache manager runs ireitleggtound, deleting old entries and
refreshing the cache if requested. The size of the cache (il exists) is also shown, both number of
entries and size in bytes. Old entries are deleted as peuthent Results Caching settings (p. 119).

Several actions can be performed on the cache, if resultsntpis enabled:

Clear - Clears the results cache table. All previously cachedtsesiill be removed. This can also
be used to free up disk space if needed.

Start Refreshing - Mark all entries for refresh. The cache manager will thamtsefreshing
the cache in the background, starting with the highestrpyientries: queries will be re-executed to
ensure the cache entries reflect the latest crawl data. @hisicrease load on the machine, as the
cache manager will now be executing queries (though onlgilkerone at a time). Existing cache
entries marked for refresh — but not yet actually refreshace-still otherwise valid, i.e. they may still
be used to resolve user searches.

Stop Refreshing - Mark all entries as not needing refresh. This will stop thehe manager
from executing queries to refresh the cache, and thus mageadachine load. The manager will
still continue to run to expire old entries, etc.

Import - Import cache queries (without results data) from anothefilp, and mark for refresh.
This will copy the results cache from another profile, butsieach profile’s crawl data is different,
the actual search results will not be copied, as they wouldvaid. Thus, the entries will not have
search data (and cannot service requests), but will be mh&okeefresh by the cache manager. This
option can be used to “prime the pump” when creating a newlprafireplace an existing live profile
as the default: the existing profile’s queries can be copied and refreshed. When the refresh is
complete (indicated by “no entries marked for refresh”g, tiew profile can be made live, and will
already have a largely up-to-date cache.

Caveats: As results caching currently only takes into agtcthe query string to differentiate requests, it
should not be enabled under results authorization or ottegragios that utilize additional data (such as
cookies or request headers) for search requests. Thesreaahie is stored in the same database as the
profile crawl data, so it is deleted and started anew for eash tyipe crawl — just as the crawl data its
results are based on starts anew with New type crawls. If eeBletrawl is done that significantly changes
the crawl, the cache should probably be cleared to avoid stabut-of-date results; alternatively, thax
Cache Entry Agesetting might be decreased.
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SOAP Tools

Soap Tools provides various WSDLs and references for wgnkitth Search Appliance via the SOAP API.
Please see the SOAP API section for more details (4.22)

Best Bet Groups

The Best Bets are grouped together. This allows differemtijgg to be shown in different places, and easily
rotated in or out. For example, you might have one group &Slihat you have determined to be the most
probable results for a user’s query, and another groupnichtdes links you want to promote.

The Group Name is how the group will be identified elsewhethénadministrative interface. This should
be chosen to readily remind you of the purpose behind thepgrou

The Result Type indicates which fields will be shown on thelispage. The title and description are
entered by the administrator, rather than always beingitéken the page.

Status

This page shows the status of the latest walk for the curnerfiiga If a walk is in progress, it is the one
reported.

During an active walk, it indicates a summary of how many gaaye to be walked in the next hour, how
many were walked in the last hour, and the total number ofpabeere is a list of the most-recent URLs
fetched, with number of errors and duplicates found, foddwby a list of the next URLSs to be walked.
Below that is summary information about the walk itself luging walk start time, starting URLS, and some
profile settings. The Walk Status page updates automatieadiry 10 seconds until the walk is complete or
another page is selected. (After 10 minutes of user in&giiwill refresh once a minute to save traffic.)

When no walk is in progress, the report also includes a ligrafrs and duplicates encountered. If the last
walk was abandoned, the report includes information abowtfar it went, as well as the report from the
last complete walk.

Walk Status tabs

If more than one database is available for viewing, tabsapiiear at the top of the Walk Status, allowing
you to swap between database. This can be caused by a "Newl’raraning (allowing you to switch
betweerNew Walk Database andLive Search Database ), orif a "New” crawl failed and
automatically reverted to the previous database (allowmgto switch between

Live Search Database andFailed Walk Database ).

If more than one walk has been performed, thederhived Logs tab will be available. This lets you
view log files from previous crawls for errors or other unextee behavior. No database or searchable
content from these old walks is retained, only the log files.

Old archived logs are automatically cleaned out if they beEdoo numerous or consume too much space,
with the oldest logs removed first.

While a walk is occurring, multiple buttons are available:
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o Now button

During the walk theRefresh display: Nowbutton may be selected to force a Walk Status display
refresh before the 10 second automatic refresh. Note tisabtity affects the display, not the walk
itself.

e Pause/Auto button

TheRefresh display: Pause button pauses the Walk Status display (prevent the browser f
refreshing the display every 10 seconds): this changesutibt@btoAuto which will have the

opposite effect (resume the auto-refresh). This is usefidnexamining the status page in detail, and
avoiding being interrupted by the browser auto-refreshieNtoat both buttons only affect the display,
not the walk itself.

e STOP walk button

TheCurrent run: STOP walk button on the Walk Status page stops the current walk. If @& w
type isNew; the walk will be abandoned (current live search is leftéhand not updated). If the
walk type isRefresh |, the new pages are always live (since refresh uses one dajabat the
search indexes are not updated.

o Pause walk and Make live button

TheCurrent run: Pause walk and Make live button pauses the current walk, updates its
search indexes for speed, and makes the walk live (i.e.edefleé current live database and replaces it
with the current walk). This can be useful if you ran out okdipace while indexing and
subsequently freed up some space, or if a long running waskstepped and you want to use the
incomplete walk. If the walk was abandoned due to an errokersare you resolve the problem

before trying to make the new database live.

Search

This hyperlink opens the Search Appliance search inteida@nd users see it.

Profiles

This page presents a list of existing profiles. A profile com#tahe walk and search settings for a collection
of pages. The profiles are listed in the order of creation ligude clicking onNamewill re-order by profile
name. You can click on a profile’'s name to see and/or changetiiggs and status or to start a walk.

You can click onDelete next to a profile to delete that profile. You will be asked wieetyou really want
to delete the profile or not.

When a profile is deleted, all of its settings are lost and aalkwWatabase it has created is deleted. There is
no way to get back any of these items after the profile is deléfeu should not delete a database that is
being actively searched.

You may also create a new profile by entering a new name.

You can copy settings from an existing profile to your new pediiy selecting its name from the drop down
list. This allows you to set up another site similar to an taxgsone. It allows you to experiment with the
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walk settings for an existing site, without potentially iming the good walk that is being searched by your
users.

Dashboard
The Dashboard gives an overall view of the Search Applianstus.

e Total Document Usage - Shows the total number of docs used across all profiles.
e Searches / minute - Shows how many searches have occurred in the last minute.
¢ RAM Used Shows how much of the machine’s RAM is currently in use, notuding caches.

e Disk Used - Shows how much of the data partition is in use, where profitesstored. This is
separate from the log partition.

e Maintenance - Shows the maintenance status of this the Search Applidrgesed maintenance
can be renewed by contacting Thunderstone.

e Running tasks - Shows any currently running background tasks, includiadks:
Graphs:

e Load Average - Graphs the recent Load Average, which is represents dvenal“busy” the
Search Appliance is. Higher numbers can lead to slower nsgptimes to searches.

e RAM Used Graphs the recent ram usage, not including caches.

e Network Activity - Graphs the recent bytes sent and received per minute byetirels
Appliance.
e Disk Activity - Graphs the recent bytes read and written per second by #retSappliance.
System

The System section contains various links for maintainimg) @diting operating-system and overall settings.

System Information

This page provides system information, such as network tikeades, MAC address, kernel version, load,
etc. It also allows killing of processes owned by tagis user, which includes walks.

Document Usage Overview

Document Usage Overview shows how much your combined psadile using of your purchased license.
The total number of results of all profiles are added togetat displayed in a doughnut chart to show
which profiles are larger than others.
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Log Viewer

This allows you to view, delete, rotate, and email the SeAmpliance logs. It lists every file in the log
partition and allows you to manipulate each log individyalt many at once. Each item has a check box for
selection for mass operations, the date and time of lastiaddihe size, a link to see the most recent bit of
that log, and a list of processes currently using that loick@lg a column header will sort the list by that
column.

There may be multiple versions of each log. The version watmmmeric extension (.1, .2, etc.) in the
filename is the current log. Those with numeric extensioaltter logs. Extension .1 is the most recent
old log, .2 is the second most recent, etc.. Logs are autoatlgtiotated once a month or once a day if they
exceed 10MB. The need for rotation is checked once a day dréam. To force a rotation check you can
click theRotate Logs button at the top of the manage logs page. If you see a log filerwimeric
extension that also has process numbers listed ilnthdse By column you'll probably need to reboot
the Search Appliance to free up that log file. That should @ @ccurrence, but has been known to
happen.

The log listing is divided into sections. The first, unnamsktion is the system level logs. They contain
information about the core operating system of the Seargilidqce. That's where hardware, network, and
similar events and problems are logged.

The Apache section contains the usage logs for the Apacheerebr which is used for HTTPS access to
the Search Appliance, if enabled.

The texis section contains logs related to Texis, the mlatidatabase server that is a major technical
component of the Search Appliance. These logs providelddtamformation about operational events of
Texis.

The webmin section contains usage logs for the Webmin systanagement interface.

At the bottom of the page is a form which allows you to perfortians on the selected log(s). You may
View, Delete, Send, or Download any of the logs. For deleyiog will be asked to confirm the deletion
before it's carried out so it should be difficult to delete g liy accident. Deleting logs listed as in use may
require rebooting to reclaim their disk space.

For viewing, sending, and downloading you can choose howyrtiia@s of the log(s) to see and whether to
see the newest lines first (reverse chronological orderptural order with the oldest lines first.

For sending the logs to Thunderstone technical support lpould fill in your email address and a ticket
number given to you by Thunderstone. Sending the logs vidl @sgumes that your Search Appliance is
configured to send mail to the Internet. It is by default inghreple case but if you have outbound SMTP
blocked by your firewall or need to use a mail relay you'll néedonfigure sendmail using the Webmin
interface. An alternative to having the Search Appliancaiethe log is to instead download the log then
attach that file to your email to Thunderstone tech support.

Test Network and Servers

This area provides the ability to test the network connégtof the Search Appliance and find what web
and file server documents look like to it. It is divided intaotsections. The first section is for testing Search
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Appliance fetching and processing of urls. The second@eddifor testing the Search Appliance’s general
network connectivity.

e Test URL fetch

This is the same functionality as foundTest Fetch in a profile’sTools . Please see its
documentation (p. 35) for more detail.

e Test Network

There are several network tests available. As many as desiag be done together. Each will be
executed in sequence one after the other and the resulenpedgogether on one page.

— Find IP
Look up an IP address for a given host. Options (correspomealio DNS Mode settings):

x Internal - Perform the lookup using internal paralleliziogitines.

x System - Perform the lookup using standard system routines.
— Ping
Send ping packets to the given hostname or IP address tardieéereachability and speed.
CheckGateway to ping the configured gateway address. A handful of packgtbevsent and
statistics about each and a summary of response times andilbbe displayed Note that not
all machines respond to ping and some firewalls block pingeRatching may still work even if
ping doesn't.

— Traceroute
Trace the network route to the given hostname or IP addredstéomine reachability and spot
possible problem areas. It will display one line for each algmg the network route to the
target machine. Asterisks (*) indicate a problem findingriegt hop.Note that some firewalls
and routers block traceroute. Page fetching may still wor&reif traceroute doesn't.

— Email
Send a small test email to the given email address. Thisegtithe Search Appliance’s email
configuration as well as the recipient’s ability to receineads from the Search Appliance. If
the recipient doesn’t get the test email lookSystem->Manage Logs->maillog to see if
the message was handed off successfully. If it was handeshetfk the recipient’s spam folder.

Task Monitor

Provides an interface to manage the Task Monitor, which ickdround/daemon process that
automatically handles various Search Appliance tasksupdgating indexes during settings replication. The
gueue of pending tasks can be viewed and/or deleted (ongeiled by tech support).

Thesaurus

This area allows you to upload one or more custom thesau(sgesnym lists) for use by search profiles.
An uploaded thesaurus is compiled and kept on the Searchialgpl You can download the thesaurus later
by clicking on it in the listing.
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Each thesaurus may be used by zero or more profiles and shatubeé deleted if it is in use by a profile.
Search options that affect the use of these thesaurus&yaoayms (3.6.62),
Main Thesaurus (3.6.63), andsecondary Thesaurus (3.6.64).

See section 4.3 for further details.

Static Content

Static Content allows you to upload any files you'd like thei$h Appliance to also host. This can be used
to serve images, javascript, or CSS files that are referelomggdur XSL-customized search interface.

Note that this is not meant for searchable content, whictaheson the original website or file server. This
is for images or files used by the search interface, ratherftlegacontents searched by the Search Appliance.

Content will be available under tHeustom/  directory, so if you uploadompanyLogo.png Yyou can
use<img src="/custom/companyLogo.png"> in your custom search interface.

DBWalker

Configuration for the DBWalker module. Please see the DB#/akction (4.21) for more details.

Connectors

Google Connectors are 3rd party programs that allow yowckegata from large, complex data data sources
(such as Microsoft Sharepoint). There are different cotunedor different types of content - Sharepoint,
Livelink, File Servers, etc. The connector is installed meparate server, and the connector machine pulls
content from the remote data source, and pushes it into taelséppliance.

Manage Google Connectors allows you to specify the location of a Connector Managet'simeen
installed, using an address likétp://otherServer:8080/connector-manager/ . 'You can
then instantiate any connectors installed on that Conndtamager, and configure them appropriately
(varies by connect).

Connector Managers must be listed in the ApplianCGiisster Members to allow it to push in data.
Adding a new Connector Manager automatically adds it to t€tugembers.

For more information on Google Connectors, and to downlbadonnector Manager and connector
packages, please visit http://code.google.com/apisfisappliance/documentation/connectors/

Network Shares
Use this interface to mount remote file server(s) to the $edppliance so that it may be indexed into one
or more walk profiles.

All created mounts are permanent until manually removeayMill be remounted upon reboot of the
Search Appliance.
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To mount a remote filesystem or share select the type fromrtigedbwn list and click Add.

NFS filesystems - Unix/Linux/etc. servers

Server: Enter the hostname of the server. CaSe does not matter.ri@agj..mycompany.com )

Directory: Enter the full path of the directory to mount as it is exporfiedn the server. (e.g.:
/documents/internal )

Reliability: SelectHard or Soft . Hard will cause the Search Appliance to keep retrying tineestile
forever in the event of an error reaching the server. Softalldw files to fail if the NFS server can
not be reached.

NFS Version: The highest NFS version to use. Leave this at 3 unless youpratsdems with old NFS
servers.

CIFS - Windows 2000+

Server: Enter the hostname of the server. CaSe does not matter.r{@gj..mycompany.com )
Share: Enter the name of the share as exported by the server. ifggynal )

Login Name: Enter the login name for the account to use to access the fildioshare. This should be a
user that has permission to read all the files that need todexéal.

Login Password: Enter the password for the selected login name.

Server IP: Rarely used. If the "Name” of the computer is different thesnDNS name it may reject mount
requests to the "wrong” name. In that case enter whatevee maakes the server happy into the
Server field and enter the machine’s IP address into this field.

NOTE: When using Windows 2003 server you may need to change agsetiithe server to allow
mounting from the Search Appliance. If the share won't mdonsetting

control panel->admin tools->domain security policy->sec urity settings->
local policy-> security options->
Microsoft network server: Digitally sign communications ( always) to disabled.

SMB - Windows TheSMB - Windows mount is an older system, which has been replaced by
CIFS - Windows 2000+ . If your file server doesn’t support CIFS or if you're havingplems with
CIFS, you can try using SMB instead, which takes the samempts CIFS.

Current mount list

Under the Add form is the list of currently mounts and the@ttss. Each mount hasRemovelink to
unmount the filesystem and remove it from the list. The optilom each mount may be clicked to examine
or modify the options and remount the filesystem.

If an entry shows as "unmounted” there is a problem with thigngss and it is not able to be mounted as is.
If it was a transient problem with the server click the opsidhen click "Save changes” without making any
changes to retry the mount.
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Under the options for each mount is also an example of thenmimiBase URL you would enter into a
profile to index the files on that filesystem.

TheTechnical Info link shows some internal details about the mounts that mawelgful to tech
support if you have problems.

Note: This feature appeared in scripts version 5.4.11 r RithatWebmin was the only way to manage
remote mounts.

System Wide Settings

This area is for settings that affect the Search Applianaewbkole and/or may be shared by multiple walk
profiles. Please see section 3.7 for documentation on tledodl settings.

Update Software

This allows you to manually initiate a check for software atas. It provides a list of available updates,
allows you to select which updates to download, and allowstgananually initiate the installation of the
downloads.

Refer toGetting Software Updates (4.4) for the procedure to manually perform updates.

If your Search Appliance has a CD drive, it also allows youstall software updates from a CD.

RAID Array Management

Note: This area only applies to larger models (such as 3000) tohtde multiple hot-swap disks in a
RAID-5 configuration.

Note: The pages in this area may load somewhat slowly as they tollecmation from the RAID
controller.

Overview

Little to no maintenance of the RAID array is required. In #vent of a disk failure the hot-spare will
automatically take over and the array will be automaticedlyuilt. The rebuild process takes several hours.
After the array is rebuilt the failed disk will have to be matiy removed (no shutdown required) and
replaced with a same size or larger disk of the same typer igedisk is replaced it needs to Added to

the array.

Details

TheRAID Status page displays a summary of the RAID’s state. It's an abbtegliform of the
information on the RAID Management page to provide a quick@Bad check.

TheRAID Management page lists information about the overall RAID array as wsleach of the hard
disks in the system. Each item starts with a Status and is-colted to indicate its state. Green is good, red
is problem, blue is hot-spare disk, light blue is unused,diskow is verifying/testing.
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The first line of the Storage table contains information atloe overall array with th&se column set to
Array . The remaining lines are individual disks, eitidember, Spare , or None. Member disks are part
of the RAID array. Spare disks are hot-spares that will taler or a failed member disk.

Each item in the Storage table has associated actions tlyabertaken.

Rebuild An array that is in a non-optimal state may be forced into aitélbto become optimal again.

Verify Verifies the integrity of the parity information for the ayrd his is not generally needed as the array
is automatically verified periodically as controlled by terdware BIOS.

Fail Forces an individual disk into a failed state so that it maydmaced. This is not generally needed as
failures will be automatically detected.

Remove This removes a hot-spare disk from the array. It then bec@memassociated disk with a Use of
None. All arrays should have a hot spare.

Add This adds an unassociated disk with a Us®lohe to the array as a hot-spare.

The first number in th®isk:Addr column (everything up to the :) is the disk number which cgpmnds
to labels on the front panel of the Search Appliance.

Rebuild/Verify Rate

The Rebuild/Verify Rate is how aggressively the RAID wilbrgld. A higher rate will rebuild a partially
failed array more quickly so that it's in a non-fault-toletatate for the shortest possible time. The
downside of the higher rate is that operations that use gledlich as walks and searches will see slower
performance.

Controller
This table shows various model and version information abd@RAID controller.
Command

The Command input box should not be used except at the regi€stinderstone technical support. Itis
for issuing arbitrary commands to the RAID controller. ingtthe wrong thing in this field could
irrevocably damage the RAID array and render your machimepbetely unusable! If the “Ok to run this
command” checkbox is not also checked anything in the cordnrgout will be ignore.

Perform

The Perform button at the bottom will perform all of the an8selected on the form. You must also set
"Are you sure you want to perform these actions?” to "Yes”har actions will not be performed.

Front panel

This provides a rough approximation to the physical fromgba@f the Search Appliance. It shows the drive
arrangement to aid in locating the proper disk when perfognmaintenance.
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SSL/HTTPS Certificates

This allows you to manage the server certificates providetthé&ysearch Appliance when serving pages via
HTTPS. The admin interface, including Webmin, and seardhusé the same certificate. By default the
Search Appliance has a self-signed certificate. If you hawiipie hosts you may need to regenerate the
self-signed certificate before your browser will allow yausiccess the second host using HTTPS. If you
want to use HTTPS for searches you'll want to obtain a secertificate from a trusted authority so that
end users don’'t get warnings in their browser.

If you're familiar with requesting and obtaining/creatiagcure certificates and have a key and certificate
pair ready to install you can use tBmter a premade Private Key/Certificate pair

option at the top of thtManage SSL/HTTPS Server Certificates page. You will be presented
with 3 large input boxes where you can paste in your PrivageRertificate, and an optional Intermediate
Certificate that may be provided by your certificate autlgorit

You can generate a self-signed certificate or a CSR that carob@led to a certificate authority to request a
secure certificate by filling in the boxes on tMianage SSL/HTTPS Server Certificates page.

If you just want a self-signed certificate to use for enciyptbut don’t care about authoritativeness you can
checkSelf sign and enter the number of days you want the certificate to be fgodaten click the

Install Certificate button. If you selecte®elf sign  then you're finished. Otherwise click the
Generate CSR button to generate the CSR.

When generating a CSR you will be presented with a block dflieginning with

----- BEGIN CERTIFICATE REQUEST----- and ending with

————— END CERTIFICATE REQUEST----- . You need to send everything between, and including,
those lines to your certificate authority. The certificatthatity may ask what type of server you're using or
what format of certificate you need. Tell them you need an Apaimmpatible certificate.

After the certificate authority has confirmed your CSR thely pvbvide a similar but different block of text
bracketed with----BEGIN CERTIFICATE----- and-----END CERTIFICATE----- . Paste
that entire block, including the BEGIN and END lines, inte tilew Certificate box. They may also
provide an “Intermediate Certificate” that you would neegaste into the

New Intermediate Certificate box. If they don’t provide an Intermediate certificate ledve
New Intermediate Certificate box empty.

Once you generate a CSR the certificate management pagelyilhesent the option of installing the new
certificate(s) from that CSR. If you need to regenerate the GSvant to abandon the old CSR for any
reason click the ‘Cancel CSR* button on the certificate form.

You can clickDownload Pending Key to download the private key of the pending CSR, although this
is unnecessary when signing a CSR. This can be used if youtvaaticel the CSR, but still have the
private key around in case you do actually sign that CSR, latet want to upload it as a pre-made cert and
key.

If you have set the Search Appliance to require HTTPS adnmimaanage to install a certificate that you
can’'t use or somehow prevents HTTPS access you can re-gfaable admin by going to the physical
console of the Search Appliance and selecting the

drop Admin restrictions (HTTPS,IP,Cipher requirements) option.
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Webmin System Management

This area has its own login and allows for control of varicms-level system settings. The loginagmin
using the same password as #tmin account in the normal interface. If the password gets ouyit s
somehow it may be reset by setting the admin password frorA¢beunts area (3.3).

Network Configure the IP address, DNS servers, and routing.

Firewall Restrict access by IP.

Clock Synchronize the Search Appliance to your local time.

Email delivery Configure how to send email for walk notifications etc.

Shutdown Shut the system down cleanly and power off.

Backup Appliance Settings

This allows you to save all of the current profile and most efsfistem settings from the Search Appliance
to an XML file on your local workstation. (Mounted filesystearsd IP configurations are not currently
saved.) This file can be used to aid in cloning Search Appdiarficr a cluster and as a backup in the event
the machine needs to be restored from scratch.

"System-Wide Settings” includes things not specific to difge admin logins, system-wide settings, etc.
You can choose to download the settings for all profiles, psfitme combination of profiles.

"Internal Settings” includes things that aren’t used whestaring, such as currently running Process IDs.
This should only be included at the request of Thunderstapp&t.

Click Download to save a copy of the current settings to your workstation.

Restore Appliance Settings

Use this option to restore settings that you've previouslytared usingsave Appliance settings
Missing profiles will be created, and existing profiles wilve their settings set to the values contained in
the backup.

System Replication Queue

Provides an interface to view and manage the queue for “nofilgd content when using System
Replication Settings. Non-profile content is things thahdbapply just one profile, such as
System Wide Settings
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System Replication Target Status

Allows you to check the status of all the profiles on this semdachine against all System Replication
targets at once, indicating which profiles are present aridhdren’t. It also allows you to create the
missing profiles on the targets.

Accounts & Groups

This section provides information to maintain multipleilbgccounts for access to the Search Appliance
administration. All users are listed on this page. You may askrs, delete users, and change individual
user passwords. The default user, calididhin , may not be deleted.

The Accounts page also allows you to create multiple adnitiige users. There is no distinction among
them after they are created. All users have full administgiermissions, and they may create and delete
any user or change any user’s password. This is a basic tsecethanism meant to keep unauthorized
persons from using the web based administrative interfloe.purpose of supporting multiple
administrative users is that you can create distinct pasiyavhich you can revoke in the future without
needing to change a single global password that all admaiiss know.

Usernames may only contain letters, numbers, and undessdbey must begin with a letter, and they must
be 20 characters or less. Names and passwords are caswaensit

The passwords are one-way (forward) encrypted. This méanstforgotten password may not be
discovered. The only way to deal with a forgotten passwotd &hange the password.

User groups may be created on this page, by clickinghtihd a Group link. Existing groups may be

edited or deleted with the appropriate links. User groupuged to associate administrative users into
similar-privilege groups for easier access control maatee. See the User Groups section for more details
(p. 131).

Access Control Lists

The Access Control page allows configuration of administatsers’ access to administrative actions
(creating profiles, starting walks etc.). In conjunctiorthwiser groups, access control can be used to restrict
certain users to only certain actions, instead of allowithgsers access to all administrative functions. See
the Access Control section for more details (p. 131).

Extra Downloads

Provides links to auxiliary downloads for the Search Appdiee This includes example programs for
interacting with the Search Appliance.
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Upload Thunderstone Updates Manually

Allows you to upload software provided by Thunderstone sitwations where the Search Appliance isn’t
able to contact Thunderstone’s update server.

Repair Tools

Provides internal verification (and any necessary fixes)pgliance systems, including actions
automatically taken at upgrades.

These are tools are meant to address situations that theApplshould not normally find itself in Only use
at the request of Tech Support.

Check Version Upgrade Actions

There are internal actions automatically performed whertkarch Appliance upgrades between major
versions, such as creating new database tables. If sorgethe@xpected went wrong in the upgrade process,
this section lets you check for and re-apply the upgradem&tiThis is usually not needed, and should only
be done under the advice of Thunderstone Support.

Re-output XSL files

In the past, when a profile was restored from backup or madeagyait was possible for a profile’s XSL
files on disk to become out of sync with the profile’s settinfjsis has been fixed, but customers that had
restored profiles using old software may have profiles indtate.

This tool checks which profiles have XSL settings and filed, witl re-write the profile’s XSL data to disk
if necessary. Not normally needed.

Re-schedule walks

In the past, when a profile was restored from backup, it wagactoially scheduled with the profile’s rewalk
schedule setting. This has been fixed, but customers thatktated profiles using old software may still
have profiles in this state.

TheRe-schedule walks  section confirms that all profiles’ schedules match theiatkwschedule
settings, and allows the re-application all profile’'s salied settings to the walk scheduler. Not normally
needed.

Docs

This provides a hyperlink to the online version of this doemtation. It also contains a link to download a
PDF version of this documentation.
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3.4 Basic Walk Settings

This page contains the settings that are used most commidmay. are available in
Basic Walk Settings

The settings on thBasic Walk Settings page are a subset of the settings onAHeSettings
page. Use the page that is most convenient for your currskt ta

3.4.1 Walk Summary

This is informational only. It contains summary informatiabout the most recent walk and
recategorizations. The information includes the date ane of the walk, whether the walk was successful,
how many pages were indexed, and the number of duplicatespage

3.4.2 Notes

This is a scratch pad area for the administrator of the prdfile no way affects the walk or search.

3.4.3 Base URL

Syntax: one or more URLSs, one per line

This is the address where the web walker will start walkingnsite. If the whole site is to be searched,
simply enter your web address, for examphétp://www.mysite.com ". If the search is to be limited,
specify the address to start the search or create a page likeé URLS to search. The search will only
return information from your web site - no off-site searahimill be done. Directory URLSs should include a
final forward slash /*”. Example - ‘http://www.somehost.com/mysite/ ", If you have a virtual
domain that just redirects to another URL, enter the de#im&RL as your Base URL instead of your
virtual domain name.

You may specify multiple base URLSs to index multiple sitd® Search Appliance’s idea of a “site” is a
single host as identified by the hostname portion of a URL rd@foee http://www.mysite.com ,
http://lwww?2.mysite.com , andhttp://mysite.com would all be considered different sites.

In version 4.02.1046373961 Feb 27 2003 and later, the dgpoidiocol” http-post  or https-post

may be used for a Base URL. This uses the POST method instélae GET method to fetch the URL,
using the query string as POST data (it must be URL-encod#td3.can be used to start walking at a login
page form that requires POST instead of GET. Note that the &tBled in thentml table will have the
-post and query string removed for security. DuringRafresh walk, when a URL is about to be
refreshed, the probable Base URL that led to it (i.e. the aoitle tive longest prefix) will also be fetched.
This helps ensure that login cookies are properly restaredldw the Search Appliance access during the
refresh. Example:

“http-post://www.somehost.com/login.asp?user=bigbird &pass=open-sesame

In version 5, a username and password may be given in the BRkeNbrmally, if only one login is
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required to access the site to be walked, the username asstqrasshould be given in the Login Info walk
setting. However, if several different logins are requjring additional logins can be specified as
user:password@ prefixed to the hostname in the Base URL. Note that the usaripdor WWW Basic
Authentication. If your site uses a custom or form-basedhlagsehttp-post  instead. Example:

“http://MyName:MyPassword@www.myhost.com/login.asp

See alsdJRL file 3.5.7,URL URL3.5.8,Single page 3.5.9,Page file 3.5.10, andPage URL
3.5.11 for more ways to specify URLS.

3.4.4 Enterprise

Syntax: a single domain name

The name of your company’s domain. This is useful if your camys web presence consists of multiple
hosts within its domain, and you want them all indexed toge#s a unit.

This allows you to walk any URLs encountered during the wélthe base site(s) that are within the given
domain. The Search Appliance will attempt to guess thisevéban you, but you may set it to whatever you
wish. Check theres box to enable this feature.

See als@&xtra domains 3.5.16 which is the same but allows more than one domain.€ltggons may
be used together.

3.4.5 Robots

Syntax: select Yes or No buttons
robots.txt

With this set to Yes, the Search Appliance will initially getbots.txt from any site being indexed and
respect its settings for what prefixes to ignore. Ignorirgpte.txt is not generally recommended.

See alsdrobots.txt 4.5,
Meta

Respect the meta tag callembots . With this set to Yes the Search Appliance will process asgeet the
robot control information within each retrieved HTML page.

See alsdRobots.txt 4.5.

3.4.6 Allow Extensions

Syntax: one or more file extensions separated by space

A list of the URL extensions that the walker will accept. Thefalilt list is empty, i.e. all extensions are
allowed. Include the . in each extension.

To search MS-Word documents, us®c . For Shockwave/Flash usewf . For WordPerfect documents
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specify whatever extension you use and ensure that the wedr seturns the MIME type
application/wordperfect as there is no consistent extension for WordPerfect doctenény
extensions not listed here will not be searched or walked.

A few other extensions you may find useful are

.asp
.cfm
Jsp
.shtml
Jjhtml
.phtml

3.4.7 All Extensions

Syntax: select Yes or No button

Retrieve all files instead of only those listeddlow Extensions . This turns off checking of URL
extensions. All URLs will be retrieved regardless of theeasion (including images and such files).

3.4.8 Exclude Extensions

Syntax: zero or more file extensions separated by space

A list of URL extensions that the walker will reject. The deltais empty, i.e. no extensions will be rejected.
Include the . in each extension.

3.4.9 Exclusions

Syntax: zero or more strings, each on a separate line

Excludes URLs containing any of the specified literal ssiagywhere in the URL (hostname, path, or
query).

See als@&xclusion REX 3.5.19 andexclusion prefix 3.5.20 for more ways to exclude URLSs.

3.4.10 Walk Delay

Syntax: a decimal number from 0 to 10

Causes the Search Appliance to wait the specified numbecofde between page fetches. Normally set
this to 0, and the Search Appliance will fetch and procesgpag quickly as it can. Increase the Walk
Delay if the web server cannot handle being hit rapidly. éasing this value forces the walk to take at least
the following number of seconds to complete: the Walk Delamber times the number of pages on the site.

Decimal numbers may be specifie@.1 will cause it to walk no more than 10 pages per second, etc.
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Note: Using a delay larger than O forcé@fireads (3.4.11) to 1. A delay defeats the advantage of multiple
threads and large delays could cause unexpected pageifetziuts.

3.4.11 Parallelism

Syntax: whole numbers from 1 up
Threads

This is the maximum number of simultaneous page fetchingptig to allow against each site. Setting
Threads higher than 5 is probably not very helpful, unlesshyave many “Single Pages” that are on various
hosts.

Servers

This is the maximum number of different web servers to watkudianeously. Setting this too high can
stress your memory, cpu, and network.

3.4.12 Verbosity

Syntax: whole number from 0 through 4

Sets how much information the walker should provide abowtitts doing. The default verbosity level is
2. The values are described in the following table.

Table 3.1: Verbosity Levels
Level | Description
Issue no messages except errprs
Display starting point URLs
Display selected setting info
List URLs found in URL files
Indicate why URLSs are rejected

A WNPEFO

The levels are cumulative. In other words, each level inesuithe previous levels.

Warning: at Verbosity 4, full Primer URLs will be printed the Walk Status Log. If you use Primer URLs
that contain credentials that you don’t want other the SeAmpliance administrators to see, you will need
to restrict access to the Walk Status, in addition to the €ridRL, when using Verbosity 4.

3.4.13 Disable Walks

When set tor, no walk will launch for this profile for any reason (manuallyn, schedule, etc). Note that
even if set td\, walks may still be globally disabled if the System Wide BgtDisable All Walks is
set.

This can be useful with profiles that should be dataload;anlfor profiles that want to guarantee their
content won'’t change.
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3.4.14 Rewalk Type

Syntax: select from drop down box

This determines how rewalks are performed.

New

The typeNewcreates a new database and does a complete walk of everydhaning with the Base URLSs.
A Newwalk does not disturb the existing database.

Refresh

The default rewalk typ&efresh updates the existing database, and only downloads filebdlvatbeen
modified or created since the last walk. Pages that are netqrgsent on the server are removed from the
database.

Here are other considerations for usiRgfresh . Pages that were referenced but were missing in the
initial walk (the walk prior to theRefresh ), but were added after the initial walk, will be missed by
Refresh if their parent page has not been modified. If you change yeitings to be more inclusive (i.e.
add extensions, ignore robots, add domains, etc.), yousgkioLaNewwalk once, becauseRefresh is
not likely to find the newly allowed data, unless all of the @adpading to this data have been modified.

If more than 30%-50% of your site changes between walks youbadetter off using &lewwalk instead
of Refresh . Also, many dynamic content generators do not give modifedsiwhich will cause every
page to be rewalked. In that case you shouldNe@instead ofRefresh .

Refresh in version 5 vs. 4

In the Search Appliance version 4 and earlier, the refresk efecked every page in the database to
determine whether it needed updating. Since only changgelspaeed updating, and those are typically a
small percentage of the site, checking for changed pagestsrithan doing a complete new walk.

However, it is still time-consuming, because the web semvest be accessed for every page on the site, and
only the web server can inform the Search Appliance whetiepage has changed.

In the Search Appliance version 5 and later, there is an ingoroefresh process. The walk is adapted to
focus on the small but important group of changing pages.ath @age is walked, a refresh period is
calculated for that individual page. The calculation isdzhsn whether the page has changed since the last
time it was fetched, and how long ago that fetch was. Thigshfinformation is used to determine when
the page should be checked again. In this way, the walk priesi the walking of pages that change often or
are new, and it delays the fetch of pages that seldom change.

Thus, when a walk (scheduled or manual) takes place, onlgdbges that need to be refreshed now are
actually fetched — not the entire database. The result isadodse that is updated by a process that
consumes fewer server resources.
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Rewalk Type Summary Table

The following table summarizes the trade-offs for the ned mairesh rewalk types.

Method Advantages Disadvantages
New Guarantees most accurate representatitises more bandwidth and temporary disk
of current site. space.
Does not disturb live search database. Longer time befteechianges are re-
flected in live search.
Refresh Faster. Could get out of sync with actual site un-

. ~der rare circumstances.
Uses less bandwidth and temporary disk lot of changed pages could substan-

space. tially slow searches during the walk.
Site changes are reflected in live searctWorks
much sooner. best with If-Modified-Since sup-

port on walked web server.

3.4.15 Rewalk Schedule

Syntax: select from drop down boxes

This performs a rewalk on the schedule specified. The revaitirais the same as the one that can be
started manually by clicking the Obutton. TheFrequency defines how often to automatically rewalk.
TheHour defines which hour to start the rewalk for daily or weekly runs

You can define multiple walk schedules for the same profilelisiing the Add More Schedules link.
This gives you more granular control in setting schedules.example, instead of choosing between
once a day andonce an hour ,you can have awalk launch 3 times a day by making the 3 sobedul

e Daily at 8AM
e Daily at 12PM

e Daily at 4PM
To remove a schedule, set Esequency to-None- .
See alsdNotify  3.5.2. If you are usingOn Change” see alsoVatch URL 3.5.1.
3.4.16 Action Buttons

These buttons tell the Search Appliance to do something @oy the buttons applicable to the current
status are displayed. The buttons are as follows:

e Update : Save the current settings for future use but don't beginl&.wa

e GO Begin a walk using the current settings.
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e Update and GO: Save the current settings then begin a walk using thosegett

e STOR Stop and abandon the walk that is currently running.

See the Walk Settings section (3.3) for details about theadipa of these buttons.

3.5 Advanced Walk Settings

These are the advanced settings that are used less cominanlihe settings available in
Basic Settings . The advanced settings are availablé\lh Walk Settings

3.5.1 Watch URL

Syntax: an HTTP URL

The URL specified here will be refreshed every time that Trer&@eAppliance starts a refresh walk. This
can be used if you have a page that lists new documents thatideel to the site as it will ensure that the
links are found as soon as possible.

3.5.2  Notify

Syntax: an email address

If this is set, a summary report will be sent to the suppliediéaddress when a scheduled rewalk occurs.

3.5.3 Attach Logs

This selects the log files to attach to the walk notificatiohe Tog files and walk errors are for the period of
the refresh walk, and are sent as tab separated files thatagrebed with programs such as Excel for
further processing.

If the query log is attached it will be cleared after being #éewh This is an alternative to separate query log
rotation and emailing and is particularly useful when usimgde new for rewalks and you don’t want to
lose the query log. See al&wtate Schedule  (section 3.6.3).

3.5.4 Categories

Syntax: textual name and URL pattern pairs, additionaltitjmxes will appear as you fill the ones provided

The Search Appliance can create searchable sub-categwtesill appear in a drop down box on the
Search page. Enter the name of the category on the left, @andritesponding URL pattern on the right.
URL patterns may contain asterisi(to indicate “anything” and question maf(to indicate any single
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Table 3.2: Example Categories

Category URL Pattern

Demonstrations http://SERVER/demos/  *

Manuals http://SERVER/manual/ *

Books http://SERVER/al1/ * http://SERVER/b3/ *

character. There may be more than one pattern for each cat&gparate multiple patterns with space.
The following table provides an example.

This example would create a category nambérhonstrations " which would only search the URL
“http://lwww.mysite.com/demos/ "and any files under this directory, thereby creating a more
concise match to the user’s search. The same is truéfantials ". However, the Books ” category

would include pages from both thal” and “b3” directories. The user would now have the option to
search within just these categories or the entire datafidmsepattern shouldot be a single page unless you
want a category with a single page in it (e.gttp://www.mysite.com/manual/index.htmi ”
would be incorrect). It should typically be a prefix for a dit@ry that has multiple pages within it followed
by an asteriskx().

For best search performance, categories that overlap atlees- i.e. contain pages in common — should
be listed most-commonly-searched first.

Note: URL Patterns will not be used to determine categofiasyi Data From Field rules s€ategory .
Please see theata From Field (p. 65) for more details.

3.5.5 Categories Type

Syntax: radio button choice

The Categories Typesetting sets what type of categories are being used, anddoptitmize category
searches. It set to one of:

e Auto-detect
Automatically detect what kind of category is being used @ercategory basis, and optimize
searches accordingly. This lets non-overlapping categdiie. those whose pages do not occur in
any other category) be searched fastest, while still supgpoverlapping categories as fast as
possible. This is the default mode.

e Overlapping
Assume that any category might overlap another. Categairglses will be slower than with the other
modes. This mode was used before @aegories Typesetting existed. It can be set as a fallback if
the cached overlap data is believed to be incorrect for sea®son, e.g. category searches are wrong.

e Non-overlapping
Assume that no category overlaps another. All categorychearwill be as fast as the fastest
Auto-detect  mode search, but searches for overlapping categories mahow all results. This
mode can be set to force higher-performance searches abtirgtipl expense of accuracy.
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For best search performance, categories that overlap atleesn- i.e. contain pages in common — should
be listed most-commonly-searched first in @&tegoriessetting list. Also, theCatnoLowest field

should be selected as one of Bempound Index Fields(p. 78. These guidelines will allow the
Auto-detect  mode to optimize the most searches to the fastest possioéelsp

3.5.6 DBWalker

Here you can select one more more database walking confimusdb include in this profile. This can be
done in addition to specifying any Base URLS (section 3.4I8)select multiple configurations, hofetrl
while clicking in the select box.

For more information on the database walker module, pleas¢heDBWalker (4.21, pg. 166) of the
manual.

3.5.7 URLFile

Syntax: the full path to a file on the web server’s disk

This allows you to specify a file containing a list of site URbswvalk. This is an additional way of
specifying more Base URLs 3.4.3. This file will be reread dauk a rewalk is started. In the file, the list of
URLs can be one URL per line (preferred) or delimited by ansnbear of spaces.

3.5.8 URLURL

Syntax: an HTTP URL to a plain text file¢t HTML)

This allows you to specify the URL of a plain text file contaigia list of site URLs to walk. This is an
additional way of specifying more Base URLs 3.4.3. This URL e refetched each time a rewalk is
started. In the file, the list of URLs can be one URL per lineeferred) or delimited by any number of
spaces.

Warning: Due to the nature &tay Under , alarge number of URL URLSs (1000+) in different directories
will cause the walk to progress very slowly, as all URLs emteted will need to be checked against every
one of those directories. In such a situation, we recommemaiig off Stay Under and instead writing
your ownRequired Prefix  /Required REX expressions, which will be more efficient.

3.5.9 Single Page

Syntax: one or more HTTP URLS, one per line

Here you may specify URLSs for individual pages to includehia index. These pages are fetched and stored
in the database like others but the hyperlinks on them aréotiotved during a walk.

If you change this and clickUpdate " instead of ‘GO the added pages will be fetched immediately and
added to the existing database. Pages removed from thallist®1T be removed from the database until
the next rewalk.
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3.5.10 Page File

Syntax: the full path to a file on the web server’s disk
This may be used to specify a file containing URLSs for indigtpages.

If you change this and clickUpdate " instead of ‘GO the added pages will be fetched immediately and
added to the existing database. The file itself is not chefikechanges, and pages removed from the file
will NOT be removed from the database until the next rewalkthe file, the list of URLs can be one URL
per line (preferred) or delimited by any number of spaces.

See als@ingle page 3.5.9.

3.5.11 Page URL

Syntax: an HTTP URL to a plain text file¢t HTML)

This may be used to specify the URL for a plain text file contegriJRLs for individual pages. In the file,
the list of URLs can be one URL per line (preferred) or deladiby any number of spaces.

If you change this and clickUpdate " instead of ‘GO the added pages will be fetched immediately and
added to the existing database. The file itself is not chefikechanges, and pages removed from the file
will NOT be removed from the database until the next rewalk.

See als@ingle page 3.5.9.

3.5.12 Strip Queries

Syntax: select Yes or No button

Strip query strings from all URLs. Some URLSs have query ggion the end indicated by a question mark
(?). With this option set to Yes, all query strings are removedT URLSs before they are processed or
retrieved.

3.5.13 Keep Query Vars

Syntax: comma-separated list of query variable names

If set, the Search Appliance will remove all but the thesergwariables when walking URLS. This can be
useful when you know only a few select query variables areimant, and others may appear but are
irrelevant.

All the named variables are not required to be present, tteegimply the ones that will be let through.
For example, setting Keep Query Varddgtype  will turn the URL
http://www.mysite.com//page.aspx?state=A3N4&id=432& printit=Y

into
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http://www.mysite.com//page.aspx?id=432

3.5.14 Ignore Query Vars

Syntax: comma-separated list of query variable names

If set, the Search Appliance will remove these query vagsithen walking URLs. This can be useful
when you can establish a few irrelevant query variablesabything else would be significant.

URLSs with these query variables do not cause any kind of giney simply have the variables stripped out
and continue processing normally.

For example, setting Ignore Query Varsaiontit will turn the URL
http://www.mysite.com//page.aspx?state=A3N4&id=432& printit=Y
into

http://www.mysite.com//page.aspx?state=A3N4&id=432

3.5.15 Ignore Case

Syntax: select Yes or No button

This tells the Search Appliance whether to ignore case in &Jgtlnot. The case of hostnames is always
ignored but the case of paths and filenames is respected. Bemservers don't respect case and people
use various random capitalizations within filenames maktiegsame file look like different URLSs.

3.5.16 Extra Domains

Syntax: one or more domain names separated by space ordak br

Allow walk to fetch pages from any host in the specified dortginAny URL with a hostname ending in
any of the specified domains will be accepted.

e.g.. Given a base URL dittp://www.mysite.com/ and extra domaiothersite.com the
Search Appliance will walk all ofvww.mysite.com and any URLSs referring to any machine in
othersite.com

This option is not a “restricter” but an “enabler”. All hostpecified will be walked and any others that
match the given domain(s) will also be walked.

Note: This option does NOT direct the walk to completely index gweeb server in the specified domain.
It simply allows walking them if a reference to them is endeued.

3.5.17 Extra Networks

Syntax: one or more IP address prefixes separated by spane bréak
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Allow walk to fetch pages from any host within the network Gified by the numeric IP address(es).

e.g.. Given a base URL dittp://www.mysite.com/ and extra networld92.0.2 the Search
Appliance will walk all ofwww.mysite.com and any URLSs referring to any machine having an IP
address prefix matchint@2.0.2

Note: This option does NOT direct the walk to completely index gweeb server in the specified network.
It simply allows walking them if a reference to them is endeued.

Note: Using this option has the potential to slow the walk, becaysey URL's hostname must be looked
up. If there are many different off-site hosts, or your DNSl@v, the walk may be slowed substantially.

3.5.18 Extra URLs REX

Syntax: zero or more regular expressions (REX), separategdce or line break

Restricts walks to fetch URLs only matching any of the spedifiegular expressions anywhere in the URL
(hostname, path, or query) when the Base URL matches.

If a Base URL is matched by an Extra URLs REX, then the only URIa$ match the Extra URLs REX
will be walked on that host. If a Base URL does not match and&dRLs REX, then it is walked as normal.

It is a rarely used setting, most commonly used in conjuncliith a hostname to fetch matching URLS on
an additional host. Links still need to be found to those pdgethem to be indexed.

For example, with the following Extra URLs REX:
>>=http://products\.mysite\.com=Isupplierid+supplie rid\=BigCo

(which matches a URL that begins witinoducts.mysite.com and containsupplierid=BigCo ),
and using the following Base URLS:

http://products.mysite.com/listProducts.aspx?suppli erid=BigCo
http://help.mysite.com/index.aspx

The Extra URLs REX matches tipeoducts.mysite.com URL, so only pages with
supplier=BigCo  will be walked, while all ofhelp.mysite.com will be walked (following other
inclusion/exclusion rules).

Available from versiord4.3.9

See als@&xtra Domains , p. 62.

3.5.19 Exclusion REX

Syntax: zero or more regular expressions (REX), each onaaepline

Excludes URLs matching any of the specified regular expsassanywhere in the URL (hostname, path, or
query).

See als@&xclusions  3.4.9,Exclusion prefix 3.5.20 ancExclude by Field 3.5.22.
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Table 3.3: Exclusion REX examples

REX Matches
/scratch[0-9]/ a subdirectory namestratch  followed by a single digit
[Nalnum]test[\alnum] the wordtest (but notretest ortester etc.)

3.5.20 Exclusion Prefix

Syntax: zero or more URL prefixes, each on a separate line

Excludes URLs beginning with any of the specified prefixese &htire URL (hostname, path, and query) is
used for comparison.

Examples:

http://www.mysite.com/scratch0/
http://www.mysite.com/scratchl/
http://www.mysite.com/books/t

See als@&xclusions  3.4.9,Exclusion REX 3.5.19 ancExclude by Field 3.5.22.

3.5.21 RSS Feeds

Syntax: select from options

RSS Feeds determines the behavior taken when a RSS or Atom feed is atered during a walk, either
by directly linking or an embeddedink rel="alternate">

e Follow Links Only (default)- Links listed in the feed are followed, but the text conterad
itself is not indexed.

e Index Content and Follow Links - Links listed in the feed are followed, and the feed
itself is considered searchable content. The title andriiti®n of the feed are indexed, as well as the
titles of the entries in the feed.

3.5.22 Exclude by Field

Syntax: Metamorph query, field to search, what to exclude

This provides more flexible control of what to exclude and howxclude it. One exclusion per row of
controls may be entered; new blank rows will be provided asrare used. Thisletamorph Query

column is where a Metamorph query (i.e. a typical search ersemarch Appliance) is entered: e.g. several
keywords or a regular expression. Thield andMeta Field columns determine what the

Metamorph Query searches: iMeta Field is non-blank, that named meta field is searched,
otherwise the field selected iield is searched. ThExclude column controls the action for pages that
match the queryPages and links indicates that both the matching page and its links are to be
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excluded;Pages only indicates that the matching page is to be excluded but its tme still followed —
this is useful for excluding navigation-only pagésks only indicates that the page is still included but
its links are excluded.

See alsExclusions 3.4.9 ancExclusion REX 3.5.19.

3.5.23 Additional Fields

Syntax: Name, Type, Searchable, Sortable, Output

The additional fields allow you to add up to three additiorgldf to the index. These fields can be included
in the output (if you use the XML output style), sorted on, aedrched on. They are populated with the
Data from Field settings (p. 65).

¢ Name- specifies the name of the additional field. It also specifiesent that will hold the field
contents if it is output in XML. The name must be a valid XML mlent name (may contain only
alnum or-_ and must start with a letter o).

e Type - specifies the internal storage type for the additional filything can be stored &ext , but
if you want to do numeric or date comparisons (such as sQrtyay have to use an appropriate data

type.

e Searchable- specifies whether this additional field is directly seabdbaThis is done with an
additional URL parameter that is separate from the normatguPlease see thdditional Fields
section ofProcedures and Examplesp. 165, for more details.

e Sortable - specifies whether you allow sorting by this additional fidltiis is done with therder
search parameter. See tBerting section ofAdditional Fields, p. 166, for more detalils.

e Output - specifies whether this field should be included with the outpr XML results. Note that
this ONLY refers to XML output, none of the 'stock’ result kg will include additional fields. If you
want an additional field to show up in your search results,post seQutput to Y for the field, use
the XSL Stylesheet result style, and customize the stylesheet to display #meht for the
Additional Field.

Note that once Additional Fields are created and used, déh@uigeir order ofType may alter other settings
that use them, such &smata from Field (p. 65),Index Fields (p. 78) orCompound Index Fields(p. 78).

3.5.24 Data from Field

Syntax: REX expression, Replace expression, field to seatodre to store it

This provides alternate means of setting both the HTML fiéMdsdify Date , Title ,Description )
and any Additional Fields. It allows getting page informatfrom non-default places by searching and
optionally replacing the data. New blank rows will be praddas rows are used. See below for examples.

REX Search- Allows you to specify a REX expression to narrow down whatteats of the
From Field will be used. Leave it empty to use the entire field.
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Note that eREX Search MUST be specified for the followin§rom field types:

e HTML

e Text

You can specify they entire field for these by usimgas theREX Search.

Replace- Replace can be used to specify a subset of the value to be stored ifatfield (or subset of
the match, if youre usingREX Search. It usessandr replacement string syntax.

From Field - specifies what the source field is for the data.

HTML- the raw HTML source of the page.

Text - the text of the page, after HTML rendering has been applied.
Title - the HTML title of the page

All Meta - the contents of alineta headers specified in the HTML page.

Meta Field -> - the contents of a specifineta field, specified in the next input bokrom
Meta Field.

Keywords - the contents of thkeywords meta header.
Description - the contents of thdescription meta header.

Mime Type the MIME type of the page. This may have been derived fronCbetent-Type
header, & META HTTP-EQUIV>tag, or the URL extension, depending on what is available.

URL- the URL of the page.

URL Decoded - the decoded version of the URL. ABgXXURL-safe’ sequences in the URL are
replaced with their real characters. ER1e%20%2D%20Expense%20Report.doc is decoded
into Pre - Expense Report.doc

URL Protocol -the URL's protocol, e.ghttp .

URL Host - the host (without port number) from the URL.

URL Host and Port - the host (and port number if given) from the URL.
URL Path - the file path from the URL.

URL Path Decoded - the file path from the URL, URL-decoded.

URL Anchor - the anchor from the URL (if any), i.e. the part after th@ound sign). May not be
available if already stripped.

URL Query - the query string from the URL (if any), i.e. the part aftee th(question mark).

URL Query Var -> -the value of the URL query-string variable namedrnom Meta Field,
URL-decoded.
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e Referrer's Data - the value of a referring pages field. Store refs is requicedHis. The field
selected will be the same field being populated.

From Meta Field - If Meta Field -> orURL Query Var -> is given as thé-rom Field, this field
is used to specify which meta field’s or query var’s conteatsse as data. Leave blank otherwise.

Entering text in this field will force the use deta Field -> | if From Field is set to anything besides
Meta Field or URL Query Var.

To Field - specifies where information should be stored.

e Modified Date ,Title , Description , Keywords , Depth , andBody - Override the
standard fields extracted from the content.

e Authorization URL - Populates the URL used when checking this result for Result
Authorization. Please see tiAdlow Authorization URL section (3.6.55) for more details.

e Category - To populate the category via Data From Field, all the pdssibtegory names must be
entered in the Category setting. Using one or more Data Fiiefd Fules to set Category will cause
the Appliance to ignore the Categories’ URL Patterns ankatbset category membership based on
these Data From Field rules.

Note: due to the way categories are stored, if categorieadtted, reordered, or removed after
content has been walked, then a New walk will need to be paddrto update the content’s
categories. Renaming categories does not need a rewalk.

e Subfetch - This causes the Search Appliance to take the value(s) & &ind performs a fetch as
URL(s). The URL can be absolute, or relative to the current UR

Nothing is changed by the subfetch, but any further Data Hfatd rules will use that fetched
document(s) as the source of its content. Please see thet&ubkample below for a situation where
this could be used.

e Additional Fields - If this profile has any Additional Fields, they will be a\aile as a target
To Field

If you just added the name of a new Additional Field, you wékd to hitUpdate for the new
Additional Field to appear in th€o Field list.

Append - If set to, then the Data From Field content will be appended to the'diekisting data instead
of overwriting it. Date-type targets, such i®dify Date , do not supporAppend.

Data From Field Example - Using Description for Title

If there’s a site that uses the same HTML title for every pagfehlas a nice description, you can use the
following settings to store the description in ttitke  field (in addition to thedescription field).

REX Search- (Empty)
Replace- (Empty)
From Field - Description
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From Meta Field - (Empty)
To Field - Title

Data From Field Example - using PublishDate for Modified Date

If you're walking a site of articles that specifyRublishDate  meta field for every page, you can use that
field’s value instead of the normal Modified Date.

REX Search- (Empty)
Replace- (Empty)

From Field - Meta Field ->
From Meta Field - PublishDate
To Field - Modified Date

Data From Field Example - grabbing Price from meta

If the site your walking defines a meta header on each pagaioorg a price, it's possible to store that
numeric data in an Additional Field for searching. Assumjng've already defined an Additional Field
calledPrice , the following settings would save that meta field in the Aiddial Field.

REX Search- (Empty)
Replace- (Empty)

From Field - Meta Field ->
From Meta Field - Price

To Field - Price

Data From Field Example - grabbing Price from Text

The target site might not be organized enough to stick theeRmalue in a meta header. If every page
contains text in the formdtrice: $19.95 , Data From Field can key in on that.

REX Search- Price:=\space+\$\P=[0-9\.]+
Replace- (Empty)

From Field - Text

From Meta Field - (Empty)

To Field - Price

Notice that we use the fielflext as the source, ntiTML By operating on the formatted text instead of the
raw HTML source, it allows proper operation even if the HTMiusce uses things like
Price: <b>$19.95</b> or <td>Price:</td><td>$19.95</td>

Data From Field Example - Subfetch to use PDF contents for a WePage

Subfetch es allow you to use content from other URLSs to populate theectitJRL's record. We may
have a site about articles, where each article has a web jpageling the article, and a link to a PDF of the
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actual article. We'd like searches that match article auistéo take us to the web page, not the article PDF
itself.

If the web page has a meta header called “pdfLink” with a URthtarticle PDF, we can use the body of
the PDF as a replacement for the web page’s body with two DaalHeld rules like this:

REX Search- (Empty)
Replace- (Empty)

From Field - Meta Field ->
From Meta Field - pdfLink
To Field - Subfetch

REX Search- .+

Replace- (Empty)

From Field - Text

From Meta Field - (Empty)
To Field - Body

TheSubfetch DataFromField rule fetches the URL specified in gliLink  header. While this grabs
the PDF, it doesn’t change anything on its own. We then paihfthe PDF’s text output, and use that as the
Body of the current web page.

3.5.25 Required REX

Syntax: zero or more REX expressions, each on a separate line

If specified,all URLs walked by the Search Appliance must match at least otteesEé expressions.
Opposite ofExclusion REX

3.5.26 Required Prefix

Syntax: zero or more URL prefixes, separated by whitespace

If specified,all URLs walked by the Search Appliance must match at least otteesE prefixes.

3.5.27 Max Page Size

Syntax: a whole number from 1 up

Sets retrieved page size limit to the specified number ofshyRages larger than the limit will be truncated -
not discarded.

Note: PDF files tend to be very large for the amount of text contawwgklin them. Truncated PDF files are
not processable due to their design. Make sure this seHilzgge enough to handle the largest PDF file you
want to index.
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3.5.28 Max Pages

Syntax: a whole number from -1 up

Limits the number of pages retrieved in a run to the specifiedlver. Usel for no limit.

3.5.29 Max Bytes

Syntax: a whole number from -1 up

Limits the number of bytes retrieved in a walk to the specifiachber. Usel for no limit. The actual limit
is rounded up to include the size of the last page so that & doeget truncated.

3.5.30 Max Depth

Syntax: a whole number from -1 up

Limits the depth of page retrieval to the specified numbee Wsfor no limit. Depth is determined by
counting how many links were traversed to reach a partiqudge. The base URLs are all at depth 0. URLs
referred to by the base URL are depth 1, and so on.

3.5.31 Max URL Size

Syntax: an integer from 1 through 2033

Limits the size of URLs walked. URLSs longer than this will Bepped. Should not exceed 2033. The
default is 1024.

3.5.32 Max Requests

Syntax: an integer greater than 0

This gives the maximum number of server requests (pagedgtth make on a single server connection
(i.e. Keep-Alive requests), if the server and protocol supmultiple requests. Multiple requests per
connection increases walk speed, and is needed for Winbldws$/-protected pages. The defaultif0.

3.5.33 Max Connection Lifetime

Syntax: an integer greater than 0

This gives the maximum lifetime (in seconds) for a connectma server. Multiple requests per connection
may be made (if the server and protocol support it) until ivenection is this old. The default &0 (i.e.
ten minutes).
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3.5.34 Page Timeout

Syntax: a whole number from 1 up

Causes the Search Appliance to timeout after the specifieib@uof seconds during each page fetch. This
includes the time to lookup the IP address of the host, makedhnection to the server, and download a
single page. A timeout does not cause the entire processttolpat page is just skipped and considered
unavailable.

3.5.35 Meta Tags

Syntax: zero or more meta tag names, each on a separate line

This option tells the Search Appliance to look for the spedifineta data in fetched documents and store it
in the database. Then, this data is included in text seardiesmeta tags “Description” and “Keywords”
do not need to be specified here because they will be indexddfaylt. See below.

3.5.36 Standard Meta

Syntax: select Yes or No button

This option indicates whether to automatically extractdtandard meta tags “Description” and
“Keywords” from HTML documents. If “Yes”, description aneékwords meta data will be extracted and
stored in their own fields within the database, unlike othetantlata which will be collected and placed
together into a single meta field in the database. These amgganill be included in the search with a higher
precedence than other meta tags.

3.5.37 All Meta

Syntax: select Yes or No button

Extract all<meta name> data from HTML documents, and all meta data franytotx

plugin-processed documents, and place into the meta fiekbfrching. This eliminates the need to know
the name of all possible meta tags, but it also opens thehplitysof recording all manner of nonsensical
meta data.

3.5.38 Storage Charset

Syntax: standard IANA character set (charset) name

This sets the charset for storing page text in the databassgdualks. Pages will be translated to this
charset when inserted. If a page cannot be translated,tdrisdsand labeled with its source charset (if
known). If left empty (the default) it i TF-8. This charset should be a superseU&-ASCII (same 7-bit
sequences), and translatable by the Search Appliance ftavalked pages’ source charsets.
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Note that this is1ot necessarily the charset that search results will be disglay. see Display Charset
under Search Settings. This setting is the default valuBigplay Charset; see notes under Display Charset.

3.5.39 Source Default Charset

Syntax: a standard IANA character set (charset) name

If the source charset for a walked URL is not labeled and calbaaletermined, assume it is this character
set. Default idS0O-8859-1 . This should only be changed if a large number of walk pagessan
unlabeled different charset, e.g. a Windows charset.

3.540 XML UTF-8

Syntax: select Yes or No button

Whether to attempt to clean up UTF-8 data for XML output: remmvalid sequences and characters.
Should beYes if XML output (e.g. result style 8) is used (and Storage Casbould be empty). This
helps avoid browser errors with XML pagdsote: if XML output is not being used, this should be set to
No, as certain characters that are HTML-safe but not XMle-s@fl be removed if enabled.

3.5.41 Keep HTML

Syntax: select Yes or No buttons

Specifies whether to include the named type of text in thebdata
ALT text

ALT text fromIMG or AREAtags.

<STRIKE >

Text betweerkSTRIKE> and</STRIKE> tags.

<DEL >

Text betweerxDEL>and</DEL> tags.

<FORM >

Text of form elements, such agnput> tags,<select> boxes, anctextarea> elements.

3.5.42 Keep Links

Syntax: select Yes or No buttons
Specifies whether to follow the named type of links when wagki

Stylesheet
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If Y, links from<LINK HREF=.. REL=stylesheet> tags will be indexed as searchable content. Note
that nonstylesheet <LINK> tags will still be followed regardless of this setting.

The default is\.

Script

If Y, Javascript links fromxscript src=  ...> tags will be indexed as searchable content.
The default is\.

<FORM >

If Y, links from<FORM ACTION=> tags will be indexed as searchable content. Without theofakt
form properly filled out, such links can often produce nug@arror pages from database-driven sites.

The default is\.

3.5.43 Remove Common

Syntax: select Yes or No button

This causes common leading and trailing text from pages teim@ved from the database. This is good for
eliminating navigation menus and other static boilerptate at the beginning and/or end of each page.

3.5.44 Ignore Tags

Syntax: one or more pairs of strings, more input boxes aredadd you fill string pairs

All data between the specified begin and end will be strippechfthe HTML before the text is extracted.
These are simple strings, not patterns or REX’s and the sagaared. This is useful for excluding
boilerplate or otherwise unwanted portions of HTML docuisen

3.5.45 Keep Tags

Syntax: one or more pairs of strings, more input boxes withtdded as you fill string pairs

All data NOT between the specified begin and end will be s&ibpom the HTML before the text is
extracted. These are simple strings, not patterns or REK@the case is ignored. This is useful for
extracting prime interest areas of HTML pages without theasunding boilerplate.

3.5.46 Ignore Characters

Syntax: List of characters

List characters here which should be removed from the tekgalery. These can be punctuation that is
optional. Examples are part numbers, phone numbers, dte.CBaie to avoid removing important
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characters, which you may want to delimit words. E.g. with $ktting “@”, the text “part 123-45@6 "
would be stored (and searchable gsrt 123456 ”instead.

3.5.47 Plugin Split

A group of settings that control whether and how to spfiytotx  plugin output into multiple sub-URLSs

in the table. Non-text files, such as PDFs, thaytotx processes are often very large or composed of
sub-files. ThePlugin Split setting allows these files to be split up for finer-grain seag. Split files will
cause more than one URL to be entered inttrel table (and thus also in potential search results) for the
original URL. Such subsequent URLs will have an anchor ageédro distinguish them from each other;
usually this is the sub-file name, but it may be generic etgaft5 " if there are no sub-filedNote:

adjusting any of these settings can affect the abilitiRefresh -type rewalks to complete successfully
(Newwalks operate as usuallote: Data from Field and other crawl processing is not currently performed
on Plugin Split URLs.

Depth

The Depth setting controls at what depth to s@itytotx output. Each time a multi-file archive is
unpacked byanytotx , the depth increases. (Note that the depth does not incradsany subdir(s) that
may be created by each unpackinBgpth 0 (the default) means split at the top level (i.e. do not split
Depth 1 would therefore insert each file of a ZIP file as a separate lWRhe table. Files deeper than the
Depth setting are left merged; e.g. another ZIP file containediwihZIP file would have its files’ text
remain merged dDepth 1.

Bytes

TheBytessetting controls how many bytes each part will be after tleehas been split. The default of 0
indicates do not split. This is useful for large monolithiedithat have no detectable sub-file or page
structure. If bothPagesandBytesare set, the first limit reached is used for each part.

AtPage

The AtPage setting controls whether to force tBytes-controlled splitting to occur at a page boundary (a
Ctrl-L). Checking this may make each part arbitrarily largean theBytessetting, because a part may
extend to the next page break. With this setting uncheckpdrtanay be up to 50% larger than tBgtes
setting, because the page-break check will only go thatvar the limit.

Pages

The Pagessetting controls how many pages to group in a part. The def&0l does not split at all. If both
PagesandBytesare set, the first limit reached is used for each part. For pigrettingPagesto 10 and
Bytesto 100000 would break at 10 pages or 100KB, whichever conss Tihis is useful to catch
page-bounded documents like PDFs, and simultaneously gevierating huge text for non-paged
documents.
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3.5.48 Language Analysis

If Enableis set toY, pages walked are processed through the Language Analypsial®(LAM), obtained
and installed separately. This module helps support siegyamlanguages such as Chinese, Japanese and
Korean, where there is often no whitespace to delineate woned” (logogram, or group of characters) from
another, making searching difficult. The Language Analisslule inserts spaces between words in the
text of such pages, enabling ordinary non-wildcard searthenatch better. At search time, users’ queries
are also passed through the module, so that they can matphottessed pages’ text.

Language

A two-letter ISO 639 language code “hint” for the LAM. If alt @ majority of the walked data is a single
language, entering that language’s code here will help & process data better. The default is empty
(no hint). Added in Texis version 6.00.1294975881 20110113

Preserve 7-bit

Whether to preserve the separation of all-7-bit tokens. &imnes the LAM will separate alphanumeric
tokens that are not language words, e.g. part numbersngasisarch problems. Setting thisYavill
attempt to preserve the separation (or lack thereof) of-hiit tokens in the walked text.

3.5.49 CJK Mode

Syntax: select Yes or No

CJK Modemodifies the walk and the search for better handling many&sinJapanese, and Korean
queries.

At index time, multi-byte UTF-8 characters are indexed aévidual words. At search time, multi-byte
UTF-8 characters in the query are separated by spaces, atebaqurround the sequence to make it a
phrase.

This allows the query to match where spacing may cause itwraise not match.

3.5.50 Unknown File Formats

Syntax: select Exclude or Include

Unknown File Formats controls how files in an unknown format (e.g. binary contesttidentified as PDF,
Word, text, etc.) are handled. If setlxclude (the default), such unknown formats’ data will be ignored;
this avoids bloating the crawl database and query auto@imgictionary with garbage binary content.

If set toInclude |, the data will be included. This might help find words in otkise-unsearchable binary
files, but is unlikely to succeed: since the file format is gognized, all that can be done is a simple
strings  -like scan for ASCII words in the file. If the file does not steverds in an ASCII format, only
garbage binary content will be returned.

Note that unlabeled plain-text files —i.e. those not idesdithy MIME type nor by file extensiontkt " —
will generally be identified by a natural language scan (ifriag Texis 7.01 or later), and properly passed
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as-is. This setting only applies to files that fail that tést, are unlikely to be plain text. Added in
Appliance 9 / Webinator 7.

3.5.51 PDF Title Action

Syntax: select option

Controls how titles are handled for PDF files.

e Automatic (default) - Use the internal title if one is set, otherwise generatée ti
e Always Generate - Always generate a title for the PDF, ignoring any title sethe document.

e Never Generate - Always use the internal title from the PDF. If there isn’tepithe title is left
empty.

Binary files like Word documents can have titles set intdyndlhey’re usually unset, and if they are set, it's
likely to a good title that should be used.

PDF files often differ from this. Many PDF converters set tig-R title to the original filename that the
PDF came from. This results in a PDF with a title léepenseReport.doc  , which shows up as the link
text in the search result. Users click on what appears to berd Wbcument, only to arrive at a PDF
document.

SettingPDF Title Action to Always Generate tells the Search Appliance to ignore any internally
set title for PDF files, and always generate one based on titerto

3.5.52 Word Definition

Syntax: one or more regular expressions (REX), each on aategame

Sets the word matching expression(s). Each line is a regufaression defining what is considered a word
within the textual content of the retrieved documents duthre index process. The default expressions
index normal words and some special items such as domainsname

You may supply multiple expressions, one per line, if youtcd@fine your idea of all possible words in one
expression.

For examplep>\alpha=\alnum{1,20} will index “words” beginning with an alphabetic character
followed by 1 to 20 alphabetic or numeric characters.

If Word Definition is changed, theanguage Characterssetting (p. 115) should generally be updated to
reflect any new characters added.

Changing the word definition witbpdate instead olUpdate and GO will cause the existing search
index on the data to be dropped and rebuilt. The databaseaetibe searchable during the time that the
index is being rebuilt; this may take several minutes or nforéarge profiles.
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3.5.53 Text Search Mode

Syntax: select from options or enter custom mode
(Note: In earlier releases this setting was knowCharacter Match Mode.)

Sets the character-matching mode for text (keyword) searchhis controls aspects like case-sensitivity,
ignoring accents, etc. The selectable values are:

e Loose - Ignore case, ignore diacritics (accents), expand ligatugnore width differencestorage
Charsetshould be empty ddTF-8, thoughlSO-8859-1 may sometimes work. With this mode,
not only will a lower-caseé&” match an upper-caseE” and vice-versa (ignore case), bu™will
match ‘€” (Unicode U+00E9), be” will match “o& (U+0153), and full-width will match half-width
characters (for ASCII and katakana).

e Strict - Ignore case only.¢” will match “E”, but not “e”. Storage Charsetshould be empty or
UTF-8, thoughlSO-8859-1 may sometimes work.

e Strict 1SO-8859-1 - Ignore case only, and assur8wrage Charsetis ISO-8859-1 . For
back-compatibility. Available only folfext Search Mode

e Exact - Match characters exactly, respecting case, diacritiadtfvetc. Available only foAttribute
Compare Mode

e Custom -> - Use the custom mode entered in thestom Modebox. This is a comma-separated
list composed from the following tokens; consult Thundamsttech support for advice:

— is0-8859-1 - Assume text is ISO-8859-1 encoded. Should only be us8tbilage Charset
is alsolSO-8859-1 . If this flag is not set, text is assumed to be UTF-8, thouglasicmal
ISO-8859-1 characters will usually be able to match theiFt8lequivalents.

— ignorediacritics - Ignore diacritic marks (accents, umlauts, etc.). Eaj.will match
“&” (U+00E9) and vice-versa.
— expandligatures - Expand ligature characters. E.ge” will match “og (U+0153) and

vice-versa. Note that with this flag off, certain ligatureaynstill be expanded if necessary for
case-folding withignorecase

— ignorewidth - Ignore half-/full-width differences, e.g. for ASCII anétakana characters.

— ignorecase - Ignore case differences, e.gg™matches E’ and vice-versa, this is the
default. The alternative isespectcase

— respectcase - Case-sensitive search, e.g”‘loesnotmatch ‘E". The alternative is
ignorecase

— unicodemulti - Use Unicode case-compare tables, with multi-characteamsions where
needed (e.g. for ligatures). The alternativetigpe or unicodemono .

— unicodemono - Use Unicode case-compare tables, but do not expand caexathe
alternative ictype or unicodemulti

— ctype - Use the operating systentsype.h case-compare tables. Only codepoints U+0001
through U+00FF (i.e. single-byte or ISO-8859-1 range) appsrted, though the actual
encoding may be ISO-8859-1 or UTF-8 depending onigbe8859-1  flag. The alternative is
unicodemulti or unicodemono .
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Note: Changing théText Search Modesetting will cause text search indexes to be rebuilt, whicly take
several minutes or more for large profiles.

3.5.54 Attribute Compare Mode

Syntax: select from options or enter custom mode

Sets the character-matching mode for attribute compasgearches, e.g. equals, less-than, ordethby,
This controls aspects like case-sensitivity, ignoringeats, etc. Se@ext Search Mode(p. 77) for details
on what the setting values mean. The defaulixact . Note that searches dnumfields are unaffected
by this setting, as thEnumtype is defined to be case-insensitive.

Note: Changing theAttribute Compare Mode setting will causeéextra Indexes (if any) to be rebuilt. This
may take a few minutes on large profiles, and may prevent walks proceeding until the indexes finish.

3.5.55 Index Fields

Syntax: list of fields ordered by desired weight

These fields will be searched by the user’s text query. Flgtsd higher will be weighted higher in search
results, according to theosition in Text search settingAdditional Fields may be selected, if they are to
be searched by the user’s text query. Note that changdtitional Fields’ names, types or order later may
affect their presence iimdex Fields.

Note that changing these fields will cause indexes to belteldiich may take several minutes or more for
large-data profiles. The old setting will be used until théexrebuild is complete.

3.5.56 Compound Index Fields

Syntax: list of field(s) from select boxes, any order

These fields will be indexed along withdex Fields, but in the compound portion of the main search index.
They are not searched by the text query, but are used to im@@suracy and performance for certain
ancillary queries performed mdditionto the main text search, such as when ordering results by
last-modified date, or searching by Depth. The default wéreVisited , Modified , Depth andPop.

The selected fields may be in any order; they are used only wheded, unlikéndex Fields, all of which
are always searched by the user’s text query. Note the folpeaveats:

Adding a field toCompound Index Fieldswill not help search performance if there is no main (text)
query also, as the compound part of the index can only be nssmhjunction with a text query.

Only a fixed-size amount of data can be stored in each row &f eihe Compound Index Fields
so only fixed-size fields such as dates, integers, numbersstaiuld be chosen. If text data is used,
all values for the field in the database should be small (a feavacters) for best performance.

Additional Fields Text fields are not permitted iGompound Index Fields
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Note that as this is the same overall indexradex Fields, changing any of these fields will cause indexes to
be rebuilt, which may take several minutes or more for latge profiles. The old setting(s) will be used
until the index rebuild is complete.

3.5.57 Extra Indexes

Syntax: select-box for index type and table, text box toreintdex name and fields

Extra Indexes may be created to improve search performance and accuraduyations where the main
text index (ndex Fields) and/or itsCompound Index Fieldsare not sufficient. They are not generally
created unless suggested by Thunderstone tech suppoerfamcqueries.

Note that creating an extra index on a large-data profile ey several minutes or more. If the indBype
is notMetamorph nor Metamorph Inverted |, creating the index may also impede walks or other
database modifications. Navietamorph /Metamorph Inverted indexes should therefore be created
beforethe profile is walked or populated with data to avoid this ésstipossible Extra Indexes should

only be created when the profile is not actively walking, tmimize load and potential walk impediments.

3.5.58 Spell-check Dictionaries

Syntax: select-box choice

This setting controls what dictionaries to create for speéicking. The defauliQreate all ) is to create
all needed dictionaries. However, this can consume sigmifitme and memory for some large-data
profiles, so to conserve system resources, only the mutth@ocurrence dictionary may be created
(Create multi-word only ). This may reduce spell-check suggestions at search timveves. To
further conserve system resources, no dictionaries ataflime createdNone). This will disable spell
checking at search time.

3.5.59 Primer Type

“Primer URLs” are URLSs that are fetched before actuallytstgra walk. They are not stored in the search
database, but instead are used to “prime” the Search Apglianth any necessary credentials (e.g. login
cookies) for accessing the rest of the site. By default, theeBJRL is used, in case any session/ASP
cookies are needed.

ThePrimer Type setting specifies which (if any) urls are used to prime thédilero

e None - No primer URL is used. The Base URLs are walked as normal.

e Base URL-the Base URLs are used to prime the walk. This differs fidome in that the base
URLs are submitted once and the results discarded, and tibenitted again for walking.
This is useful in situations where tlBase URL contains login information, and the page returns
“thank you for logging in” with no other content until the pag requested again.

e Custom (default)- The URLSs listed inCustom Primer URLSs (if any) are used, as described below.
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For HTTP Basic or NTLM protected web sites, thegin Info setting should be used instead.

3.5.60 Primer URLs

Syntax: URL, optional variables, optional bad-login guemptional URL query

When thePrimer Type setting is set t@Custom, the Primer URLs setting values take effect. There are
two ways to use a custom primer URL - submitting the form diyeand filling out the form.

Submitting the Form Directly: Custom Primer URL

If a form-based login must be filled out before accessingea gieCustom Primer URL can be set to the
<FORM ACTION®JRL of the login (fully-qualified), with any form variable®(g. user/pass) filled out in
the query string. If th&«FORM METHOD#ust bePOSTinstead ofGET, the URL protocol may be
changed to the pseudo-protoctittp-post . E.qg.:

http-post://login.acme.com/checkLogin.asp?User=Admi n&Pass=open-sesame

would be submitted using tfeROSTmethod, with the given query-string variables sent as timéecd. Note
that the query-string variables and values should be URlo@dsd.

Filling Out the Form: Custom Primer Variables

Sometimes submitting the form directly is not sufficientrrie on web pages can contain dynamic hidden
variables, such as\aewstate  for session tracking. This means the form must be openesf] fllit, and
submitted, instead of simply submitting a pre-defined acti®RL.

This is achievable with th€ustom Primer Variables setting. Instead of settingustom Primer URL to
the action of the login form, you set it to the URL of the pagatttontains the formCustom Primer
Variables is a URL-encoded list of name/value pairs to set onGstom Primer URL page.

WhenCustom Primer Variables is set, theCustom Primer URL is fetched, and then the variables
specified inCustom Primer Variables are used on the form, and th#rat form is submitted.

For example, let's say there'spdeaselogin.asp page that submits toheckLogin.asp , and the
form contains a dynamic state that has to be includetheckLogin.asp  will reject the login. If you set
Custom Primer URL to

http://login.acme.com/pleaselLogin.asp

and setCustom Primer Variables to

User=Admin&Pass=open%?26close
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ThepleaselLogin.asp page will be fetched, the form fieldser will be set toAdmin andPass will
be set toopené&close (note the URL-encoding), and then the form on peaselogin.asp page
will be submitted, going teheckLogin.asp

This means that if the form goleaselLogin.asp contains

<input type="hidden" name="sessionstate" value="abc123 xyz"/>

then that hidden variable will be submitted along with th&t idf the form.

Note: After version 8.0.4 (2012-07-13) the Search Appliance gélithe HTTP(SRReferer header for
each primer URL to the URL of the previously used primer. Sihantication systems that require
Referer swill work. If the first primer URL also requiresReferer add a primer URL before that so it
picks up that as thReferer . This does not affect the use Referer in the main walk.

Checking for Bad Logins: Bad Login MM Query

Sometimes, the primer URL login may fail, e.g. bad login. H@er, since the only error indication may be
a “Login failure™-type message and not a true HTTP error ¢ctigie Search Appliance may not be able to
detect this and might continue walking useless (permisdamied or “Please log in first”) pages.

To help detect such a primer URL failureBad Login MM Query may be entered. If non-empty, this is a
Metamorph query to run against the HTML returned from th@eisgéed primer URL. If it matches, the
primer URL is considered a failure, and the walk is stoppedtfat particular site (other Base URLs will
continue).

Multiple Primers: Base URL MM Query

If multiple custom primer URLSs are being used, you can cdntttich ones are used for which Base URLs
via Base URL MM Query.

By default, primer URLs are only used on Base URLSs that havateng protocol and hostname.Base
URL MM Query is non-empty, then this Metamorph query will be run againstBase URL being
walked. The associated primer URL will only be fetched if stiches.

Following additional links with the 'FOLLOW _LINK token

The primer system automatically follows the HTTP redir8@4 Moved Permanently and

302 Found . Sometimes login systems produce additional links thatt ime$ollowed to get the login
cookie, but aren’t true HTTP redirects. Examples could bageript that setdocument.location ora
page that simply says “click here to continue”.

The special Custom Primer URL tok&FOLLOW _LINK can be used instead of a URL to follow the first
link generated by the previous primer’s fetch. This can leddnultiple times to follow multiple links.
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3.5.61 Login Info

Syntax: name and password

Specify a username and password for sites that require mtogiew certain pages. These are used with
HTTP Basic, Windows NTLM, and FTP authentication. Othehautication methods are not supported
currently. Without proper login, protected pages will bapled.

If this is a domain account, enter both in the Username fieljdasated by a backslash)(i.e.
MY_DOMAIN\myuser.

If you are trying to walk a site where a login form is provided aweb page, you may be able to walk it by
using the action URL from the form with the form variables ethed onto the end as your base URL. For
example if the form variable names were Uname and Upass arattiton URL was
http://www.mysite.com/login.asp you may be able to use a URL like

http://SERVER/login.asp?Uname=YOURNAME&Upass=YOURPA SSWORD

Note: The search interface displays hit context and has an omiwietv the entire text of the page. This
allows search users to view “protected” pages without érgex password.

3.5.62 Proxy

Syntax: the full URL to a web proxy server

This specifies the URL (not just hostname) of a proxy web sehreugh which to pass page fetch requests.
Blank means don'’t use a proxy.

3.5.63 Proxy Login Info

Sets the user name and password to authenticate to proxarseansing thé’roxy-Authenticate
header and Basic Authentication. Used if the Proxy URL iedilin. Added in version 4.01.1031600000
Sep 9 2002.

3.5.64 Cookie Source Path

File path to a Netscape or Microsoft Internet Explorer fargwokie file to read at start up. This allows
persistent cookies saved by a browser to be read by the S&pptiance, so it can inherit the browser’s
state. This is not recommended with the Search Appliancevasuld require exporting a filesystem with
your cookie file and mounting it to the Search Appliance. Taesry walk would be dependent on that
machine being online and the cookie file being present.

3.5.65 Cookie Jar

Netscape or Microsoft Internet Explorer format cookie datbad at start up. An inline alternative to
Cookie Source Path . This allows persistent cookies saved by a browser to bebg#loe Search
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Appliance, so it can inherit the browser’s state. To eas#djkva site that requires a custom login (i.e. not
HTTP Basic authentication), and that uses persistent egpkist login normally using a browser. Then,
copy that browser’s cookie data into tG@okie Jar setting. Then, the Search Appliance will
automatically inherit the browser’s permissions. Adddédrafersion 8.0.4 2012-07-13.

3.5.66 Strict Cookie Paths

If settoY, thePath attribute (if present) of any received cookie must be a pifike URL setting it, or

the cookie will be discarded, as per RFC 2965 3.3.2. Thissheipvent one application from altering the
cookie(s) of another application on the same server; swtatisn may be desired if the applications should
be protected from each other. However, typically such epadh altering is acceptable — e.g. some login
systems depend on it — so this setting defaults, tavhich also aligns with typical browser behavior. Only
available with products using Texis version 6.00.1342206201210713 and later; earlier versions
effectively behave as if this setting were alwags

3.5.67 Off-Site Pages

Syntax: select Yes or No button

Allow retrieval of individual off-site pages. By defaultafSearch Appliance will not retrieve pages that are
not on the same host as the base URL(s). Using this optioespag; on the same machine will be
retrieved, but none of the pages that they reference will di&ed.

All other discarding rules don’t involve the site except &ay Under still apply (Extensions, Exclude
Prefix, Required Rex, etc).

3.5.68 Off-Site Components

Syntax: select Yes or No button

This option also allows off-site resources embedded withirsite pages to be fetched for processing. This
includes javascript sources, embedded frames, and redirec

3.5.69 Stay Under

Syntax: select Yes or No button

When this flag is Yes, walks will stay under the directory sfied in the base URL(s). When this is No, if a
hyperlink to another location on the same site is encoudi¢ne will follow the link. In neither case will
the walk go to other sites unless they are in the list of walk.&Br allowed domains or networks.

3.5.70 Prevent Duplicates

Syntax: select Yes or No button
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This option enables extra checking for duplicate documdhg&uments with the same content are only be
stored once, even if their URLSs are different. This is acclishpd by hashing the textual content of the
page and not storing any page with a hash code that is alredtg database.

3.5.71 Duplicate Check Fields

Syntax: checkboxes to choose fields

These are the fields which will be checked for duplicate préwa (if Prevent Duplicates is
enabled). The concatenation of these fields is hashed fariee@ming document, and if the hash is the
same as an existing document, the incoming document willdmadied as a duplicate.

By default, onlyBody is checked, as the body is the majority of search content flmcament, and thus
another document that has an identical body should be enesich duplicate even if it has a slightly
different title or description.

However, sometimes errors in processing (amytotx ) can cause the bodies of large numbers of
documents to become empty and thus be considered duplafat@sh other and removed. In this case it

may be desirable to either turn d?frevent Duplicates or check more fields iDuplicate Check
Fields
Note: Changinduplicate Check Fields after a walk has completed (i.e. before a |&efresh

type walk) may cause new documents to not be removed as digdias expected, since the pre-existing
documents’ hashes are now for a different set of fields. THiswat cause errors or corruption; it just might
leave some newly-duplicate documents in the database.

3.5.72 Store Refs

Syntax: select Yes or No button

Controls whether URLSs referenced by retrieved pages aredardthe refs table. This can save some time
during the walk, as well as, disk space if it's turned off. Burhing it off prevents theShow Parents ”
option in the search from working. It also reduces the detailable from walk error reports.

3.5.73 Inline Iframes

Syntax: select Yes or No button

This indicates whether to treat iframes as a part of the gagedre on or as separate stand alone pages.
Selecting Yes will make them part of the page. Selecting lloméke them separate.

3.5.74 Max Frames

Syntax: a whole number from 0 up

This indicates the maximum number of frames allowed on a.pagges with more frames than this are
discarded. If this is set to 0, the frames of framed documamtsreated as independent, stand-alone pages.
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3.5.75 Execute JavaScript

Syntax: select Yes or No button

Execute JavaScript that is contained on fetched pages ahdhtbht alter or generate the page content and
URLSs.

3.5.76 Fetch JavaScript

Syntax: select Yes or No button

Fetch JavaScript that resides at a separate URL insteadngf indine on the page (e.g:SCRIPT SRC>
tags).

3.5.77 JavaScript String Links

Syntax: select appropriate checkboxes

Sets which additional sources of potential JavaScripsliokcheck. Some JavaScript links may not be
found when scripts on a walked page are executed, so theahtest of all JavaScript string objects is
scanned for potential URLs according to the checked bdwesiu will look for common JavaScript menu
navigation system links?rotocol  will look for strings that look like valid fully-qualified We links;

File will look for probable file strings.

Note that any of these sources may potentially find incotineks, especially thé-ile type. Checking
File is generally used only as a last-ditch effort to find some Sesipt links.

3.5.78 Debug JavaScript

Syntax: select Yes or No button

Print additional debugging messages for JavaScript errors

3.5.79 JavaScript Memory

Syntax: numeric memory size e 20MB

Alters the max amount of memory allowed for running Javg®ciihe default (if the setting is empty) is
20MB. Increasing the limit may help if error messages suchlasaScript exceeded scriptmem

limit " are encountered. Note that the Maximum Process Size ligtting) may also need to be increased
if this is increased.

3.5.80 JavaScript Timeout

Syntax: integer
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Max time, in seconds, to allow for running JavaScript. Thiadk (if the setting is empty) is 5 seconds.
Large or complex JavaScript pages may require more timeifé.gavaScript exceeded
scripttimeout "messages are received.

3.5.81 Trace Settings

Syntax: text

Debug/trace settings and values, as a comma-separatetl‘ligiram=value ”tuples. These are generally
only set at the request of Thunderstone tech support, actmegause copious tracing messages to appear
as crawl “errors”, some of which may reveal authenticationtber sensitive information. Supported
settings and values are subject to possible change in frgleases.

3.5.82 Protocols

Select which protocols to allow to be fetched. If a protosahdt enabled, but the Base URL uses it, it will
be automatically enabled for the walk. The protocols culyesupported aréttp , https , ftp , gopher
andfile

3.5.83 HTTP Version

What HTTP version to use for requesk$TTP/1.1 enables compression (gzip, chunked, compress, deflate
Content-Encoding) and is the default for products usingslearsion 6 and lateidTTP/1.0 was the
default for previous version$iTTP/0.9 s of limited/no use.

3.5.84 SSL Client Protocols

Which SSL protocols to allow for client HTTPS/SSL connertavhen walking or performing results
authorization, i.e. for connections from the Search Apé@to remoténttps:// URLs. The default is to
leave SSLv2 and SSLv3 disabled, as these are known to berghlado attacks.

Sometimes a crawler’s connection fails at (or soon aftex)3BL negotiation, possibly with the error
messageMissing HTTP response line in reply from ...". This may be due to settings on
the remote server that disallow certain SSL protocols —hate protocols were enabled un&SsL Client
Protocols (e.g. for legacy reasons). In such cases, disabling vaB&lsprotocols may enable the
connection to succeed.

Note: To change theerverside SSL protocols accepted by the Search Appliance —@.@dmin, search,
Dataload etc. — sddTTPS/SSL Protocolsunder System Wide Settings.

3.5.85 SSL Client Ciphers

Which SSL ciphers to allow for client HTTPS/SSL connectiantten walking or performing results
authorization, i.e. for connections from the Search Ap&to remotdttps:// URLSs. The default (if
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empty) is the OpenSSL default list for the current OpenS$&ntlTexis) library. Some SSL ciphers may
be known to be vulnerable, and administrators may wish tabtiesthem via this setting.

Modifying — specifically, shortening — the cipher list is@ks way to connect to long-handshake-intolerant
HTTPS servers. These servers cannot handle an(3i8htHello message longer than 255 bytes, and
time out when receiving one (e.g. willimeout completing SSL handshake ... errors). The
default OpenSSL cipher list may cause GlieentHello message to exceed 255 bytes, triggering this
intolerance in such servers. By setting a shorter ciphgtittie ClientHello message can be shortened
and the connection established. Disabling SNIS&L. Use SNI(p. 87) is another way to shorten the
ClientHello message.

Note: To change theerverside SSL ciphers accepted by the Search Appliance — e.gdfoin, search,
Dataload etc. — sedTTPS/SSL Ciphersunder System Wide Settings.

3.5.86 SSL Use SNI

Whether to use SNI (Server Name Indication) when crawlindp 8iISL/HTTPS. SNI enables a single-IP
HTTPS server to serve the correct certificate when servinijjipteuhosts, and is thus required by many
multi-homed name-based virtual host HTTPS servers. DisgldNI may be useful in some circumstances
to connect to long-handshake-intolerant HTTPS servetsotharwise timeout, by reducing the size of the
SSL ClientHello message. DefaultYs Shortening the cipher list vi@SL Client Ciphers (p. 86) is another
way to work around long-handshake-intolerant servers.

3.5.87 Authentication Schemes

Select which authentication schemes to allow for passyootected URLS. The settable schemes are

Basic , File (for file:// URLS),NTLMv1landNTLMv2 NTLMv2 requires Texis version
5.01.1213917000 20080619 or later. Note that the scheraetigllyacceptedor a given URL are

determined by the server; if none of the server-offered maseare enabled by this setting, then the
protected URL cannot be walked. This setting can be used#bld less-secure or undesired schemes, such
as Basic or NTLMv1 authentication.

3.5.88 Embedded Security

Select the security for embedded objects on a page (e.ge$asaripts) Any fetches any required object.
Non-decreasing  will fetch a required object if its securityh{tps:// vs. nonhttps:// in the
URL) is not less than the main page, i.e.ldtps:// object on arttp:// page will be fetched, but
not vice-versaNon-increasing is the oppositeSame protocol requires that the protocol of the
object be the same as the main page.

3.5.89 Entropy Source

Selects standard (default) or alternate entropy sourceeoBnis used to initialize the SShitps  plugin.
The standard sources should be sufficient; the alternatees@ionly needed if therngd daemon (some
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Unix platforms) is required but cannot be successfully hate: Setting the source to Alternate will
decrease SShitps security.

3.5.90 Multiple Fetches

Syntax: select Y or N

Multiple Fetches allows a page to be fetched multiple times, and can potgnskdw down a walk.
It should only be used in specific situations in conjunctiathvdff-Site Pages

For example, Consider the situation of walking two sisespm andb.com with Off-Site Pages
enabled. A link from a page amcom to b.com/page.htm is considered off-site, so it will be walked
but its links won't. Then, wheb.com starts its walkp.com/page.htm  won’t be processed because it
has already been done, causingom/page.htm  ’'slinks to not be included.

Multiple Fetches allows the 2nd encounter bicom/page.htm  to be processed again, which will
allow its links to be properly processed.

3.5.91 Follow Cross-Site Links

Syntax: select Y or N

When walking multiple hosts, settirigpllow Cross-Site Links to Y will allow links from one host
to another to be respected, as opposed to only starting fagi leost’'s Base URLSs.

If you have a lot of Base URLSs that have lots of duplicate littkeach other that would've been found
on-site anyway, settingollow Cross-Site Links to N can improve walk performance.

3.5.92 Max Redirects

Syntax: a whole number from 0 up or -1

This indicates the maximum number of redirects that arewdld when attempting to retrieve a page. If set
to -1 then redirects will not be followed when attemptingetrieve the page, but will be treated as a link.

3.5.93 Empty Form Redirects

Syntax: select Y or N

Some walked pages implement a redirect by having a HTML fdra points to the target, and uses
JavaScript to submit the form.

If Empty Form Redirects is set toY and a page doesn’t have any content, the Search Appliankte wil
treat any HTML<form> targets on the page as a redirect.
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3.5.94 Execute Walked Dataload

Syntax: select Y or N

The Dataload system (section 4.19.3, p. 159) allows adtramdiss to load arbitrary content into the Search
Appliance by POSTing XML files.

If Execute Walked Dataload is set toY, then valid dataload XML files that are encountered during
the crawl will be fully processed as if they were uploadedchtappliance.

Dataload and replication are supported in the full Texis gwot, but not Webinator-only.

3.5.95 Index Name

Syntax: one or more filenames separated by space

Set the filename assumed for directory URLs. The defauihdex.html " and “index.htm ”. This
filename will be removed from stored URLS to prevent redunéietiches of the page. So the URLs
“http://www.mysite.com/fun/ "and “http:/www.mysite.com/fun/index.html " will
be considered the same and only be fetched ondetijag/www.mysite.com/fun/ ).

3.5.96 DNS Mode

Syntax: choose from drop down list

This controls how the Search Appliance looks up IP addressdsstnames. liternal " uses Texis's
own internal parallelizing name lookup routine§ystem ” uses the standard system routines. You should
use ‘Internal " unless it causes compatibility problems.

3.5.97 User Agent

Syntax: full user-agent string

Set theUser-Agent  (browser type) to report to web servers. Normally the Seampliance reports itself
as ‘Mozilla/4.0 (compatible; T-H-U-N-D-E-R-S-T-O-N-E) ”. Modify this setting to report
as a different user agent. If you want to emulate a partidaiawser, you can access your site with that
browser, then check the site’s transfer log to see what @gtatring was logged (typically the last
double-quoted entry on the line).

3.5.98 Robots.txt Agents

Syntax: one or more user-agent strings, one per line

This is a list of user agents to respect when checkatopts. txt on a site. Theobots.txt group
with theUser-agent  string that is a case-insensitive substring of the eardigent listed irRobots.txt
Agentswill be used; i.e. th&kobots.txt Agentsshould be listed highest-priority first. If multiple
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robots.txt groups match the same agent, the group with the longestrsugbstatchingUser-agent
is used. If no agents match, and a group for ageiis present, it is used. The default value for this setting
is “thunderstonesa "

For example, changing this settinghtyBot andGooglebot and given thigobots.txt file:

User-agent: Google
Disallow: /some/google/dir

User-agent: MyBot
Disallow: /some/other/dir

then the Search Appliance will not craigome/other/dir , but will still crawl
/some/google/dir : while both agents substring-match, @adogle is a longer substringylyBot is
listed first inRobots.txt Agentsand is thus higher priority.

Given thisrobots.txt with the same setting:

User-agent: Google
Disallow: /some/google/dir

User-agent: Googlebot
Disallow: /some/bot/dir

then the Search Appliance would not craadme/bot/dir , because while both agents substring-match
Googlebot , Googlebot is the longer match.

3.5.99 Mime Types

Syntax: one or more acceptable MIME types, each on a sefdarate

These are the Multipurpose Internet Mail Extensions (MINAes that the Search Appliance informs the
web server are acceptable. MIME types have the sytyfee/subtype . Eithertype orsubtype may
be* to mean “any”. By default all MIME types are allowes/(* ).

3.5.100 Custom Headers

Syntax: one or more Name/Value pairs

These are extra headers to send to the webserver when tefmes. Sometimes a server application will
not work right when optional HTTP headers are not presenis dlfows setting them as needed in such
situations.

Header names should not have any spaces or the trailing €plon
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3.5.101 Respect Expires Header

Syntax: choose from drop down list

ForRefresh -type walks, this controls how tHexpires header is used. Set o the Expires header
will be ignored. Set tdimited theExpires header will be used, but limited by th&nimum Refresh
Time andMaximum Refresh Time. Set toYes theExpires header will be treated as definitive.

Invalid and out of range headers will be ignored, with theegtion of “0”.

3.5.102 Cache Content

Syntax: choose from drop down list

Cache Contentallows the Appliance to store a copy of the content as it wdlkshe search interface, a
View Cached link will appear by results, which allows users to download tontents directly from the
Appliance rather than using to the original location.

Matches in the content will be highlighted in cached pagasdhe HTML documents. The highlighting
uses theContext Highlighting setting on the search settings page to style the highlights.

In addition caching content can be useful in situations wltlee original location is unavailable, either
because a server is down or the user does not have accesdil® skever from a remote location.

The choices foCache Contentare:

e None (default)- No extra storage of the original content occurs, the Apiéaonly maintains the
plain text representation of the results for searchingt(asvays has).

e Results Only - While walking, the Appliance maintains a copy of the oraicontent. Selecting
View Cached from a search result will present that cached copy. Linksrafetences from web
pages are left unmodified, pointing back to the original. site

e Site Mirror - While walking, the Appliance maintains a copy of the oraincontent, and also
collects and stores auxiliary content used by web pagegémaSS stylesheets, etc) that isn’t
normally necessary for the Appliance walks.

When search users seldGew Cached , links and references on cached web pages are rewritten to

point back to the Appliance, utilizing the cached versiofiese resources. This allows a full
cached view of a site to operate when the original site besamavailable, instead of presenting a
cached web page with lots of broken images and links.

Note that some complex, dynamic web sites might not be alide fally mirrored.

Note: Cache Contentis a completely separate feature from the similarly naResdults Caching

e Results Cachingsaves an entire page of results after a search is performedidstional searches for
the same terms can use that cache instead of performingahghsagain. This is invisible to search
users.
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e This featureCache Content saves additional information while walking so that usens download
an original copy of the result directly from the Appliancstead of the original location. This is done
through avView Cached link on the search interface.

Please see 3.6.102 for more informationResults Caching

3.5.103 Default Refresh Time

Syntax: choose from drop down list

ForRefresh -type walks, this is the default time period to initially trgfreshing a URL; typically set to 1
minute. Note that the actual refresh period is dynamicaliypputed for each URL based on how often it
changes.

3.5.104 Minimum Refresh Time

Syntax: choose from drop down list

ForRefresh -type walks, this is the minimum time period to try refregshenURL. The actual refresh
period is dynamically computed for each URL based on hownaftehanges, and will not be less than this
value. This prevents too much time being spent refreshirgradynamic page (i.e. constantly refreshing it
and loading the web server). Typically set to 1 minute.

3.5.105 Maximum Refresh Time

Syntax: choose from drop down list

ForRefresh -type walks, this is the maximum time period to try refreghenURL. The actual refresh
period is dynamically computed for each URL based on howndftehanges, and will not be greater than
this value. This ensures that all URLs — even relativelyictates — are eventually checked for changes.

3.5.106 Maximum Process Size

Syntax: choose from drop down list

Upper limit to memory size of walker processes. If a walkerggiss exceeds this limit, it is re-started (at the
same point it left off) by the dispatcher, at most once. Ifghee child repeatedly exceeds this limit, the
walk may stop until it is re-started via schedule or manudlgte that this is a soft, not hard limit: the
process may exceed it briefly, yet will exit gracefully and ci@sh if so.

3.5.107 Maximum Load Average

Syntax: number, ol for no limit
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Maximum Load Average helps prevent the Search Appliance from becoming overbhalfi¢he load
goes above the specifidlaximum Load Average , the walk will pause itself until the load decreases.

You can see the current load of the appliance at any time mggoiSystem -¢,
System Information , hext toLoad . The 3 numbers represent the average load during the last 1, 5
and 15 minutes.

3.5.108 Replication Settings

Syntax: List of hosts and profiles

A list of hosts and profiles to send walk data updates to. Tiséshoust have the sending server listed as a
cluster member under the system-wide settings.

3.5.109 Send Data

Syntax: select Y or N

Send Data will cause this profile to send changes in searltabltent to be sent to this replication target.
This includes adding or changing content, and refresh walk®ving URLS that are no longer present.

This does not include starting a new database for a “New” wWaldRLs are present in a previous walk and
not present in the next “New” walk, this will not remove the LEfrom the replication target. This requires
Send Settings , as described below.

3.5.110 Send Settings

Syntax: select Y or N

Send Settings causes this profile to send any settings chémygs replication target. This includes starting
“New” walks, which will cause the replication target to stecom a fresh database like the replication
sender does.

3.5.111 Batch Rows

Syntax: number

Defines the number of items the replication sender will gpetm accumulate in a single batch. This should
not need changed.

3.5.112 Batch Size

Syntax: number (in bytes)
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Defines the threshold for size for a sending a batch of ramicdtems. When collecting items to replicate,
once the size of the items is over this threshold, the battilbe/sent off to the targets. This should not need
changed.

3.5.113 Batch Idle

Syntax: number (in seconds)

Defines the idle timeout for sending a batch of replicatiemis. When collecting a batch, if no new items
appear for this many seconds, the replication batch willdoe # the targets. This should not need changed.

3.5.114 Log Replication

Writes information for this profile’s replication queue pessor taeplication.log

If both the System-widéog All Replication and this profile’dLog Replication are set,
logging for this profile will be the more verbose of the two.

See also “Replication” 4.19.

3.6 Search Settings

This group of options applies to the standard search andda®wa convenient way to make common
changes to the search behavior and appearance.

See also “Customizing the Search Appliance’'s Appearan&” 2

3.6.1 Notes

This is the same setting &tesunder Walk Settings: a scratch pad area for the administodtie profile.
It in no way affects the walk or search.

3.6.2 Query Logging

Syntax: select Yes or No button

This indicates whether the search should log user quefi¥es| users’ queries are logged to the querylog
table of the database. The contents of this table may be difnom theQuery Log menu of the
Administrative Interface.

Note: The query log table gets erased during every new walk. Yoluonly be able to view queries that
have occurred since the latest new walk. Refresh walks doaate the table to be erased.
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3.6.3 Rotate Schedule

Syntax: The day of week (or daily) and the time of day to rotate

This selects when to rotate query logs on this profile. Duamgtate action, the log table data is optionally
e-mailed to someone, and then the data is erased from thalmg t

See alsdAttach Logs (section 3.5.3).

3.6.4 Emalil

Syntax: A valid e-mail address

When the query log is rotated (according to the schedule ae®-mail message with an attached file
(containing the previous log data) is sent to this addresstipMe addresses may be specified, separated by
commas.

3.6.5 Result Order

Syntax: select Relevance, Date, or URL button

This determines the default ordering of search results.

e Rank - search results are ordered by rank (or relevance) by defaul
e Date - search results are ordered by date descending (newesbfirdefault.

e URL- search results ordered by their URLs alphabetically bpualéf

Search users may select the alternate ordering from thésiliéf the Advanced search form.

3.6.6 Results Style

Syntax: choose from drop down list

This controls the style used for displaying individual agssvto user queries. There are various styles from
which to choose. The arrangement and amount of informatoies in every style. In the administrative
interface you may click the question mark) (ext to ‘Results Style " to see a sample of each of the
available styles.

3.6.7 Allow RSS

Syntax: select Yes or No button

If Allow RSS is set toY, then each search result page will include a reference tdshfBed for that
search, which users will be able to monitor.
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SettingAllow RSS to Nwill both remove the reference from search result pagesdaadlow the viewing
of RSS feeds.

3.6.8 Format XSL Output

Syntax: select Yes or No button

If set toY, then extra line breaks are added in to the output of the seide XSL stylesheet processing.
This has the following effects:

¢ It makes the HTML output more readable by humans, changifigrit one extremely long line to a
well formatted document.

e It adds a small amount of size to the document (usually betviet%o)

e Adding line breaks at certain locations can sometimesériggld rendering bugs in Internet Explorer
(adding spaces where there shouldn’t be spaces).

3.6.9 XSL Engine

Syntax: Choosénternal  (recommended)r Legacy

the Search Appliance recently changed its XSL processomg &n external tool to an internal library. All
processing should use the névwternal  engine.

This switch shouldn’t cause any issues, but in case therguaides, theXSL Engine setting allows
profiles to change back to the dlégacy engine until any issues with theternal  engine are ironed
out.

This feature will be deprecated in the future, andlirgacy engine completely removed.

3.6.10 XSL File

Syntax: Browse local disk for a XSL file

This allows the use of a customized XSL file to format the otigfa search. A default XSL style sheet is
included with the Search Applianc&sl/default.xsl ). TheXSL File option is used only if the
Results Styleis set toXSL Stylesheet . The links below this option display the current XSL
stylesheets, which may be downloaded for editing and themleaded with this option.

3.6.11 Abstract Style

Syntax: choose from drop down list

This setting controls the short description or abstradtihigenerated for each search result. Choosing
Query uses a shippet that matches the quBgginning uses the start of the document’s contdrap
uses the top of the current padggescription uses the value of thBescription meta tag.
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3.6.12 Abstract Length

Syntax: enter number in text box

This determines the length in bytes of the document abstract

3.6.13 Max Title Length

Syntax: enter number in text box

This determines the maximum length in bytes of the docunmiatshown in the results. If the title is over
this length, it will be truncated and ended with ellipses.

Title length may be expanded up to 10 characters over thiagéh order to avoid cutting off in the middle
of a word.

Set to-1 to always use the full title.

3.6.14 Max URL Display Length

Syntax: enter number in text box

This determines the maximum length in bytes of the matchiRg. Shown in the results. If the title is over
this length, it will be truncated after the hostname witlipstés and ended with as much of the path and
filename as it can.

Note that this does not affect the URL that is actually linked that URL is always the full, proper URL.
This setting only affects the displayed URL.

Setto-1 to always use the full URL.

3.6.15 Results per Page

Syntax: a whole number

This controls the number of results (answers) listed on esshits page. When there are more than this
many answers to a user’s query the user will have to hit “nextee more answers.

3.6.16 Max User Results per Page

Syntax: a whole number, or -1 to disable

Search users are able to customize how many hits per pagedhdyy supplying the parametgp . This
setting places an upper bound on how many results per pagedhaequest. This prevents someone from
requesting 1000000 results on a page and bogging down thehsaestem.

If setto-1 , then allrpp parameters are ignored.
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3.6.17 Page Links Shown

Syntax: a whole number, defaults10
This specifies the number of page links to include in the sumpmgthe results.

For example, if we are on page 22 of 5,000 total results, baudeflirect links will be shown to pages 18
through 27 (for a total of 10 links). Page Links Shown is set t020, it will show links 13 through 32,
for a total of 20 page links.

3.6.18 Results per Site

Syntax: an integer select box and Yes/No button

TheMax setting controls the maximum results per site per page tajisFor large profiles with many
pages (and thus results) per site, setting Results pera@iticrease the results variety shown on a single
page, by replacing some same-site results with lesseedabist different-site results from subsequent
pages.

When results are limited t&¥ per site, no more thaiV results for any given site will be shown on any given
page. Results pagf for a site are suppressed, and results from new sites (thatodpastV yet) added,

until the page is full. Once the page is complete, the resuigeordered: the second and later results from
a site are moved up under the first result from that site, itedkrand followed by 8ore results for

site link. The next page’s results will be obtained by the samegss, resuming at the point in raw
results left off by the previous page. Note that a given sigg mppear on subsequent pages (if there are
more results for it), but its results that were suppresseth®previous page will not be shown (because
they are visible via the previous pagdkre results for site link). Also, since there are now two
degrees of navigation through the results — standard pagmnalus theMore results for site

links — not all of the total results counted may be shown vigimetion: the rest are shown \idore

results for site

Note also that setting Results per Site to other tHalimited can increase search time, as potentially
much more than one page of raw results must be obtained apdesspd, and results must be regrouped.

TheAllow override button controls whether the search user can override tHégisdresults per Site limit
on the Advanced Search form. This can be sélto prevent the potential delay of grouping by siteYdo
allow the user to set a custom value. For profiles that are Betach back-ends, if the front-end Meta
Search is using Results per Site, all the back-ends shoutdAiw override set toY so that the
front-end’s value can be used, for consistency.

3.6.19 Allow site: syntax

Syntax: a Yes/No button

This controls whether to allow thste:host guery syntax in a search, to limit results to a single domain.
It has no effect on th&rom this domain box on the Advanced Search form, which uses a separate kariab
(sq) instead of embedding in the query. For profiles that are Netrch back-ends, if the front-end Meta
Search is using Results per Site, all the back-ends shoutdAllw site: syntax set toY so that the
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front-end’s value can be passed via ike:host syntax.

3.6.20 Results Width

Syntax: a whole number or a percentage valid for an HTNWMIABLE > WIDTH

This controls the width of the TABLE>s used in the search results. This may be a number indicating a
fixed width or a number from 1 to 100 followed by a percent sign{This tells the user’s web browser how
wide to make the table.

3.6.21 Box Color

Syntax: a color name or number valid for HTML color specificat

This controls the color of the “gray” informational boxeglag¢ top and bottom of search results pages.

3.6.22 Show File Icons

Syntax: select Yes or No button

Show file type icons on individual results. These icons apfanon-html types (office files, PDF, images,
etc). The exact positioning or usage of the icons can be wimstal using the XSL Stylesheet (see
XSL File setting 3.6.10).

3.6.23 Show Thunderstone logo on results

Syntax: select Yes or No button

This controls the display of the Thunderstone logo on thecbe@sults page. The logo is displayed on the
first and last page of a search.

3.6.24 Show Advanced Search

Syntax: select Yes or No button

This controls whether or not the Advanced Search buttorsiglayed on the search form. If set to No then
the button will be hidden, otherwise it will be displayed.

3.6.25 Query Autocomplete

Syntax: select Yes or No button

Query Autocomplete (also known as “typeahead”) lets thec®eappliance suggest full words from the
user’s partially typed queries as they're being typed. déftiser has typeense , query autocomplete may
suggesensemble , enseignement | etc.
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Like Spell Check, the list of words used for Query Autocontgpleomes from the current profile’s content,
so the only suggestions made will be words that occur som@whehe content.

Query Autocomplete is ordered with a priority system, wheoeds that occur more often are ranked
higher, and words that occur in titles are ranked much higher

3.6.26 Max Completions

Syntax: a whole number

This controls the maximum number of completions that wilshewn to the user when using Query
Autocomplete functionality.

3.6.27 Results Highlighting

Syntax: select None, Classes, Inline or Bold

The user’s query will be highlighted in various parts of tearsh results (Title, Abstract, etc.) with the
selected method:

e None or N- No highlighting will be done in search results.

e Classes orY - Terms will be highlighted withspan> tags that refer to classes that are defined in
a separate CSS fillgommon/search.css by default. Each term in the query is tagged with a
different class, which are each highlighted a differenbcat the defaulsearch.css . All these
rules can be overridden with your own CSS on the results page.

e Inline - Terms will be highlighted witkspan> tags that directly specify a fixed CSS style. This
is not customizable, but is self-contained and does notrikpe a separate stylesheet or file. Same
visual result a€lasses with the default CSS.

e Bold - Terms will be highlighted witkb> tags.

The default iBold .

3.6.28 Context Highlighting

Syntax: select None, Classes, Inline or Bold

The user’s query will be highlighted in the context view (lainfo page) as well as the cached content
view with the selected method. Same choices a&kfsults Highlighting. The default iClasses .

3.6.29 PDF Query Highlighting

Syntax: select Yes or No button
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When making links to PDFs in search results, the Search Appdi will add extra info to the link which
will cause the user’s query to be highlighted by the PDF viedanging this setting to “N” will remove
that extra information from the link, and no longer highlighe user’s query in the PDF document.

3.6.30 PDF Highlighting Format

Syntax: select “Acrobat 7+” or “Legacy”

Controls the format used to provide query highlighting infiation for PDF links.

e Acrobat 7+ : Usesthesearch parameter as defined in the PDF Open Parameter specification.
Supported by Adobe Acrobat 7 (January 2005) and all laterioes.

e Legacy : Uses thexml Highlight File Format syntax, which has been deprecated dgb#. It was
disabled by default in Acrobat Reader 9 (July 2008), and detely removed from Acrobat Reader X
(Nov 2010) and all later versions.

This is a temporary setting is for compatibility, and will lmoved in a future version of the Search
Appliance (forcingAcrobat 7+ behavior).

3.6.31 Font

Syntax: a font name valid for HTMk:FONT> specification

This specifies the font to use throughout the search interfac

3.6.32 Display Charset

Syntax: a standard IANA charset name

This sets the charset used to display search results in. &faaltif empty is the charset for Storage Charset
under All Walk Settings. This charset should be a supersetSsASCIlI (same 7-bit sequences),
compatible with Top HTML, and translatable by the Searchlgmge from Storage Charset.

A <META HTTP-EQUIV=Content-Type> tag in Top HTML will be updated automatically to reflect
this charset. This update can be disabled by putting 2 or sfaees betweedETAandHTTP-EQUIVin
Top HTML.

Note that if the Display Charset differs from the StorageSék search results must be converted
on-the-fly, potentially degrading performance slightlfaug, if Display Charset is ever changed, it is
recommended that Storage Charset be changed as well, anthafhext rewalk (when all the database data
is now in the new Storage Charset), Display Charset be chaageto default (empty, which will still

display in the new Storage Charset).
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3.6.33 Top HTML and Bottom HTML

Syntax: HTML

This is static HTML to place at the beginning and ending ofrgwearch page respectively. It is useful for
setting styles and displaying navigation menus and ottserwiaking the search pages look like the rest of
your site.

The<!-- THUNDERSTONE_HEADERS -->placeholder is replaced at search time with custom
information necessary for search. If you customize your HOL, make sure
<l-- THUNDERSTONE_HEADERS -->is somewhere in the Top HTMLshead> section.

Top and Bottom HTML when placed together should be exactlgtgrequired to create a complete and
valid HTML page. You can use your favorite HTML editor to dea page with a placeholder for the
search form and results. Then cut and paste the section oflHi¥ébre the placeholder into the Top
HTML and the section of HTML after the placeholder into theti®o HTML.

If $query occurs within these fields, it will be replaced by the useusry.

3.6.34 Enable Sherlock

Syntax: select Yes or No button
This informs the search to include comment tags in the repaltje to allow Sherlock to process the list.

Sherlock is a metasearch tool for Macintosh computers.

3.6.35 Top Best Bet Title

Syntax: text

This is the title text of best bets displayed above the se@shits. Common choices arBést Bets ”
and ‘Suggested Links ”. SeeUsing Best Bets 4.16 for more detalils.

3.6.36 Right Best Bet Title

Syntax: text

The title text of best bets displayed to the right of searclults. Common choices ar8ést Bets ”and
“Suggested Links ". SeeUsing Best Bets 4.16 for more details.

3.6.37 Top Best Bet Group

Syntax: choose group from drop-down list

This controls which group of best bets will be shown aboverdsellts. The group must already be created.
SeeUsing Best Bets 4.16 for more details.
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3.6.38 Right Best Bet Group

Syntax: choose group from drop-down list

This controls which group of best bets will be shown to thétrigf the results. The group must already be
created. Seblsing Best Bets 4.16 for more details.

3.6.39 Top Best Bet Box Color

Syntax: valid HTML color

This controls the color to be used for the background of thebst bet box. Sedsing Best Bets
4.16 for more details.

3.6.40 Right Best Bet Box Color

Syntax: valid HTML color

This controls the color to be used for the background of tijet+side best bet box. See
Using Best Bets 4.16 for more details.

3.6.41 Top Best Bet Border Style

Syntax: select from drop-down list

This controls the style of the top best bet box border. Youatawose to have no border, a border around all
the best bets, or an individual border around each resutUSmg Best Bets 4.16 for more details.

3.6.42 Right Best Bet Border Style

Syntax: select from drop-down list

This controls the style of the right-side best bet bordeu ¥an choose to have no border, a border around
all the best bets, or an individual border around each reSekUsing Best Bets 4.16 for more details.

3.6.43 Right Best Bet Box Width

Syntax: enter number in text box

This controls the width of the best bet boxes shown to thd ofithe regular search results. See
Using Best Bets 4.16 for more details.
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3.6.44 Authorization Method

TheAuthorization Method setting controls what Results Authorization method(s)used by the
Search Appliance when verifying user access to searcht tdBllls. See the Results Authorization section
(p. 128) for details. The possible settings are:

e None: No access verification; return all search results to altsisehis is the default. It is also the
setting that should be used for a Meta Search profile, evameifon more of its back-end profiles does
use Results Authorization: the request and response fdetials will automatically be passed back
and forth from front-end Meta Search to back-end profilescwivill handle the authorization (not
the front-end).

e Forward login cookies : The Search Appliance will forward login cookies from theuto
the result URL. This is for custom HTML-form-based singigrson systems.

e Basic/NTLM/file - prompt via form : The Search Appliance will prompt the user for
their credentials with a form, then send them to the result Mi2a HTTP Basic, NTLM or
Windows/SMB file authentication.

3.6.45 Login Cookies

For theForward login cookies Results Authorization method, one or more cookies must beeda
in theLogin Cookies setting. No values are given, as they will be obtained autically on a
per-search basis from the user.

When a user conducts a search, if the named cookies are seethf user's browser, the user is assumed
to be logged in, and the cookies are forwarded to the resirissdor authorization. If the named cookies
are not seen, the user is assumed not to have logged in ydg gedirected td_ogin URL instead.

3.6.46 Login URL

For theForward login cookies Results Authorization method, if none of thegin Cookies are
seen at search time, the user is assumed not to have logget] and will be redirected to this URL
instead. Thd.ogin URL should be the URL to the site’s form-based login page.

After logging in, the site’s login page can be configured toadirect the user back to their original search if
desired. The special tokeWREFERER%f used in theLogin URL , will be replaced with the URL back
to the user’s search. Thus, it could be assigned to a queng stariable in thd.ogin URL so that the

login page can redirect back to the search. E.g. with thigevdr theLogin URL :

http://login.acme.com/login.asp?searchurl=%REFERER%

the Search Appliance would redirect the usehttp://login.acme.com/login.asp , with the
searchurl  variable set to the Search Appliance search page (with yuénglogin.asp  code could
be modified to redirect the user back to #earchurl  query variable after login.
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3.6.47 Basic/NTLM/file Cookie Type

For theBasic/NTLM/file - prompt via form Results Authorization method, this setting
controls what cookie type to use for the Search Appliancgfsof the user’s credentials.

With Basic/NTLM/file - prompt via form set, when a user conducts a search for the first time,
a form is presented (from the Search Appliance) asking faea and password. The user/pass is sent back
to the user as a cookie from the Search Appliance for use imdgtearches without having to re-prompt.
The user/pass is also simultaneously used to validatersessults via HTTP Basic/NTLM or

Windows/SMB file access.

TheBasic/NTLM/file Cookie Type setting controls whether this cookie from the Search
Appliance should b®ersistent  (retained long-term — a year — so the user does not have to lai i
each new session) &ession (discarded after browser closure for security).

Note that the cookie foBasic/NTLM/file Cookie Type is distinct from theLogin Cookies ;

they are used for different access methods. The formematigs from the Search Appliance and is only
ever sent to/from the user and the Search Appliance: nokietased access methods are then used from
the Search Appliance to the result URLSs for actual authatitin. Login Cookies , however, originate
from a third-party form-based login system, and pass fragridalyin server to the user to the Search
Appliance to the result URLSs.

3.6.48 Login Verification URL

For theBasic/NTLM/file - prompt via form Results Authorization method, the user is directly
prompted for a login by the Search Appliance. Since autbatitin is handled by another server, when
search results are denied access, the Search Appliancet éawow if the denial is URL-based (lack of
access by the user), or login-based (mistyped/wrong pad$wo

To differentiate the two and give users a chance to correstyped passwords,laogin

Verification URL may be set. This should be a URL tledt users have access to, but that is still
protected (i.e. anonymous users are denied). It should betaal file (not a directory), preferably small (a
few KB), and permanent (not likely to move, be renamed or Ip@rens changed).

If Login Verification URL is set, the Search Appliance will verify a user’'s promptedidgin by
accessing this page. Since all users have access to it,a geassumed to mean the login was incorrect,
and the user will be re-prompted for their credentials. WithaLogin Verification URL set, a
mistyped password will result in no search results, but 8& will not know if they do not have access to
the results, or they merely mistyped their password.

Login Verification URL can also be useful with tHeorward Login Cookies Results
Authorization method, when used in conjunction withfauthorization Target of Login
Verification URL Only , as described below.
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3.6.49 Authorization Target

When using Results Authorization, individual results Wil checked to ensure the search user has access to
them. This can be wasteful if you know your entire resultstheesame permissions, e.g. if a user can
access one thing, they can access everything.

You can sefAuthorization Target toLogin Verification URL Only , and if theLogin
Verification URL check is successful, the Search Appliance will assume alinittividual results are
allowed and skip authorizing them individually.

3.6.50 Unauthorized Result Query

For all Authorization Method types of Results Authorization, it is assumed a protocadiléenial
will be issued when the Search Appliance accesses URL (sathser does not have access too. E.g. for
HTTP URLs, a401 Unauthorized message should be issued.

However, some servers may only issue a human-readabled deesaage, but otherwise return an ok (e.g.
HTTP 200) protocol message. For such results the Search Appliantassume the user has access, and
will erroneously return the result.

To remedy thispnauthorized Result Query may be set to a query that will match only denied
pages (e.g.Access Denied ). TheField/Type box should be set to the query type (substring vs.
REX) and field (raw HTML vs. formatted text) for the search.eTuery field is set to the actual substring
or REX query.

Note that this setting imposes an extra search load, as eaothsresult must be verified with a full-page
GET instead of a HEAD, as well as queried against. Thurgguthorized Result Query should
only be set if absolutely necessary.

3.6.51 Username Fixup

Username Fixup allows you to make modifications to the Regulthorization username provided, such as
adding or removing a domain. This allows multiple back-ewdh slightly different authentication
schemes to be searched simultaneously in a Meta Search.

e Search -the search expression to match on the incoming usernamesdJyou're stripping off a
domain, this should be left blank to match everything.

e Replace - the replacement string used to modify what was matchecdkisélarch. Please see
examples below, or thReplacement Stringsof the Vortex manual on our website for the exact
syntax.

For example, suppose you have a wiki and a file server. Thethessame authentication back-ends, but the
wiki takes the formatisername and the file server takes the formr@®MAIN\username . If you create a
profile for each of them and set thisername Fixup Replace value for the file server to

DOMAINW1 , then you can meta-search both witkername and each will get the format it needs.
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Examples

e Changingusername to MYDOMAIN\username

— Search {Empty)
— Replace MYDOMAIN\\1

e ChangingMYDOMAIN\username to username

— Search >>=\\+\\=.+

— Replace \4
e ChangingMYDOMAIN\username to OTHERDOMAIN\username

— Search >>=I\\+
— Replace OTHERDOMAIN

3.6.52 Max Docs to Auth-Check

This setting is the maximum number of raw (pre-auth-cheelkych result URLs to examine for authorized
results, during results authorization. Decreasing thigtIcan speed up searches and reduce origin server
load, at the cost of possibly truncated displayed result. loisy queries that match many overall
documents on the server, but few of which are authorizedhfosearch user, may use a lot of server
resources, so reducing this limit may reduce that load.

The maximum value is -1 or blank (the default), for no limie.icontinue until all results are checked, or
Successful Auth Result Limit or Total Auth Timeout is reached.

3.6.53 Successful Auth Result Limit

This setting is the maximum number of authorized (displ#g;atost-auth-check) results to try to establish,
during results authorization. Increasing this limit makesore likely to get an exact hit count for a search
(instead of a single page), at the expense of more searclatichenore origin server load.

The minimum (and default if empty) is the same asResults per Page  setting (p. 97), which
produces a page of results the fastest. The maximum is -Joftimit, i.e. continue until all results are
checked, oMax Docs to Auth-Check orTotal Auth Timeout is reached.

3.6.54 Total Auth Timeout

This setting is the maximum total time in seconds to spentchewy and authorizing results, during Results
Authorization. The maximum setting value is -1 for no linig. letSearch Timeout (p. 114) cancel

the search if reached. Any other negative value is relativgetarch Timeout . Thus the default (if

empty) of -5 means stop searching 5 seconds b&esrch Timeout |, so that there are a few seconds
left to send the results to the user.



108 CHAPTER 3. OPERATION

3.6.55 Allow Authorization URL

If enabled, theAuthorization URL field of each document is used for Results Authorizatioremdtof
the document URL. (If th&uthorization URL field of a document is empty, or this setting is disabled,
the document URL is used.) Enabling this can speed up seawtuer certain circumstances.

Sometimes an entire group of documents share the same iaattoor. For example, on some systems the
contents of a directory always have the same authorizatidheadirectory itself. In other words, every
user’s permissions on the files in any directory is the santeeispermissions on the directory itself. If this
is the case, then Results Authorization can authorize sllli®in the directory just by authorizing the
directory itself, once. This reduction in calls speeds wrdees.

For this optimization to be effective, tauthorization URL field in the database must be populated
(seeData from Field, p. 65). For example, on systems where the contents of adliyealways have the
same authorization as the directory itsélfjthorization URL should be set to the parent dir of each
URL. The more files there are (on average) in a given directbeymore effective this optimization will be.
Additionally, theAuthorization Caching setting should be set 8ession , so that the one-time directory
authorization can be reused for each result inside thetdineq Otherwise Results Authorization must
repeat the directory authorization for every result in thiealory, as normal.)

TheAuthorization URL field may also be used on systems that do not meet the grobpreastion
criteria (many docs sharing the same authorization) @etaibove. An environment may exist where the
walked/result URL is simply not the same URL that should beduer Results Authorization. For example,
the walk/result URLs may bige:// URLSs, yet the authorization should take place wittp://

URLs of the same host and path. In such a caseAttkorization URL field could be populated with
thehttp:// variant to tell Results Authorization to use those URLSs his tnstance, the field is being
used to properly authorize URLs, and will not necessariespup searches (because the

Authorization URL s are unique and not shared across groups).

3.6.56 Authorization Caching

Whether and how to cache Results Authorization traffic. Téfault ofNone does no caching. When set to
Session , Results Authorization traffic is cached for the durationhaf session, i.e. that search alone.
Normally caching is of little benefit, because authorizatiéRLs are typically the same as result URLs, and
the latter are typically unique in a given search; thus cagiiill not help. However, if the

Authorization URL field is populated, andllow Authorization URL is enabled, enabling caching
may speed up Results Authorization searches.AHees Authorization URL (p. 108) for details.

3.6.57 Debug Results Authorization

Enabling this setting causes copious debugging informatide logged. It should only be enabled at the
request of Tech Support for diagnosing Results Authooraproblems.
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3.6.58 Show Authorization Info

Enabling this causes details about the ResAuth processdisplayed on the search results page - which
URL are being attempted, what the outcome is, how long itgakte. This can assist in troubleshooting
why results aren’t displaying when expected.

e None (default)- No information is displayed.

e Admin Users Only -information is displayed only if the browser is currentbgbed in to the
admin interface. This allows admins to troubleshoot RekAxithout exposing information to all
users.

e All Users - information is displayed for all search users.

WARNING - The information shown includes info about URLstteaarch users don’'t have access to
(explaining how/why they failed). The Search Applianceramkledging the existence of these URLs when
they’re unauthorized could be considered a security bramsbme scenarios.

It is recommended to only set it tadmin Users Only when troubleshooting, and then set it back to
None when no longer needed.

3.6.59 Enable Spell Check

Syntax: select Yes or No button

This turns on the spell check option. With this option on, aagrch which produces no results displays a
list of alternate-spelling queries, which will produce moesults. If a query produces one result, the Search
Appliance suggests other words similar in spelling to thedsgou entered. The suggestions are based on
the actual walk database, so unusual spellings or ternggaised on your site are picked up by the
spell-checker. The number of suggestions varies, depgrmuairtheSuggest Time Limit and

Number of Suggestions  options. The default is on.

3.6.60 Suggest Time Limit

Syntax: choose from drop-down list

This controls the number of seconds the Search Applianoesifor spelling suggestions to be made. See
alsoEnable Spell Check  3.6.59 for more information.

3.6.61 Number of Suggestions

Syntax: choose from drop-down list

This controls the number of spelling suggestions offerexk &scEnable Spell Check  3.6.59 for
more information.
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3.6.62 Synonyms

Syntax: choose from drop-down list

This allows you to select a level of equivalence matchings ¥an limit results to specific matches, or you
can allow synonyms and phrases. The values are describetioaest

Disabled : no phrase recognition and no synonyms (equivalencesy $aarches for the the actual terms
in a query. This is regardless 0fusage.

Phrase recognition only : recognize query word groups that are known phrases andrsgar
them as phrases.

Phrases & Allow synonyms : phrase recognition plus allows the tilde () operator toahat
synonyms on specific query terms

Phrases & Use synonyms by default : phrase recognition and matching synonyms on all query
terms (tilde to turn off on specific terms).

See alsdJsing the Thesaurus  (section 4.3).

3.6.63 Main Thesaurus

Syntax: the symbolic name for the primary thesaurus

Here you can select a main thesaurus. A drop-down list allmusto select one of the thesauruses that was
defined inSystem , Custom Thesaurus

See alsdJsing the Thesaurus  (section 4.3).

3.6.64 Secondary Thesaurus

Syntax: the symbolic name for the secondary thesaurus

Here you can select a secondary thesaurus. A drop-downldigtsayou to select one of the thesauruses that
was defined in 18ystem , Custom Thesaurus

See alsdJsing the Thesaurus  (section 4.3).

3.6.65 Translate Boolean

Syntax: select Yes or No button

Off by default. If on, Boolean keywordsnd, or , andnot in the search query will be translated into set
logic.

The Search Appliance uses set logic internally, and thisgdranslates basic boolean statements into
proper set logic automatically. This is a limited translatiand does not support nesting of statements.
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For more information on the Search Appliance’s use of sét)qiease see thdsing Set Logic to Weight
Search Itemsof the Texis manual on our website.

3.6.66 Allow the @ Operator

Syntax: select Yes or No button

Off by default. If on, allow use of th@)Xintersections) operator in queries. Queries with few or no
intersections (e.g@() may be slower, as they can generate a copious number of hits.

3.6.67 Allow Linear

Syntax: select Yes or No button

Off by default. If on, an all-linear query —one without angl@xable “anchor” words— is allowed. A query
like “/money #million ", where all the terms use unindexable pattern matchers (REM or XPM) is
an example. Such a query requires a linear search of the ¢alile, and this can be very slow for a table of
significant size.

If allinear s off, all queries must have at least one term that can bévesavith the Metamorph index,
and a Metamorph index must exist on the field. Under such ristances, other unindexable terms in the
guery can generally be resolved quickly, if the “anchoridimits the linear search to a tiny fraction of the
table. The error messag®Uery would require linear search " may be generated by linear
queries if this is off.

3.6.68 Allow NOT Logic

Syntax: select Yes or No button

On by default. If on, allows “NOT” logic (e.g. the operator) in a query.

3.6.69 Allow Post-Processing

Syntax: select Yes or No button

Off by default. If on, post-processing of queries is allowduken needed after an index lookup, e.g. to
resolve unindexable terms like REX expressions, or onlyigdhrindexable terms. If off, some queries are
faster, but they may not be as accurate if they aren’t comlyle¢solved. The error messag@uery

would require post-processing ”may be generated by such queries if this is off.

3.6.70 Allow Wildcards

Syntax: select Yes or No button
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On by default. If on, wildcards are allowed in queries. Wadis can slow searches somewhat because
potentially many words must be looked for.

3.6.71 Allow Leading Wildcards

Syntax: select Yes or No button

Off by default. If on, leading wildcards {word ") are allowed in queriesAllow Wildcards must also be
enabled. Note that leading-wildcard terms are signifigesitwer to search for than trailing-wildcard terms
such as ord = ”.

3.6.72 Single-Word Wildcards

Syntax: select Yes or No button

On by default. If on, wildcard searches will span only onedviorthe text — instead of up to 80 characters
across words — and will suffix-match. E.g. the quergri*tion ” will match “condition " but not
“consider my position " nor “conditionally "

3.6.73 Allow WITHIN Operators

Syntax: select Yes or No button

Off by default. If on, “within” operatorswW/ ) are allowed. These generally require a post-process tbvegs
and therefore they can slow searches. If off, the error nges8delimiters’ not allowed in
query " will be generated if the within operator is used in a query.

3.6.74 Require All Words

Syntax: select Yes or No button

By default, all words a user searches for must be in the rémultto match. IfRequire All Words  is
changed td\, a result will be shown ifiny of the query terms are in the result.

Results that match multiple words will be ranked higher tresults that match fewer.

3.6.75 Resolve Phrase Noise Words

Syntax: select Yes or No button

Off by default. This indicates whether to exactly resolve tivise words in phrases. If on, a phrase such as
“state of the art " will only match those exact words; however, this may reguipst-processing to
resolve (potentially slower). If off, any word is permittadplace of the noise words, and no
post-processing is needed; this is faster but potentieig ccurate.
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3.6.76 Phrase Word Processing

Syntax: select box

This setting controls how suffix/wildcard processing — adrined by thaVord Forms setting — is
applied to phrases. Single-word terms always have sufiiéaid processing applied; however phrases —
multi-word terms bound by hyphens or in double-quotes — ahg grocessed if this setting allows it.

There are two choices:

e Last word only : Only process the last word in the phrase; this is the def&olt example, with
this value set (an&lVord Forms set toAny word forms ) the query “vacuum cleaner" "
would match Yacuum cleaner ”as well as Yacuum cleaners ”

e None: Do no processing on phrase words. With this value set, teeydtivacuum cleaner" "

would only match Yacuum cleaner 7, regardless ofMord Forms.

Note that asingleword term is not a phrase — even if double-quoted — and Rtuase Word Processing
does not apply to it.

3.6.77 Keep Noise Words

Syntax: select Yes or No button

Off by default. This indicates whether to keep noise woldss() in the query during query processing and
search for them, or remove theid, the default) from the query and ignore them.

3.6.78 Noise List

Syntax: whitespace separated list of noise (stop) words

A list of words to be ignored in queries feep Noise Words is No). If empty the default list will be
used, which is:

a about after again ago all almost also always am am an andearsoty anybody anyhow anyone anything
anyway are are as at away back be became because been befgredieeen but by came can cannot come
could did do does does doing done down each each else eveevevgreveryone everything everything for
from front get getting go goes going gone got gotten had hash&ee have having he her here him his how i
ifin into is is isn't it just last least left less let like makeany may maybe me mine mine more most much
my my myself never no none not now of off on one onto or our dueseout over per put putting same saw
see seen shall shall she she should should so some someloglgreosomething stand such sure take than
that the their their them them then there these they thighbise through till to too two unless until up upon
us us very was was we went were were what what's whatever whenewvhether which while who who
whoever whom whose whose why will will with within without w@ would wouldn’t yet you your
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3.6.79 Search Timeout

Syntax: integer number of seconds

This is the maximum overall time to spend searching and sgndisults. Exceeding this limit, whether due
to server load, network slowness, etc. will result in a “Tau# message to the user. This helps prevent
heavy load from overwhelming the server. The default (if s 30 seconds. The maximum is -1 for no
limit, which is strongly discouraged.

3.6.80 Show Error Messages

Syntax: select box

Show Error Messages determines the disposition of errosages during searches. It may be set to one of
the following values:

e None
Suppress all errors

e In HTML comments
Show errors in HTML comments (for HTML result styles) so tttay are not normally visible to the
user, but can be viewed via View Source in a browser. In XMultestyles, errors will be suppressed.

e In HTML comments & query errors visible
Show errors in HTML comments (for HTML result styles), bubshquery-related errors (e.g.
“Your query was all noise words. ") visibly (in gray boxes).

The defaultidn HTML comments & query errors visible . Note that in admin (test search)
mode, all errors are always shown visibly, for admin perusal

3.6.81 Debug SQL Level

Syntax: integer/hex number or empty/0 to disable

Setting Debug SQL Level to a non-empty/non-zero value ¢gipi 3) enables extra debug messages for
certain SQL statements. Generally only set at the requéstbfsupport for diagnosing problems.

3.6.82 Debug Metamorph Level

Syntax: integer/hex number or empty/0 to disable

This enables extra debug messages for certain Metamornginstats. Generally only set at the request of
tech support for diagnosing problems. Note that this gttam generate copious amounts of messages.
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3.6.83 Fast Result Counts

Syntax: select Yes or No button

Off by default. Some complex queries involving categorieproximities closer than page can take more
time to determine exact result hit counts. In some casesyitaaase timeouts. Enabling this option will
determine hit counts much faster, and using less CPU, irtt@ses at the expense of accuracy. The hit
counts for complex queries will generally be overestimdiedill say there are more hits than there really
are).

3.6.84 Proximity

Syntax: choose from drop-down list

Proximity gives the ability to locate answers with greatexgision. The Search Appliance input form gives
you several options to control the search proximity:

line All query terms must occur on the same line

sentenceQuery items must all reside within the same sentence
paragraph Within the same paragraph or text block

page All items must occur within same HTML document (the default)

A bar-graph display will be shown any time a ranking search performed (e.g. all searches except
Show Parents ).

3.6.85 Language Characters

Syntax: list or range of characters, as inside HEX

ThelLanguage Characterssetting controls what characters constitute a languagey.gQeery terms
composed entirely of these characters are considereddgagaerms, and haw&ord Forms processing
applied. The syntax is a list of characters (no separatemg/or a range of characters; the same as a REX
character class (without the brackets). The defalllgha\'\x80-\xFF ,i.e. alphabetic, hi-bit (for
UTF-8) and apostrophe (for contractions). For best resalltsharacters that could match part oh\ard
Definition expression (p. 76) should usually also be listedanguage Characters

3.6.86 Word Forms

Syntax: choose from drop-down list

TheWord forms options give you control over how many variations of yourrguerms are sought in
your search as follows:
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Exact match: Only exact matches are allowed. (the default)
Plurals & possessives:Plural and possessive forms are foursl.€s,’s )
Any word forms: As many word forms as can be derived are located.

Custom: use the three custom settings below to determine word forms.

3.6.87 Custom Suffix List

Syntax: Space-separated list of suffixes

When using the Word FormBustom, this is the space-separated list of suffixes to use. All e§é¢hwill be
repeatedly stripped off of words, as long as the word is lotigen theCustom Suffix Min Length

An example settingcouldt® es ' a e i y . Forthe wordsmith’'s ,thesand’ would be stripped,
causing it to matclsmith , smiths , etc.

3.6.88 Custom Suffix Default Removal

Syntax: Y or N

When using the Word FornfSustom, this controls whether to remove a trailing vowel, or one tading
double consonant pair, after normal suffix processing istiigdl. This will not apply if it would take the
word below the minimum word length.

For example, ifing is in the suffix list andDefault Removal isY, then the wordunning will have
theing stripped, and then the 2mdwill be removed vieDefault Removal |, producingrun .

Default Removal is set t¥ when usingAny Word Forms , but not withPlurals & Possessives

3.6.89 Custom Suffix Min Length

Syntax: Number

When using the Word FornfSustom , the Search Appliance will not try to strip additional suéfsfrom
any word shorter than this length. For example, if min lengt®or more, thees onyes will not be treated
as a suffix.

Min Length is set t@ when usingPlurals & Possessives ,and5 for All Word Forms

3.6.90 Word Ordering

Syntax: choose from drop-down list

Controls how important word order is for results rankings lwith terms in the same order as the query are
considered better. For example, if searching fogdr arms ", then the hit ‘arm bears ", while
matching both terms, is probably not as good as an in-ord&tm@he default weight is Medium (500).
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3.6.91 Word Proximity

Syntax: choose from drop down list

Controls how important proximity of terms is for results kang. The closer the hit's terms are grouped
together, the better the rank. The default weight is 500.

3.6.92 Database Frequency

Syntax: choose from drop down list

Controls how important frequency in the table is for restdisking. The more a term occurs in the table
being searched, thgorseits rank. Terms that occur in many documents are usuallyré&degant than rare
terms. For example, in a web-walk database the wbfaML is likely to occur in most documents: it thus
has little use in finding a specific document. The default Wigig 500.

3.6.93 Document Frequency

Syntax: choose from drop down list

Controls how important frequency in document is for restdting. The more occurrences of atermin a
document, the better its rank, up to a point. The default ntegy500.

3.6.94 Position in Text

Syntax: choose from drop down list

Controls how important closeness to document start is frltg ranking. Hits closer to the top of the
document are considered better. The default weight is 500.

3.6.95 Clicks from Home

Syntax: choose from drop down list

Controls how important being close to a Base URL is for resualhking. The more times the walk had to
click on links to get to the page, the lower weight it will haviche default weight is off, i.e. do not factor in
clicks-from-home for results ranking.

3.6.96 Ranked Rows

Syntax: number

The maximum number of rows that can be scrolled to when rigtgmanked results. This can be set to O for
all matching rows, or to any other number. The lower the nurttiebetter the performance, however users
won't be able to scroll through as many results. The defal200.
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3.6.97 XML Export Variables

Syntax: names separated by newlines

XML Export Variables is a list of variables, one per line, that are to be displayeti@mopagated
through XML search results. This can be used to propagateFHERders from the client’s request, or for
including arbitrary extra information.

e HTTP Headers
You can specify the header name in all caps, with undersdorepaces, and with dTTP__prefix.
For example, to include “User Agent”, speciiTTP_USER_AGENT

e Arbitrary variables

You can specify any named variable, and values passed ie &etirch query will be propagated in
the XML output.

For example, if you usebtGroup andHTTP_USER_AGEN&Nd the search URL includes

...&cbtGroup=user&cbtGroup=backup&... , then the following block will appear in the XML
output:
<exportVar>

<variable name="HTTP_USER_AGENT">Mozilla/5.0 ....</va riable>

<variable name="cbtGroup">user</variable>
<variable name="cbtGroup">backup</variable>
</exportVar>

3.6.98 File URL Format

Syntax: choose from drop down list

Controls how file URLs are formatted. The Max Compatibilitteng will format them as
file:/llllserver/share which both Internet Explorer and Mozilla-based browserhsas Firefox
and SeaMonkey support, while the Internet Explorer onlgirggtvill format them as

file://server/share

Note that for Mozilla-based browsers you will also need tal#a permission for HTML pages to open files
by creating auser.js  in your profiles directory (wherprefs.js is) that contains (note: lines wrapped
to fit the printed page):

user_pref("capability.policy.policynames”, "localfil elinks™);
user_pref("capability.policy.localfilelinks.sites",
"http://[HOSTNAME");
user_pref("capability.policy.localfilelinks.checklo aduri.enabled",
"allAccess");

whereHOSTNAMIE the name or IP address of the search results as seen irothedbraddress bar.
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3.6.99 Redirect Format

Syntax: choose from drop down list

Controls how redirects are presented when doing Query Ibgggis some combination of HTTP 302
redirects and HTML meta-refresh redirects.

TheMax Compatibility setting is recommended, which works around known bugs ermet
Explorer by not using a 302 redirect when Internet Exploseeguesting file:// URLSs.

3.6.100 Phishing Protection

Phishing Protection prevents the Search Appliance fromgogsed as a tool in a phishing attack.

The Search Appliance has a redirect page as part of its Quogygihg functionality, where it will provide a
redirect to the URL specified. It would be possible for anckta to specify a URL that, at first glance,
looks like a link from the Search Appliance, which the useynmast. After the redirect, it actually ends up
somewhere else.

If Phishing Protection is enabled, the redirect page wilkensure that any URL specified is actually in the
profile’s walk database before issuing the redirect to it.

3.6.101 Decode Displayed URLs
Decode Displayed URLs will cause the URL that is displayedeaarch results to be URL-decoded, which
includes replacing sequences with their proper characters

This can be useful when URLSs have words separated with spabesh are replaced with20to be a valid
URL. Decode Displayed URLs allows you to display the decodmrdion, making the files easier for search
users to read.

"this%20is%20a%/0file.txt" becomesthis is a file.txt".

3.6.102 Results Caching

TheResults Cachingoption can be used to enable a search results cache mechuaifigin can speed up
response time for frequently-used queries. When enalilediTML or XML results of searches are stored
in a per-profile cache, and if a later search is made with threesguery string parameters, the cache result
may be returned, avoiding the need for a full search. Selimgpledto Y enables results caching.

SettingAllow Override to Y allows users to control whether a search uses and/or uptti@tesche, by
specifying a value for theescache query string variable:

e n - Do not search or refresh the cache; i.e. search as if cagbeng disabled.

e refresh - Do not search the cache, but update it if rules allow.

e norefresh - Search the cache, but do not update it.
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e y - Search and update the cache normally.

Both Enabled andAllow Override are considered “appearance” options, i.e. they will no¢ tefkect for
Live Search unlesEpdate Live and Test is used. See the Results Caching section of Profile Tools
(p. 38) for more details on when to use results caching, iteais and management.

Note: Results Caching is a completely separate feature tinersimilarly named Cache Content.

e Cache Content saves additional information while walkioghat users can download an original
copy of the result directly from the Appliance instead of thiginal location. This is done through a
View Cached link on the search interface.

e This feature, Results Caching, saves an entire page ofsesdtér a search is performed, so additional
searches for the same terms can use that cache insteadwhpad the search again. This is
invisible to search users.

Please see 3.5.102 for more information on Cache Content.

3.6.103 Max Cache Entry Age

This sets the maximum age, in seconds, for a results cache Entries older than this will not be used for
results, and will be purged by the results cache managerdéfaailt (if empty) is 21600 seconds, i.e. six
hours.

3.6.104 Max Cache Size

This sets the maximum size, in bytes, of the results cachis.i¥hot a hard limit, but when the cache grows
larger than this, the results cache manager will start t@wenold/low-priority entries. The default (if
empty) is 100000000 (one hundred million bytes).

3.6.105 Min Search Time

This sets the minimum search time, in seconds, that a quesy tatke in order to be considered for results
caching. Queries that are faster than this are not cachedube they are considered fast enough to save the
space. The value may be an integer or floating-point (degimahber; the default (if empty) is 2.0.

3.6.106 Visible
This controls whether this profile is visible to other Seafgipliances (or even the same one) for use in a
meta search. Any profile that is to be used as a part of a matehseaist have th¥isible  flag set toy.

If a profile hasVisible  settoNand is used as a back-end for meta search, it will return tiog er
Profile not Visible
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3.7 System Wide Settings

This area is for settings that affect the Search Applianawaisole and/or may be shared by multiple walk
profiles.

3.7.1 Admin Theme

Selects a color theme to use for the Search Appliance’s astngtive interface. This doesn't affect walking
or the search interface in any way.

It can be useful to provide a means of quick visual diffelign between multiple Search Appliances.

3.7.2 Admin Logo

This allows you to specify a custom logo to use in the upptrhand corner of all the administrative
interface pages.

This setting specifies full URL path that will be used in #re attribute of the image.

3.7.3 Home Page

By default when the Search Appliance is directly accesseh lattp://hostname_or_ip it will
present a page that allows selection of the admin or seatetidne. This option allows you to replace that
page with any HTML you devise. The HTML you upload should reéeimages and such using fully
qualified URLs because they can not be uploaded to the SealaAce for use in relative URLS.

CheckingDefault  will revert the Search Appliance home page to its factoryaveir.

3.7.4 Enter At Search, Default Profile

By default users accessing the Search Appliance using icydar URL will be given a choice of admin or
search. Enabling this option removes that choice and eatehe search for the profile named in the
Default Profile setting.

3.7.5 Favicon.ico

The Search Appliance comes with no favicon.ico file. If yoslmiisers’ browsers to display your
company'’s favicon when they are accessing the Search Ayggligou’ll need to upload that icon. If you no
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longer wish to have a favicon cheBlelete .

3.7.6 Robots.txt

The Search Appliance comes with no robots.txt file. If you itarcontrol how web walking robots visit
your search pages you can upload a robots.txt file. This salzbfile will apply to all pages returned bythe
Search Appliance including admin, documentation, andceearwhether accessed by HTTP or HTTPS.
Seehttp://www.robotstxt.org for the syntax of robots.txt files.

If you no longer wish to have a robots.txt chddklete .

Note: You may also control robots for searches on a profilerbfilp basis by using meta robots within the
top HTML of the search settings or the custom XSL if you'rengsan XSL style sheet for search results.
Seehttp://www.robotstxt.org for the syntax of the meta robots tag.

3.7.7 Cluster Members

This field defines the machine(s) and/or network(s) thatt@ate a cluster of Search Appliances. You can
specify multiple addresses with a network prefix and wilddgike 10.10.10. =), netmask (like
10.10.1.0:255.255.255.0 ), or address/prefixlen (lik&0.10.1.0/24 ) format. All machines
matching these IPs will be allowed full access to the SeajgbliAnce internals without verification. This
allows for replication and dataload.

If the request is forwarded such thaXaForwarded-For  header is included (like a load balancer), all
IPs through the forwarding chain must be allowed by Clustemiers.

3.7.8 API Logging

Allows you to record the XML requests & responses of all dadland SOAP admin API calls to
api.log inthe logs directory. This can be useful when troublesimgptvhy dataload requests aren't
storing properly.
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Dataload and replication are supported in the full Texis gwot, but not Webinator-only.

3.7.9 Task Monitor Logging

Controls the verbosity of logging for the Task Monitor. Magss are logged taskmonitor.log in
the logs directory.

3.7.10 Google Connector Logging

Controls the verbosity of logging for the processing of Gedgonnectors. Messages are logged to
gcon.log inthe logs directory. This includes Google Feed pushesfuhdonnector actions.

3.7.11 Disable All Walks

When this setting is on, no walks will launch for any profiles &ny reason (manual, schedule, etc). Setting
to Y will stop ALL profiles from walking, overriding any indivical profile’sDisable Walks  setting.

This can be useful with machines that should be dataloag-onfor machines that want to guarantee their
content won't change.

3.7.12 Update Software

This allows you to configure the system to perform updatesnaatically. There are three steps to
performing an upgrade, and you can select how many stepedmmed automatically. The steps are
described as follows:

e Don’t check for updates automatically - the Search Appliance will not perform any
actions on its own.

e Check for updates but don’'t download or install - the Search Appliance will
discovers whether software that is newer than what is iest#d available.

e Download updates but don't install - the Search Appliance will download software
updates and hold them for you to peruse and install.

e Install updates automatically - the Search Appliance automatically applies software
updates as they're made available.

3.7.13 HTTP Proxy Server

If you need a HTTP proxy to access the internet while chectongipdates, you can specify the server here.

If you don't need a proxy, leave blank.
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3.7.14 Proxy Username

If the HTTP proxy used when checking for updates requiredesrials, enter your username here.

If you're not using a proxy or it doesn'’t require credentidsave blank.

3.7.15 Proxy Password

If the HTTP proxy used when checking for updates requiredestgials, enter your password here.

If you're not using a proxy or it doesn’t require credentidésave blank.

3.7.16 System Replication Settings

“Targets” defines machines that will receive system repticafrom the Appliance. This includes the
creation and deletion of profiles, all profile settings ctema@nd all profile data.

System replication targets must hadow Receiving enabled, as described below.

3.7.17 Allow Receiving

the Appliance can only be a receiver of System Replicati@s¢dbed above) if this Appliance has Allow
Receiving set t&r. The sender must also be listed in this Appliance’s Clustemiders, as described above.

3.7.18 Log All Replication

Writes information for each replication queue processaepication.log . This forces logging for
all profiles, and also for non-profile, System data replarati

If both "Log All Replication” and a profile’s "Log Replicatit’ are set, logging for that profile will be the
more verbose of the two.

3.7.19 Enable HTTPS Server

This enables the Search Appliance’s HTTPS web server, altpweb based admin and searches to be
accessed via HTTPS in addition to or instead of HTTP. Turmdhito enable encrypted communications.
Then access the admin interface udntips in the URL instead ohttp . (Note: this setting was formerly
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calledEnable HTTPS Admin.)

3.7.20 Require HTTPS for Direct Admin

Set this option tdr so that direct access to the admin interface is only perthite HTTPS and not HTTP.
“Direct” means the immediate, direct connection to the 8e#ppliance from the web browser (or proxy,
if any); security of the earlier hops of proxy-forwarded nentions is checked gequire HTTPS for
Proxy Admin.

If you use this you must also turn &nable HTTPS Server.

For safetyRequire HTTPS for Direct Admin can only be enabled while accessing the admin
interface via HTTPS.

If you have set this optiolY and accidentally configure it such that you can not accesSe¢hech
Appliance, you can re-enable HTTP admin by going to the mlaysionsole of the Search Appliance and
selecting thedlrop Admin restrictions (HTTPS,IP,Cipher requirements) option.

(Note: this setting was formerly calld®equire HTTPS Admin.)

3.7.21 Require HTTPS for Proxy Admin

Set this option tdr so that proxy-forwarded access to the admin interface i paimitted via HTTPS and
not HTTP. Forwarded connections are those hop(s) in theediom chain that are forwarded from the
client to a proxy (that then accesses the Search Appliameetlyi); for control of direct connections to the
Search Appliance admin (or the direct last-hop from a proxtheé Search Appliance), s&equire HTTPS
for Direct Admin .

Forwarded connections are checked by examiningkt#i®rward-Proto header value of connections to
the admin interface: if all tokens algtps , the forwarded connection is considered secure/HTTPS,
otherwise insecure/HTTP. If n§-Forwarded-Proto header is present, the connection is not
considered forwarded and this setting does not apply. Natiefor this setting to be effective, the network
must be secured such ttedt devices with direct access to the Search Appliance can beettuo set (or
clear) theX-Forwarded-Proto header properly, as the header is easily forged.

For safetyRequire HTTPS for Proxy Admin cannot be enabled if you're currently accessing the Search
Appliance via an insecure proxies.
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If you have set this optiolY and accidentally configure it such that you can not accesSehech
Appliance, you can re-enable HTTP admin by going to the mlaysionsole of the Search Appliance and
selecting thedrop Admin restrictions (HTTPS,IP,Cipher requirements) option.

3.7.22 Admin Access IPs

This controls what IP addresses are allowed to access thim atarface. You may specify one or more
individual IP addresses or networks. Networks may be sgelcifith either glob, address:netmask, or
address/prefixlen syntaxes. Place each entry on a lineddf; iBlank means no IP restriction, the admin
interface may be accessed from any IP (with proper credshtia

Example. If you have a local class C network of 10.10.1.0 dkageone public IP such as 198.49.220.1 you
want to have admin access you would use

10.10.1. =
198.49.220.1

or

10.10.1.0/24
198.49.220.1

or

10.10.1.0:255.255.255.0
198.49.220.1

If the request is forwarded such thaXeForwarded-For  header is included (like a load balancer), all
IPs through the forwarding chain must be allowed&mmin Access IPs

For safety, The Search Appliance will only accept n&simin Access IPs values that allow the IP
address it's currently being accessed from.

3.7.23 HTTPS/SSL Protocols

Which protocols to allow for HTTPS/SSL connections to thar§k Appliance server from remote clients.
Note: webmin will only use the first one checked unless all are checked.v3@hd SSLv3 are disabled by
default, due to known vulnerabilities.
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For client SSL protocols during walks, s&SL Client Protocolsunder All Walk Settings.

3.7.24 HTTPS/SSL Ciphers

Which ciphers to allow in HTTPS/SSL connections to the Seagpliance server from remote clients.
This uses thepenssl| ciphers command-line format. e.g. turn off low security ciphershwit
DEFAULT:ILOW.

3.7.25 Enable SNMP service

This enables the SNMP server on the Search Appliance. Waletiabled you can use SNMP monitoring
tools to monitor the condition of the Search Appliance.

A few items of particular interest might be

What OID (Object Identifier)
Disk space .1.3.6.1.4.1.2021.9
System load .1.3.6.1.4.1.2021.10

Critical processes .1.3.6.1.4.1.2021.2

3.7.26  SNMP Community Name

This is the community hame used to access the SNMP informalii® suggest using something unique to
your organization rather than "public”.

3.7.27 SNMP Location Value

This is pretty much anything you want. It has no significanaeept as a designator for you to identify
where or what the Search Appliance is.

3.7.28 SNMP Contact Value

This is pretty much anything you want. It would normally caintsome contact information for the admins
of the Search Appliance.

3.7.29 SNMP Access IPs

This controls what IP addresses are allowed to access thePSNtetface. You may specify one or more
individual IP addresses or networks. Networks may be sgelcifith either address:netmask or
address/prefixlen syntaxes. Place each entry on a lineddf; iBlank means no IP restriction, the SNMP
interface may be accessed from any IP.
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Example. If you have a local class C network of 10.10.1.0 dkagseone public IP such as 198.49.220.1 you
want to have SNMP access you would use

10.10.1.0/24
198.49.220.1

or

10.10.1.0:255.255.255.0
198.49.220.1

3.7.30 Administration Interface Options

These settings allow you to tweak the appearance of the pagasyou're working with the
Administration Interface. Note that this is the title of tBearch Appliancadministrationpages, such as
All Walk Settings , List/Edit URLs , System ,etc., not the titles of the actuséarchpages,
which are controlled in each profile3earch Settings

3.7.31 <title> order

By default, the title of administration pages sh&profile-$section ,Whereprofile is the current
profile, andsection is the section of the profile being viewed. This setting algwu to swap those to so
it shows section first.

3.7.32 <title> max profile length

If the name of the current profile is longer than this numhaexjll be truncated by ellipses when it displays
in the title. This can ensure you will always be able to seé bo¢ profile and the section in your page titles.

-1 (defaultymeans don't truncate, arfidremoves the profile form page titles.

3.8 Results Authorization

Results Authorization allows restriction of search restdtauthorized users only, on a per-URL basis. Only
users with access to a given URL will ever see that URL in altdist) instead of all users seeing all
matches (and potentially being denied access to resuttacirshown).

Access to a URL, as well as the namespace of users, is detstioynthe URL's origin server, not the
Search Appliance, so no reconfiguration of users or acceseided — the pre-existing server access
controls are just forwarded by the Search Appliance. Andesaccess is determined on a per-result, not
per-search, basis, a single profile can serve a multitudeesEwith any combination of whole/partial
access to the underlying data.
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Results Authorization works at search time (late bindingabcessing each potential search result URL
with the user’s credentials. Only URLs authorized to tharase then shown in search results. The
authentication method(s) used will depend on the existyistes(s) already used by the indexed URLSs.
Various schemes are supported:

e None: No access verification; return all search results to altsusEhis is the default.

e Cookie-based : Custom HTML-form-based single-sign-on systems. Usesslfigin on a web
server (not a Windows workstation login), which then senmida@cess cookie to the user’s browser.
This cookie is automatically returned to the server whemrssiog future pages, and grants the user
access.

e Basic : HTTP Basic authentication, for web servers.
e NTLM Windows NTLM authentication, for web servers.

e SMB/Windows: SMB for Windows file servers (for Thunderstone productg thepportfile://
walking).

For cookie-based systems, the Search Appliance will méoelyard the cookies the user has already
received from the site login page. For all others (Basic/NITEMB), the Search Appliance must prompt
for the user and password directly, as they are needed fiy vesult URLS. In the latter case, credentials
will then be stored in a cookie by the Search Appliance softitate searches do not need to re-prompt for
a login. Note that NFS-mounted file servers are not currenutpported by Results Authorization, due to
limitations of NFS.

3.8.1 Results Authorization Walk Settings

The Search Appliance itself needs read access to the egtiof JRLs in order to build a search index.
Therefore, before walking a protected data set for Resulthdkization, it may be necessary to fill out the
Login Info  setting (p. 82) undeAll Walk Settings with a full-access admin type account, so that
the Search Appliance can walk the data.

Or it may be necessary to fill outRrimer URL (p. 80) containing login info to submit to a site’s login
form, so that the Search Appliance can obtain the login @mkeeded for access to the rest of the site.

3.8.2 Results Authorization Search Settings

After a successful walk, Results Authorization is configlmath theResults Authorization

Options group on theSearch Settings page. The primary setting Authorization Method

(p. 104), which is determined by the authentication sys$g¢in(use by the indexed URLSs. If cookie-based,
this is set td~orward login cookies ; for all other systemes, it is set ®asic/NTLM/file -

Prompt via form . Most of the remaining settings depend on which method wasteel; see the
Authorization Method setting (p. 104) for detalils.

There are also a few resource/tuning settings, sudhieas Docs to Auth-Check , Successful
Auth Result Limit , Total Auth Timeout ,andDebug Results Authorization , which
are not required, but merely fine-tune the results.
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3.9 Meta Search - Search multiple profiles as one

Meta search allows you to search multiple profiles simubiasy and merge and display the results as if it
was one big profile. The meta search can search and combifilepforom multiple Search Appliances.

3.9.1 Profile Creation

When creating a profile, change tB&andard select box tdVleta Search instead.

3.9.2 Meta Search Walk Settings

Walk Settings is somewhat of a misnomer for a meta search profile since grdodo any walking of
its own. On this page you list the host(s) and profile(s) te@deand merge when this profile is accessed.

For each profile you want included in the search you list tlodilets name in thé’rofile Name  column
and the host name or IP of the machine where that profile egidbeHost IP or Name column. You
may use DNS resolvable names or IP addresses in the hostreolBraddresses are slightly more efficient
because they don't require DNS lookup. But names are moribligexOnly the DNS, not a bunch of profile
settings, has to change when machines get replaced or renedib

TheDisplay Name column is used to provide a user friendly name for this profitg will be displayed
if the user is allowed to choose which profiles to search.

TheStatus column shows the status of the remote profile once a hostgplas been entered and
Update has been pressed. If the target is search&d#as displayed. Otherwise, text explaining the error
is displayed. Refreshing the page re-queries the targétgmo

If User Selection is set to Y then the user will be presented with a lisbdplay Names and can
choose which ones to search. Leaving them all uncheckedatavite them all to be searched.

TheMeta Mode setting controls whether profiles on the same host will becbeal serially or in parallel.
“Sameness” of host is determined by tHest IP or Name setting, so using different names or a name
and an IP address will allow you to mix serial and parallel.

TheResults Merge Method  setting controls how target profiles’ results are mergedsamtéd by the
meta profile. Two methods are available:

e Requested order
The results will be sorted as requested, i.e. as specifieddnrder query-string variable (or if that
is unset, the meta sear&tesult Order search setting). This is the default. Thus, results from
different target profiles may or may not be mixed togethepéaeling on how they sort byrder ).

e Target profile order
The results will be sorted by theffrofiles  setting order first, then by requestaexdtder variable)
order. This will result imall results of the first target profile being shown first, thenedults of the
next target profile, etc.
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Note that in both cases, thargetprofiles still individually sort their results accordingtequestearder .
TheResults Merge Method  setting only affects how those top results are then mergedaried by
the metaprofile.

Max Backend Data Size provides a sanity limit on the information collected fromtasearch
backends. You can usually leave this untouched, but it may irecreased if you're gettinglax Page
Size Exceeded errors in your metasearch results. This can be caused bychawiexceptionally large
number of results per page (thousands), or very large AxditiFields.

3.9.3 Search Settings

The appearance options control the appearance of the natdnsesults pages. Currently the Results
Authorization and query options of the meta profile do notwappse the target profiles’ options instead.

When using best bets the meta search profile must have thegsanpenames as the backend profiles. Any
best bets from the backends that have group hames that adtefim@d in the meta profile will not be shown.

Query logging of the meta search and the backends are indepeof each other. The meta search will
respect its own query logging setting as will each of the badkprofiles. So it is possible to have multiple
logs for the same query if both the meta search and the badiemdquery logging turned on.

3.10 Access Control

Access Control allows different administrative users tglven different levels of access to the Search
Appliance; normally, with access control off (the defaalf)users have access to all administrative
functions. Access Control can only be enabled or disableithdgdmin user.

3.10.1 User Groups

User groups allow easier access control maintenance, eswigk similar permissions can be administered
together once rather than separately several times. Tlo@abgeoupEveryone always exists and cannot
be edited; it always contains all users as a convenience.

User groups may contain other groups as well as users, aljpggmplex hierarchies to be created if
needed. Permissions for a user are affected by all groupsrasudirectly or indirectly a member of. For
example, if useAmyis in groupProgrammers , and grougProgrammers is in grouplT , thenAmyis
also indirectly a member df , and her permissions are affected by those granted to nphenself and
Programmers butIT as well.

3.10.2 Object hierarchy

Each administrative action that can be access-contrafied €diting walk settings, creating accounts) can
be thought of as an object. Some actions are broader thars@he can be thought of as a superset, e.g.
editingall profiles is a superset of editingspecificprofile. Thus, access control objects are arranged in a
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tree-like hierarchy, where each object has a parent olgadtcan inherit permissions from it. This makes
setting privileges on a logical group of objects (e.g. aliffyes) easier, as only one object may need to be
changed (the parent). Also, when new child members (e.g.pnefiles) are created, they will inherit the
same privileges automatically. The access control objecaicthy in the Search Appliance is as follows:

/ Global root object
Users/ User accounts
admin admin user
Other users
Groups/ User groups
Profiles/ Profiles
default default profile
other profiles
Settings/ Profile settings
Maintenance/ System page
Info/
Updates/
Logs/
Settings/
System Wide
ACLs
Thesaurus
Save, Restore
Mounts
System/
RAID

Note that these “files” do not really exist: the objects areatyesymbols representing actions that can be
access-controlled.

3.10.3 Access Control Lists

An object may have an Access Control List (ACL) associatetth ¥ti ACLs determine what rights
(Read/Write/Delete/Change perms) users have on objeath &bject’'s ACL contains one or more Access
Control Entries (ACEs). An ACE identifies a trustee (a usegroup), a set of rights, and whether those
rights are allowed or denied the trustee on that object. tlitiat to the ACL explicitly set on an object,
rights may be inherited from parent objects’ ACLs, as memiabove.

3.10.4 Determining Effective Rights

The effective rights a specific user has on an object — whaigkecan actually do with the object — are
determined by examining ACESs in a specific order. The first A matches both the user and the desired
access right determines whether the user has that righearbject. An ACE matches the user if it specifies
the user or any group the user is directly or indirectly a menah. An ACE matches the desired right if the
right is listed in the ACE.
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ACEs are examined in the following order

1. ACEs explicitly set on the object
2. ACEs explicitly set on the object’s parent

3. ACEs explicitly set on the object’s further ancestorgrast ancestor first

At each object, ACEs are checked in ACL order (the order diggl for an object on the Access Control
page). Order can be changed among multiple ACEs on the sajee by using thaip arrow and
down arrow buttons next to the ACEs.

If no matching ACE is found after all levels are examined Koacthe root oiGlobal ACE), access is
allowed by default (this is for back-compatibility with n@xCL mode).

3.10.5 Required Rights for Admin Actions

Certain ACL rights are required for certain administrataaions to be performed. In order to maximize
rights-configuration flexibility, some actions requirehig on multiple objects. For example, editing
settings on a profile requires rights not only on the profild,diso on the setting itself. Note in the object
hierarchy (p. 132) that profiles and settings are two “s@iliboranches, rather than settings being replicated
as descendants of every profile. Thus, profiles and settangbe thought of as a two-dimensional grid for
permissions, and a user’s rights can be tailored acrosgtithtaccess to one setting across all profiles,
access to all settings one profile only, etc.

The rights needed for specific actions are listed below. Bex does not have the required rights for an
action, either a reéccess denied message will be displayed, or (if access still granted terogarts)
the affected object may simply not appear (read accessd)epiemay appear grayed out (write access
denied). For more information and some example permissiberses, see the Using Access Control
section, p. 155.

Walk and Search Settings

For settings under Basic, All Walk, and Search Settingsgea st have read access to the profile as well
as read access to the specific setting in order to see thegsatirite access to the profile, and write and
delete access to the setting, is needed in order to modifitiagsg(Delete is needed to clear a setting, which
may not be apparent from the form.) Note that some settirgygr@auped on a line, such as the

Enterprise  setting: permissions can be granted to the group as a whaoterprise ), or only

specific settings in the grouiterprise - Yes or Enterprise - Domain ). If a user has no read
access to a setting, it will not be displayed on the page. Hex bhas no write access to a setting, it will be
disabled (grayed out and not modifiable).

YIn versions 5.3.0 and earlier, deny ACEs were always requide before allow ACEs for an object.
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Starting and stopping a walk

Write access to the profile and write access towrak now setting is required to start a walk. Write
access to the profile and write access toShap walk setting is required to stop a walk.

Best Bets
Write access to the profile and write access toBbeet Bet Groups setting is needed to modify the
Best Bet Groups for a profile, or to modify Best Bet words fopaafic URL (under List/Edit URLS). Note

that this is distinct from editing Best Beearchsettings (e.gTop Best Bet Title ), which only affect
search, not the walk itself.

List/Edit URLs

Write access to the profile and write access toliis¢ Edit URLS setting is needed to modify URLs in
the database, including using tbpdate Soon link. Read access to both is needed to view URLSs.

List Duplicates

Read access to the profile and read access tbhistheDuplicates setting is needed read the error table
and list the duplicates of a URL.

Walk Status

Read access to the profile and read access td/flk status setting is needed to view Walk Status.

Query Log

Read access to the profile and read access tQtsey log setting is needed to view the Query Log.

Profiles
Read access to the profile and read access to the desired(®tdre needed to view the given setting.

Write access to both is needed to modify a setting. Deletesaco the profile is needed to delete the
profile. Write access tall Profiles (the parent of profiles) is needed to create a new profile.

Accounts

Write access té\ll Users is needed to create a new user. Write access to the user ischiechange
the password for a user. Delete access to the user is needeldte a user.
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User Groups

Write access t&\ll Groups is needed to create a new group. Write access to the groupelbasmvrite
access to each member being added or removed, is neededdoradadove members to or from a group
(except where the group is only indirectly being modified tue member itself being deleted). Delete
access to the group is needed to delete a group.

Access Control

Change-perms access to an object is needed in order to,ceddter delete an ACE on the object.

Maintenance

Read access tmfo underMaintenance is needed to read the Information links. Write access to
Updates underMaintenance is needed to install or upgrade software. Read accdssge under
Maintenance is needed to read the Logs links. Write access is need&dlto in order to Kill processes.
Write access t&ettings underMaintenance is needed to modify Settingaijth the exceptiomf

Enable or Disable Access Control Lists: these caly andalwaysbe performed by thadmin user,
regardlessof ACLs (e.g. for emergency reseflote: giving a user write perms oBettings , directly or
indirectly, can allow them to override anything on the syste.g. via externally-modified save and restore
settings. Also, note that a user with physical access to tiehine could overwrite settings, e.g. re-install
the software.

3.11 Running the Search Interface

See section 4.1, p. 137.
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Chapter 4

Procedures and Examples

4.1 Searching your Index

Search the pages you have indexed by entering the followRl idto your Web browser:
http://lwww.mysite.com/texis/search/

The above is a virtual path comprised of 2 parts/téxis " is the Texis Web Script interpreter and
“Isearch ”is the path to the search script relative to your instatlas ScriptRoot
(/usr/local/morph3/texis/scripts ).

The URL given above will search the live database specifi¢bdardefault profile calleddefault . If
that profile is not found it will try to search the default walatabase.

You may specify an alternate profile by including its namenmYRL.
.../Isearch/?pr=MYPROFILE

WhereMYPROFILEs the name of the profile you wish to use. The search will ugditke database
specified by that profile.

You may also specify a database to search instead of a profile.
.../search/?db=DATABASE

WhereDATABASEHS the name of the database you wish to use. This would génbrathe live database
for a given profile which may be found as the first item listedlmmadministrative interface’s

Walk Settings page. Databases used this way must exist unddetti® subdirectory of the
installation directory. What you specify fR!ATABASES only the portion of the path and name under the
texis directory. For example, to search the database

{usr/local/morph3/texis/myprofile/db2 you would use:

...Isearch/?db=myprofile/db2

137
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When using a database instead of a profile, the look and falgsewill be those that were live when the
walk of that database was performed. The profile will not besatied for more recent changes. A benefit
of not consulting the profile, however, is some increasedchespeed, which may be useful on a very
heavily searched system. A disadvantage of specifying dtebadse is that it will no longer be correct if a
new walk is performed.

To get help on constructing queries click on th@vanced button of the search form. On the advanced
search form you will find hyperlinks into the search help, ethis also included in this manual in section 6.

To place the search form onto your existing web page(s) pathaLive Search from the administrative
interface main menu (or the URL you determined from the ajpoleis will bring up the search form. Use
your web browser’s view page source option (MSTepMenu->View->Source , Netscape:
TopMenu->View->Page Source )to getthe source of the page. Cut everything between ahatiing
the<FORM>and</FORM>tags. That form may then be pasted into the web page(s) ofcjmice. You

may also rearrange the look of the form as long as the vagaikestill present. If you have categories there
will be acq select list in the form. You may leave this out if you alwayswi search everything. Or you
may make it a hidden variable with a fixed value if you alwaysita search the same section.

4.2 Similarity Searching

The search script has a feature called “Find Similar” whilkdwes a user to click on a search result record to
find more pages within the database similar to that one. Haitufe may also be accessed from any web
page by placing the appropriate URL on it. You may search &geg in your database that are similar to
any other web page whether it’s in the database or not. ThefdRfinding similar pages has the form
shown below.

http://www.mysite.com/texis/search/ ~
—similar.html?pr=default&ref=http://somesite/somepag e.html

If the profile to be searched is “default” tipe=default&  portion may be omitted:
ref=http://somesite/somepage.html

If the profile to be searched is anything other than “defaihigit must be specified insteadd#fault
pr=myprofile&ref=http://somesite/somepage.html

If the page to be located is the page the URL is onréieURL portion may be omitted:

ltexis/search/similar.html
or
Ntexis/search/similar.html?pr=myprofile

The similar function will lookup the desired URL in the dagake or, if it's not in the database, fetch it from
the webserver. It will then search the database lookingnidexed pages similar to the specified page.

You could place a URL like this on all of your pages so userdd;amith one click, find all pages on your
site similar in content to the one they were reading.
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4.3

Using the Thesaurus Feature

You can create a thesaurus to either replace or add to theldisfesaurus. The creation procedure is the
same for either usage. Note that a thesaurus is not limitegrtonyms. It can contain anything you wish to
associate with a particular word: i.e., identities, geligea, or specifics of the word entry, plus associated
phrases, acronyms, or spelling variations. The Searchi&p® maintains a collection of thesauruses that
you upload. For each profile you may select which, if any,dhbess to use.

Here are the steps to use the thesaurus feature.

Create a thesaurus file. Use the syntax described in the dotuidser Equivalence File Format” at
the following URL: http://www.thunderstone.com/site/texisman/ ~
—user_equivalence_file_format.html

That document refers to the thesaurus as an “equivalente file

Upload your thesaurus to the Search Appliance. At the mamunséick System , Modules
Thesaurus . Existing custom thesauruses can be downloaded by cliakirtheir name.

In the Namefield, enter a symbolic name that will be listed as an optiosaarch settings. This name
does not have to be related to the filename on disk in any wayd@he can contain letters, numbers,
dash, or underscore.

In the Permutations field, choose a value. This value canlrolv many variations of your defined
terms to create during indexing of your uploaded sourceHilre is an example of the effect of the
various values.

Assume a thesaurus entry afar,ford,chevy,toyota

Permutation None : Just the terms as you entered them. Query “car” would find''¢eord”,
“chevy”, and “toyota”. Query “ford” would only find “ford”.

Permutations Single : The terms you entered and the reverse. Same as above plasydqu
any of “ford”, “chevy”, or “toyota” would find “car”.

Permutations Full : Equate every term with every other in each entry. Same agegtias a
query for “ford” would find “chevy” and “toyota”.

IntheNew File field, enter (or browse to) the file on your disk to upload. Klgave Changes
to upload and index the file. When indexing is completed, ydureceive a report about the
indexing. IfShow results of indexing is checked, you will also get a summary of the
indexed words.

After your thesaurus is installed on the Search Applianaecan go tdSearch Settings for a
profile to activate the thesaurus. There are three relateonspSynonyms, Main thesaurus
andSecondary Thesaurus

SetSynonyms using the following informationSynonyms indicates how you want to apply a
thesaurus (either yours or the default) to queries.

Disabled : no phrase recognition and no synonyms (equivalences)
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Phrase recognition only : recognize query word groups that are known phrases andhsear
for them as phrases

Phrases & Allow synonyms : phrase recognition plus allowing the tilde () operator t@tch
synonyms on specific query terms

Phrases & Use synonyms by default : phrase recognition and matching synonyms on all
query terms (tilde to turn off on specific terms).

e SettheMain Thesaurus andSecondary Thesaurus fields by using the following
information. If you want to use only your thesaurus and netdafault one, select yours for the
Main Thesaurus option and leave verb‘Secondary Thesaurus' set to non@ufyant the default
in addition to your own, leav®ain Thesaurus set to Built-In and set
Secondary Thesaurus to yours. The names listed in these options are the symbaiies
(Namefield) you gave your thesauruses when uploading them.

e Click Update to apply these settings. There is no need to ctigoily Appearance ,and these
settings are applied to boffest Search andLive Search

4.4 Getting Software Updates

You can obtain software updates manually or automaticktly.information about getting them
automatically, refer tdJpdate Software in System Wide Settings (3.7.12).

Use the following procedure to manually obtain softwareatpd from Thunderstone. You are able to select
which updates you want, if any.

Note: if you need to use a proxy to access the internet, peEstheSoftware Update Settings
(3.7.12) in System Wide Settings.
e At main menu, clickSystem , System Setup ,thenUpdate Software

e Alist of available updates is presented. Check the boxesgdates that you want to download from
Thunderstone, and clickes. The updates are downloaded to the Search Appliance, buatkenot
installed yet.

e The selected packages are listed for verification. CYiek to install the updates.

¢ When the installation is completed, a message indicat¢sifftmtes are completed.

4.5 Page Exclusion, Robots.txt, and Meta-robots

On the first access to a site the fitebots.txt will be retrieved, if it exists. Settings there will be
respected. Any encountered URL that is disalloweddiyots.txt will be discarded. Meta robots is
also respected for each page retrieved. [8g®//www.robotstxt.org/wc/exclusion.html

for the robots.txt and meta robots standards.
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If there are any HTML trees that you don’'t want indexed you mayt to setup aobots.txt file, meta
robots within the HTML pages, or use the various exclusioioog to the Search Appliance. For example:

if you had a “text only” version of your web server that duptied the content of your normal server you
would not want to index it. (On the other hand if most of youramigful text is contained in graphics,

Java, or JavaScript you may want to walk the text tree insdé#tte normal one, since graphics and Java are
not searchable.)

Suppose your “text only” pages were all under a directorleddtext . The simplest way to prevent
traversal of that tree would be to use the exclusion or eiarugrefix.

The exclusion would look something like this:

ftext/

The exclusion prefix would look something like this:
http://www.mysite.com/text/

That will prevent retrieval of any pages under ttext  tree. This does not prevent other Web robots from
retrieving the/text  tree. To setup a permanent global exclusion list you neetttte a file called
robots.txt in your document root directory. The format of that file is akdws:

User-agent: *
Disallow: /text

Wherex is the name of the robot to block. means any robot not specifically named (all robots in thig cas
since no others are named). Or you could specify the nameabtiot. For the Search Appliance it would
be ThunderstoneSA . You may specify several “Disallow’s for any given robotddzelow). The
“Disallow”s are simple path prefixes. They may not contaitdeards.

You may also specify different “Disallow” sets for diffeterobots. Simply insert a blank line and add
another “User-agent” line followed by its “Disallow” lines

Here’s a larger example:

User-agent: *
Disallow: /text
Disallow: /junk

User-agent: ThunderstoneSA
Disallow: /text
Disallow: /thunderstonesa

User-agent: Scooter
Disallow: /text
Disallow: /junk
Disallow: /big

The Scooter robot will be blocked from accessing any pages undeftthd |, /junk ,and/big trees.
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The Search Appliance will be blocked from accessing any pagdertext and/ thunderstonesa. All
other robots will be blocked from accessing pages ufteet  and/junk

Use ofrobots.txt is not enforced in any way. Robots may or may not use it. ThecBegppliance
will, by default, always look for it and use it if present. Shinay be disabled by turning off “Respect
robots.txt”. When using robots.txt you may still use “Exgitins” for manual exclusion.

Meta robots provides another method of controlling robathsas the Search Appliance. Any HTML may
contain a meta tag in the source of the form.

<meta name="robots" content="WHAT-TO-DO">

WHAT-TO-DQnay contain any of the following keywords. Multiple keywesrohay be used by placing a
commay( ) between them.

Table 4.1: Meta-Robots Flags
Keyword Meaning
INDEX Index the text of this page
NOINDEX | Don'’t index the text of this page
FOLLOW | Follow hyperlinks on this page
NOFOLLOW Don't follow hyperlinks on this page
ALL Synonym forINDEX,FOLLOW
NONE Synonym forNOINDEX,NOFOLLOW

Like robots.txt this is not enforced in any way. Robots may or may not use i¢ Sbarch Appliance
always indexes and follows hyperlinks by default so it owlgks forNOINDEXand/orNOFOLLO&hd/or
NONE

4.6 Indexing Other Sites
You may index a site other than your own by specifying its UR4t jas you would for your own site.
http://www.anothersite.com

Please be kind when indexing other sites. Many are low badttivar heavily used already and won't
appreciate being hit hard.

4.7 Indexing Individual Pages

To add an individual HTML page to the database, but not go aftg of its references, add it to the
Single Page list box.
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4.8 Reindexing on a Schedule

It is often desirable to reindex a given site on a regularsblascause of continuously changing content. You
may specify eRewalk Schedule to handle this for you.

It is also useful to perform a single rewalk at a later time atedo avoid overloading a web server during
heavy use periods.

4.9 Checking for Web Server Errors

When you start a walk you will be sent to the walk status pagel rfay also reach that page at any time by
selectingWalk Status from the menu. This page will show you the summary statusefiinning walk.
When the walk completes you will see a summary of the walk dsase list of any errors encountered.
Following the error list is a list of duplicate pages enceved.

You may also view document linkage and info and errors froelibt/Edit URLS page (3.3) from the
menu.

4.10 Removing Pages from the Database

Use thelist/Edit URLSs menu (3.3) to find and delete specific URLs from the the databésu may
delete individual pages or many pages at once using wildcard

4.11 Erasing the Entire Database

If you decide to wipe out your existing database and itsregdtio start over go to “Profiles” and click
“Delete” next to the profile you wish to delete. This will colately remove the selected walk database and
all options related to it.

4.12 Using Multiple Databases

Once you have a live searchable database you may want togbsiédarate one to contain different kinds of
pages or to experiment with, without destroying your livéatiase. Use thBrofiles ~ menu to create a
new profile and database. You create the new profile with ttefattings or with a copy of the settings from
another profile.

4.13 Integrating Search with your Site

There are four main techniques to integrate the Search dmug#i with your site. The techniques are
categorized as follows:
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e Link to the Appliance
e Embed a search box
e Request XML search results

e Invoke the search SOAP API

The first two are simple to implement. They involve only st&#iTML content, and can be used in
situations where no dynamic scripting is available.

The later two are more powerful and can be used in dynamigalherated web sites. You'll create a
“search page” for your site (search.php, search.aspxwtich accepts a query from the search user. Your
search page makes a search query (HTTP request) to the Pgmidince, and receives result data. Your
search page then displays the data in whatever manner ybuavise search user.

The advantage of the later two methods is your site contibistaraction with the search user, making it
easy for your search results page to “inherit” the look armd & your site. They never contact the Search
Appliance directly.

4.13.1 Link to the Appliance

When you want to make a HTML link to your profile’s search ifdee, select the appropriate profile in the
admin interface and clicBearch in the menu bar.

The address of that search page can be used in a link to skatgtrdfile, such as:

<a href=" searchAddressSearch</a>

WheresearchAddress the URL of the search page.

4.13.2 Embed a search box

It's possible to have a small search box on your pages wheresr can type a query and submit searches.
The search box submits to the Appliance and users will hawvsdharch results served by the Appliance,
although the look and feel of the search results page candternized to look like your site.

To acquire the HTML needed for an embedded search box:
¢ In the admin interface, clickrofiles  in the menu bar and select the profile you'd like to use in the
search box.
e Click Search inthe menu bar. This opens the search form.

e Use your web browser’s “View Page Source” optitdfigw->Source in the menu, oCtrl+U )to
open a window that contains the HTML source code of the page.

e Copy everything between and including gl®rm> and</form>

e Paste the form into your web page(s).
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e Add the Appliance’s hostname to the beginning of the foratdon attribute. For example, if your
Appliance issearch.mysite.com , and the existing attribute looked like:

<form action="/texis/...
You'd change it to:

<form action="http://search.mysite.com/texis...

4.13.3 Request XML search results

Your own dynamic php/asp.net/etc pages can issue a queng #ppliance, and receive back XML results.

Issuing a Query Programmatically

Here is an example URL for a simple XML search:
http://  HOSTNAMHEexis/search/main.xml? pr= profile&query= query

WhereHOSTNAMESs the IP/hostname of your Search Applianpmfile is the profile to search, argliery
is the user’s query.

Search Parameters

The possible parameters that can be used in the query stang a

Queries:

e cq - Category querycq=1 for 1st categorycq=2 for 2nd, etc. Can be provided multiple times or as
a CSV to include results in any of those categories.

e cqgall - Setting toY requires results to be in ALEQ categories, instead of any one of them
e dg - Maximum Depth query

e mtg - Mime Type query (e.gmtg=text/ *)

e query - Main search query

e sq - Site query (e.gsq=docs.company.com )

e tq - Title-only query

e uqg - URL query
Search control:

e dateSource - What date to use, id or Modified (see below)

e mdgt - Modified Date Greater Than: Only results with a modified dass than this will be returned.
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e mdlt - Modified Date Less Than: Only results with a modified date than this will be returned.
e pr - Specifies the Search Appliance profile

e prox - Proximity: Only return results with the query words in ttereeline |, sentence ,
paragraph , orpage (default)

e order - Controls the sort order. Values ardrelevance)dd (newest first), oda (oldest first). May
also be an Additional Field to sort by; see Sorting under Addal Fields, p. 166.

e pp - Results Per Page (see aMax User Results Per Page  search setting (p. 97)
e sr - Results Per Site

e sufs - Word forms (suffixes). Values afe(Exact match)1 (Plurals & Possessives), (Any word
forms), or3 (Custom)

Rank Knobs: controls the influence of ranking parameters, from Offto Maximum@000 ). Medium
(500) is the default.

e rorder - Word order: Favors results with query terms in the sameradéhe query

e rprox - Rank Proximity: Favors results with query terms close toge

rdfreq Database Frequency: Favors results with query terms mmecaoss the entire profile

rwfreq - Document Frequency: Favors results with query terms tegdeaore often
e rlead - Position In Text: Favors results with query terms earlethie document

e rdepth - Depth In Site: Results more shallow depth (fewer clicksrfitbhe Base URL) are better

Additional Fields: To add search restrictions to the query you can specify fanables with a name
constructed aaf nOP, wheren is the number of the additional field (1, 2, or 3), and is one of the
following operations:

e eq - the field is equal to the form variable (eafleq )

e gt -the field is greater than the form variable (eafRgt )

e gte -the field is greater or equal to than the form variable
e It -the fieldis less than the form variable

e lte -thefield is less or equal to than the form variable

e like -the field matches the form variable (text search). This hasame syntax and functionality
of the Metamorph query engine used in the main text search.

Examples:

e afleqg=important - only results where the first additional field is setrtgportant



4.13. INTEGRATING SEARCH WITH YOUR SITE 147

e af2lt=100 - only results where the 2nd additional field is less than .
e af3gte=2010-01-01 - only results where the 3rd additional field is 2010 or newer.
¢ afllike=important - only results where the first additional field contains thedvmportant

o afllike=(critical,important) - only results where the first additional field contains eithe
important  or critical

dateSource: id vs modified

ThedateSource parameter allows you to determine which date associatdutingt URL gets used for
display, sorting, etc.

e Modified (default)- The time the content was last modified

e id - The time that Search Appliance last updated its recordeottmtent

If a collection of files that were modified a year ago were piclip by the Search Appliance walk last
night, then theModified date would be a year ago, but tlte date would be last night.

id is the default dateSource when requesting an RSS feed ofchsea

XML Elements in Search Results

Search results can be sent as XML from the Search Applianiteetihost server. This section describes the
XML elements.

<ThunderstoneResults> Overall container for the search results

e <XmlOutputVersion>  Defines the version of this xml output

e <ResultsFromCache> Set toY if this is from results caching

e <Query> Main text search string

e <TitleQuery>  Query applied only to titles

e <UrlQuery> Query applied to URL

e <DepthQuery> Maximum Depth

e <MimeTypeQuery> Query applied to Mime Type

e <CategoryQuery> Numeric index for a category to usk.is the first category, etc.

e <RequireAllCategories> Set toY if results must be in ALL specifie@ategoryQuery
instead of "one or more.”

e <ResultsPerSiteQuery> Max results per site
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<TextQuery> Main search query, samsfield: prefix. Suitable for concatenation with
"infield: " and re-insertion in a new query
<TextQueryHighlight> TextQuery with query highlighting (if enabled)
<PreviousRefine> Additional refine queries
<SiteQuery> Site query (fronsite:  host in the query, or dedicated] query string variable)
<InFieldQueriesAllowed> SettoY if infield: queries are allowed
<ModifiedDatelLessThan> Only return results with Modified date earlier than this
<ModifiedDateGreaterThan> Only return results with Modified date greater than this
<UrlRoot> URL root of the search script, for making links
<Profile>  Profile used
<dropXSL> Whether to apply or drop the XSL stylesheet
<AdvancedSearch> Settol if the advanced form should be displayed
<Proximity>  Proximity used for the search. Possible values:

— line - Must occur on the same line

— sentence - Must occur within the same sentence

— paragraph - Must occur within the same paragraph

— page - must occur within same HTML document (default)

<Suffixes>  Suffix processing for the search. Possible values:

— 0 - Exact Match only

— 1 - Plurals and Possessives
— 2 - All Word Forms

— 3 - Custom

<Thesaurus> Settol if the Thesaurus was used for synonyms
<Order> Ordering of the search. Possible values:

— r -relevance
— dd - newest first
— da - oldest first

<RankOrder> Favors results with query terms in the same order as the query
<RankProximity>  Favors results with query terms close together
<RankDatabaseFrequency> Favors results with query terms more rare across the embféep

<RankDocumentFrequency> Favors results with query terms repeated more often
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e <RankPosition>  Favors results with query terms earlier in the document
e <RankDepth> Favors results fewer links away from the starting point

e <mode> Set toadmin if this is a Test Search

e <opts> Internal use only

e <authUser> User that was authenticated via the Proxy Module

e <metasearchTarget> Indicates what backend metasearch targets are availatdeslement for
each target. Currently selected targets will hagelected="selected" attribute

e <AdminUrl> URL to the admin interface

e <MakeLiveUrl> URL to make this Look and Feel live

e <RssUrl> URL to RSS version of this search

e <OpensearchUrl> URL to the OpenSearch version of this search
e <OpensearchTitle> Suggested title for this OpenSearch

e <QueryAutocomplete>  SettoY if Query Autocomplete is enabled
e <LogoutUrl> URL for a’Logout’ link

e <Category> Categories available for search

<CatVisible>  SettoY if the category should be selectable in the list of categorie

<CatSel> SettoY if this category is currently selected

<CatVal> Numeric ID for this category

<CatName> Display name for this category
e <TopBestBets> List of "Best Bets” links

— <BBTitle> Title for this section of Best Bets
— <BestBet> Individual Best Bet records

x <BBResultNum> Ordered number for this Best Bet
x <BBPriority> Priority for this Best Bet, as assigned in the admin intexfac
x <BBLink> URL for this Best Bet

x <BBLinkDisplay> URL that displays for this Best Bet. Long Urls are intelliggn
truncated for display

x <BBResult> URL for this individual Best Bet, as assigned in the admieiifaétce

x <BBDescription>  Description for this individual Best Bet, as assigned inddenin
interface

x <BBGroupname> Name of the Best Bet group this Best Bet belongs to
x <BBGroupid> id of the Best Bet group this Best Bet belongs to

x <BBKeywords> Keywords that trigger this Best Bet record to display. Thiali
keywords for this individual record, not just the one thajdgered this activation
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e <Profilelnfo> Encloses some profile summary info

<Profile> Profile to which thisProfileInfo refers to

— <ResultDecl> Declarations of User Fields that will be Result elements, each has a
name andtype attribute

— <ExitlsEarly> Set toY if search aborted

— <ExitReason> Settook if search finished normally, otherwise token indicatingsma(see
ExitReason table below)

— <RedirectUrl> Only used when result&uthorization Method is set to
Forward login cookies . If present, specifies a (Referer-maodified) versioh.agin
URL (the search setting, not XML element). Its value is an extiefmot Search Appliance)
URL to redirect the user to, which will prompt the user to lagaind obtain the authentication
cookies needed for a Results Authorization search.

— <LoginUrl>  Only used when result&uthorization Method is set to
Basic/NTLM/file - prompt via form . If present, specifies a local ( Search
Appliance)<form action>  URL to submit therauser /rapass variables to, which
contain user credentials needed for a Results Authorizaearch.

e <Summary> Encloses search results summary, only present if a seaxhatiaally performed

<Profile>  Profile that thisSSummary element applies to

— <Start> First result item to list

— <End> Last result item to list

— <TotalNum> Total number of result items founbeforeResAuth etc.

— <TotallsEstimate> Set toY if TotalNum is an estimate

— <TotallsShort> SettoY if TotaINum is known to be short (e.g. early exit)
— <UserResultsNum> Total number of result items foundfter ResAuth etc.

— <UserResultsIsEstimate> Set toY if UserResultsNum is an estimate
— <UserResultslsShort> Set toY if UserResultsNum is an estimate
— <ResultsAuthorization> Set toY if Results Authorization was used

— <Total> Readable text for total number of resulifier ResAuth etc.

— <GroupBySite> Set toY if Results per Site was used with this query.

— <CurOrder> Text that describes the order by which results are listed

— <OrderLink> URL that provides an alternative sorting order results list
— <OrderType> Text that describe®rderLink

— <NewSkip> (Metasearch only) Skip value to use for any further requesty needed with the
SOAP API

— <PreviousLink>  URL to the previous page of results
— <FirstPage> Settol if this is the first page of results
— <Pages> Contains data on pages of results

x <PagelLink> URL to a certain page of results
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x <PageNumber> Page number a page of results
<NextLink> URL to the next page of results
<LastPage> Settol if this is the last page of results
<Credit> Text to introduce the credit image
<Creditimage> URL of the credit image

e <Result> Contains data about a given result

<Profile>  Profile for thisResult

<BackendProfile> Profiles used by metasearch backends
<Num>Number of this result item

<Skip> Internal use: raw skip(s) for result. Valid for Meta Searelchends
<Id> Identifier for this result

<ResultTitle> Title of this result

<Url> URL of this result

<ClickUrl>  URL for this result item, as should be clicked by the user. Ude if not
present. Only sent if Query Logging is enabled, in which éasentains redirect for logging the
click-through

<UrIPDFHi> URL to highlight this PDF in Acrobat Reader, only used witgacy
highlighting

<UrIDisplay>  Displayed URL for this result

<UrlCached> URL to retrieve the cached version of this result
<RawRank>Raw relevance rank value for this result (0-1000)
<ScaledRank> Raw rank scaled up for a more-like-this search (0-1000)
<PercentRank> ScaledRank as a percentage (0-100)

<DocSize> Size (bytes) of this result

<MimeType> MimeType for this result

<MimeTypelcon> Icon file to use for this MimeType

<Depth> Number of links walked from Base URL(S) to this URL
<UrISimilar> URL to search for pages similar to this result
<Urlinfo>  URL for context of answers within a matching document
<UrlParents> URL of pages that link to this search result
<Modified> Date and time this result was last modified

<Visited> Date and time this result was walked

<Abstract> Brief text surrounding the matched word or phrase

<Charset> Character set of the formatted text of the page (typicalbr&je Charset unless
conversion failure)

<SiteName> Name of the site for this result item
<UrIMoreResultsFromSite> URL for more results from this site
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— In addition, any Additional Fields that have been selectedutput will be sent as child

elements oResult , one per field. Each element is named after the field, with XML
namespace prefix since they are custom fields. The value ietbevill be the content of the

element.

For example, amnteger field Quantity and aGMLPoint field Location may be given

as:

<u:Quantity>57</u:Quantity>
<u:Location>47.4500 -122.3000</u:Location>

e <RightBestBets>  List of right "Best Bets” links, sed opBestBets
e <Spelling> Spelling suggestions

— <SuggestWord> An individual spelling suggestion

x <SpellPhrase> Label for the suggestions

x <SpellLink>  URL to search for the suggestion

x <SpellWord> Suggestion content

x <SpellCount> Number of results for this suggestion

e <exportVar> Additional exported variables
e <QueryMessage> Messages to show to the user

e <Message> Additional diagnostic messages

The following table lists the possible value tokens for li&itReason> element:

Table 4.2: XML<ExitReason> Tokens

Token Description

ok Normal exit
ResAuth-ExternalLoginRequired Need Login Cookies: redirect teRedirectUrl>
ResAuth-CredentialsRequired | Need user/pass: senauser /rapass to<LoginUrl>

ResAuth-LoginIncorrect User/pass incorrect; re-send<boginUrl>
ResAuth-SuccessLimit Successful Auth Result Limit reached
ResAuth-Timeout Results Authorization timeout
ResAuth-MaxDocsCheck Max Docs to Auth-Check exceeded
ResAuth-SmbError SMB error

ResAuth-NoSmb SMB unavailable/could not be run

Invoking Query Autocomplete

Query Autocomplete can be used in your own custom front emgyjukavascript similar to that used by the

normal search interface. If you want to invoke it arbitngnifou can request URLSs of the form:

http:// HOSTNAMHexis/search/autocomplete.json? pr= profile&term= term
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WhereHOSTNAMEs the IP/hosthame of your Search Appliangefile is the profile to search, anidrmis
the user’s partially typed term.

Autocomplete returns a JSON array in the OpenSearch format
(http://www.opensearch.org/Specifications/OpenSeéarthnsions/Suggestions). Getting completions for
term=sea would return something like:

['sea”,['seattle","sears","search"]]

Autocomplete also supports JSON-P, so addingllback=updateL.ist to the URL would return:
updateList({term: "sea", completions: ['seattle","sear s","search'"]})
Alternatively, you can requestutocomplete.xml instead ofjson to get an XML document back:

<Completions>
<Term>sea</Term>
<Completion score="16">seattle</Completion>
<Completion score="5">sears</Completion>
<Completion score="1">search</Completion>
</Completions>

4.13.4 Invoke the search SOAP API

Instead of making a HTTP request and parsing the XML respatseossible for pages to invoke the
search SOAP API. This allows interactions with the Appliate appear as local function calls,
automatically handling all the details of HTTP requests AML parsing.

See theSOAP API (p. 173) for details on setting up and using the SOAP API.

4.14 Search Result RSS Feeds

Search result RSS feeds can help you monitor a certain sgqaetij, and let you know when new results
appear for the query.

All search result pages have an RSS link embedded in thenernReersions of modern browsers, such as
Internet Explorer and Firefox, have built-in features thatify you when an RSS feed you're subscribed to
changes.

e |[E 7 and 8 -http://www.microsoft.com/windows/IE/ie7/tour/rss/

e Firefox - http://kb.mozillazine.org/Live_Bookmarks_-_Firefox

e Opera -ttp://www.opera.com/mail/rss/
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4.15 OpenSearch Support

The search interface also has an embedded Open Searclptiescii his means that modern browsers can
use the Quick Search box (to the right of the address bar)rforpe searches on the Search Appliance.

e Bring up the search interface for the profile of your choice
e Hit the "down” arrow next to the Quick Search box

e Choose “Add Search Provider...” to add the Search Appliamtiee list of available searches.

Internet Explorer users can find more detailed instructains
http://msdn.microsoft.com/en-us/library/cc848862.as px

Adding strictSpec=Y  to the Open Search Description URL will cause the Searchiapgd to truncate
various fields as required by the specification. In practitis,isn’'t necessary as browsers handle longer
names.

4.16 Using Best Bets

The Search Appliance allows you to create links that willegpeither at the top or to the right of the search
results (or anywhere else, if using an XSL stylesheet) whegific keywords are searched for. They can be
used for suggested links, or to promote specific URLs so ttamdsout from the main results. The Best Bet

links are arranged into groups, which allow you to enableisaitile a group of results easily.

4.16.1 Quick Creation

The easiest way to create Best Bets is to directly add keyswortRLs. This skips the group and display
settings, which can be customized later (and are detaillesivihe

From the “List/Edit URLS” page, enter the desired URL andlclon the URL to get the details on that
URL. There is a form on the page that allows keywords to be édtloghat URL. You can define a priority,
title, description, and keywords for the URL (as detailedhia list below, undeFully Customized).

The group will be listed alCreate New) . This will create a default group and automatically set it to
display, instantly using the Best Bet you just created. Teated groupdefault ) can then be used to
create any number of other keyword-URL associations.

You can go to the “Search Settings” page to customize how #st Bets are displayed, as detailed below.

4.16.2 Fully Customized

Best Bets can also be created fully customized. The firstistepdefine a group. This is done from the
“Bestbet Groups” page under “Tools”. You can name the grang,decide which information will be
displayed about the group.
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After creating a group, you can use, the “Manage BestBeat&'th add Best Bets to the group. You can also
browse “List/Edit URLS” page enter the URL you want, andlclon the URL to get the details on that
URL. The fields on the form are:

e Url - The URL to link to with this Best Bet. Only used when addingsBBets directly to the group,
rather than going through “List/Edit URLS".

e Priority (optional)- An integer priority for this Best Bet. If multiple Best Batsatch a given user
query, they are shown in descending numeria@brity order. If there is only one Best Bet set per
URL, or the order does not matterPaiority need not be set.

e Title- The title that will be displayed for the Best Bet on the shaesults page.

e Keywords- A space-separated list of keywords that will be searchathagto trigger this Best Bet. A
Best Bet is displayed when the user query matche&#ysvords, just as if they were document text.

e Group- Which Best Bet Group this Best Bet will be created in. A Best ®ill only have a chance to
match if its group is set to display as eithkap Best Betsor Right Best Bet®on the Search Settings

page.

If no groups currently exis{create new)  will be displayed, and a group will be created for you
if you enter keywords and a title for this Best Bet.

Only used when adding BestBets throught/Edit Urls , rather than adding to a Best Bet group
directly.

e Description (optional) - The description to display for this Best Bet. The Best Batprfor this
Best Bet might be set to not display the description, so ftiomal.

The title and description can contain HTML code. Be cardial it does not disrupt the rest of the page
layout. You can create multiple entries for the same URLhBame you save a new set of blank boxes will
be shown.

Once the Best Bets are created you can go to the “Searchd3ftiage to set up how they are displayed.
For the top and right placements you can define which groulpag/s there, what title if any to display
above the links, and the color, size and style of the boxesnarthe Best Bets.

As with any of the Search Settings these will apply to the tBmarch” first, and then when you apply the
settings be copied to the “Live Search”, allowing you to testsettings and make sure they are appropriate
before going live.

4.17 Using Access Control

The concepts and actions of access control in the Searchafypplare discussed in detail in the Access
Control section, p. 131. The following are some generaldipsiow to setup and maintain access control
rights.
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4.17.1 |Initial Lockdown

Since the default mode for Access Control when created iBdw all rights to all users for
back-compatibility, it is recommended that perms be “latkewn” first, and only granted as needed. The
admin user, having the irrevocable ability to reset ACLs, shoelahain a “superuser” with all access, and
other accounts turned into lesser-permission users. lavakdhould happen in this order:

1. Allow superuser: Thadmin user should have afdllow entry for all rights to the top-level
Global object.
2. Deny everyone: The grougveryone should have ®eny entry for all rights to the top-level

Global object.

With these perms, users other theaimin — including new users and profiles created in the future —rvaill
be able to see or modify administrative settings. They cagréeted perms as needed later, for example,
the Read right could be removed from Gébal deny ACE so that they can read but not modify any
admin action/setting.

4.17.2 Example: User with Complete Control on One Profile

To configure a user that has complete access to just one sgedfile (but no other profiles, nor the rest of
administration such as creating accounts etc.), set upthedwn settings above, then:

1. Create a Profile ACE on the specific profile, for that usexd i@nd write access, and typdow .

2. Create a Setting ACE fa&kll Settings , for that user, read, write and delete access, Alfmv .

The user will now be able to modify any setting on that profilewell as start/stop walks on it, but will not
be able to edit other profiles.

4.17.3 Example: User with Look and Feel Control on All Profiles

To configure a user that has the ability to change the Top att®dHTML on any profile, but cannot edit
walk settings, nor start nor stop a walk, etc., set up thedoaln settings above, then:

1. Create a Profile ACE oAll Profiles , for that user, read and write access, and ¥ffew .
2. Create a Setting ACE farop HTML, for that user, read, write and delete access, Blfmv .

3. Create a Setting ACE fdottom HTML, for that user, read, write and delete access, My .

The user will now be able to change the top and bottom HTML fyr arofile.

'1n version 5.3.0 and earlier, the admin user should insteagkplicitly granted all rights to each of the second-levgeots (All
Users, All Groups, All Profiles, All Settings, and Maintecah
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4.18 Indexing File Servers

The Thunderstone Search Appliance can index Windows anxl flaiservers in addition to web servers.
To do so you will first need to mount the file server to the Sedqepliance, and then configure the walk.
To mount the file server you need to go to the System page amct sel

Network Filesystems & Shares 3.3.

After you have mounted your server to the Search Applianeeriterface will give you the Base URL to
use in your profile. You may use that URL or anything undeiméat

4.19 Replication

4.19.1 Replication Overview

In replication, a server profile sends walk data to anotheresgrofile. The two profiles can be on different
machines or they can be on the same one. If the profiles ardferedt machines, the sending and
receiving profiles can have the same or different nameselptbfiles are on the same machine, use
different profile names.

Here is an example that illustrates the replication pracesthis example, th&ender profile has been set
up as the sender profile aikceiver is the receiver profile. AfteBender performs a walk, it sends the
walk data toReceiver . TheReceiver profile accepts the data as-is, without regard to its ownlprofi
settings. Only the profile that performed the walk may seedathlk data, so in this exampReceiver
cannot replicate (the data it received fr@ander ) to another profile.

To avoid undesired overwriting of replication walk datauyshould not allow the receiver profile to perform
walks.

Before the receiver will accept replication data, the seg(®limeed to be granted permission to send the data.
This permission is managed in a cluster member list.

A good use of replication is to set up multiple machines tdicaje to a single receiving profile. For
example, machines A, B, and C each have a different profitkitzey each replicate their walk data to a
profile on machine D, which is the receiver. Another use oficafion is to send walk data from multiple
profiles on a machine to a single receiver profile that is orséimee machine. This provides a means of
combining walk data into a single profile. Another use of iegilon is to replicate data from one sender to
multiple receivers. This way multiple machines hold the samalk data.

4.19.2 Procedure

The procedure in this section is an example of setting upcapn on a single machine. It can be adapted
to multiple machine configurations by changing the ReplbcaSettings.
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Set up the Sender Profile

Choose an existing, walkable profile to be the sender. Or guetBrofiles  menu item and create
one, filling in all fields for a normal walk. We'll assume thisofile is calledSender .

Go to theAll Walk Settings menu item for theSender profile.
Scroll down toReplication Settings

Enter the information for the receiver. In this exampiest IP or Name islocalhost
because we'll be sending data to the same machinePerfile Name is Receiver . The page
now includes the location of the receiver profile.

Click Update and Go button.

After a moment, th&Valk Status page opens. Notice that there a@¥etems in the replication
queue. The numbe¥ is similar to the number of pages that were walked. The iteamsain in the
queue, because they cannot be sent until the receiver pgeofiteated (below). Normally, when a
receiver profile is present, the contents of the queue aceraiically sent to the receiver.

Create the Receiver Profile

Create a new profile callddeceiver viatheProfiles  menu item. (This matches the receiving
profile name we entered on ti&ender profile.)

At main menu clickSystem , then undeSystem Settings  heading, click
System Wide Settings

At the Cluster Members field, enter the IP address for each server that will send deai& to this
machine. Use a separate line for each entry. In this exaniy@ee is one sending IP address, and it is
127.0.0.1 (use IP numbers, not the warydalhost ). To enable an entire subnet to send data, use
an IP prefix and wildcard, €.4.0.10. *.

Click Update button.
At main menu, clickProfiles

WhenProfiles  page opens, clickender . A Walk Settings  page opens for thBender
profile.

Click Walk Status button. TheWalk Status page for theSender profile opens.
There are stillV items in the replication queue.
Click thereplication queue link.

The items in the replication queue are sent toRleeeiver profile. On theWalk Status page,
there are now 0 items in the replication queue, which indsdhe items were sent.

On main menu, cliclerofiles |, click Receiver |, click Walk Status and observe that there is
a list of pages recently walked. These pages were not walk&kbeiver ,instead they were
obtained fromSender , which performed the walk.
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4.19.3 DatalLoad API

The replication system can also be used to load data directtythe Search Appliance from an outside
source, instead of “pulling” it from a URL or its links. Thiswe be used for data that is not permanently
stored at its URL (e.g. generated data), and therefore tderf@tched for indexing; it can instead be
pushed to the Search Appliance for indexing. This featunaires version 5.4.19 or later of the
texisScripts package (see System / Update Software).

Before loading data onto the Search Appliance, it must bégumed to accept data from the IP address(es)
that will be sending to it. This procedure is the same as foligation; see the Cluster Members setting,
p. 158.

Submission Format

Data is submitted to the Search Appliance with an HTTP PO§tiest sent to a similar URL as the admin
interface (e.ghttp://  ../dowalk ), but with/recvdata.xml appended. E.g.:

http://www.mysite.com/texis/dowalk/recvdata.xml

The following POST variables must be set in the request. BetsuURL-encode the values:

e profile
Set to the name of the receiving profile.

e data

Set to an XML document containing the data, and what to do ivithsert/delete/etc.). See below for
details.

Specifying all fields manually
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Below is an exampldata document where all fields are specified. Be sure to HTML-eac@dues.

<?xml version="1.0" encoding="UTF-8"?>
<ThunderstoneReplication
xmins:dt="urn:schemas-microsoft-com:datatypes"
>
<ltem>
<Type>I</Type>
<Size>150369</Size>
<Visited>2005-10-25 15:25:18</Visited>
<Dlsecs>0</Dlsecs>
<Depth>0</Depth>
<Url>http://www.mysite.com/dir/page.htmli</Url>
<Title>Sprocket Specifications</Title>
<Body>...</Body>
<Keywords>sprockets, gears, hubs</Keywords>
<Description>Sprocket details</Description>
<Meta></Meta>
<Category>Mechanical</Category>
<Modified>2005-10-25 11:21:07</Modified>
<NextCheck>2005-10-25 16:25:18</NextCheck>
<Views>0</Views>
<Clicks>0</Clicks>
<CTR>0.000000</CTR>
<Pop>0</Pop>
<MimeType>text/html</MimeType>
<Charset>UTF-8</Charset>
<Refs dt:dt="bin.base64">...</Refs>
<Errors dt:dt="bin.base64">...</Errors>
<RawData dt:dt="bin.base64"></RawData>
</ltem>
</ThunderstoneReplication>

Any element whose text data might not be XML-safe (e.g. lyimduars in the<Body>) should be
base64-encoded, and the attribdtelt="bin.base64" set in the tag. E.g. theRefs> and
<Errors> elements’ text data are always base64-encoded. Note thxt\Mih. namespace prefidt
should also then be set twn:schemas-microsoft-com:datatypes in the root
<ThunderstoneReplication> element.

The elements are:

e <Type> The action to take with this data. Text value may be one of:

— | Insert the data (overwrite previous data for URL if any)
— DDelete the URL
— DPDelete the URL as a pattern (elgtp://www.mysite.com/dir/ *)
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— Ul Update search indexes (call after a batch of inserts/dglete
e <Size> The integer size of the original document.
e <Visited> When the document was fetched ¥MYYY-MM-DD HH:MM:S$ormat.
e <Dlsecs> Number of seconds taken to download the document.
e <Depth> Depth of URL from a Base URL, e.g. 0 is a Base URL, 1 is one clighy etc.
e <Url> The URL of the document.
e <Title> The title of the document.
e <Body> The formatted body of the document.
e <Keywords> Any keywords for the document.
e <Description> The description of the document.
e <Meta> Any meta data for the document.

e <Category> The category the document is in, if any. Must be a categoryerfaom the profile’s
Categories.

e <Modified> Thelast-Modified date of the document, MYYY-MM-DD HH:MM:S$ormat.
e <NextCheck> When the document should be refreshedy ¥iYY-MM-DD HH:MM:S$ormat.
e <Views> Number of views of the document: how many times it has beewshio search results.

e <Clicks> Number of clicks of the document: how many times it has behead on in search
results.

e <CTR>Click-through-ratio: floating-point number ratio of cligko views.
e <Pop> Document popularity: number of references (links) to it.
e <MimeType> The MIME type of the content served at the URL, or provided am®ata.

e <Charset> Character set ofBody> data. Should correspond wiBtorage Charset  profile
setting (p. 71). If a charset other than tBwrage Charset s used, it should be a standard IANA
charset that the Search Appliance can convert t&tbeage Charset

e <Refs> Optional element with references (child links) of the doemtn

e <Errors> Optional element with errors of the document.

Uploading a binary file
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If you have a binary file, such as a PDF or an Office documentcgousend it with the dataload API and let
the Search Appliance extract the text from it.

<?xml version="1.0" encoding="UTF-8"?>
<ThunderstoneReplication
xmlns:dt="urn:schemas-microsoft-com:datatypes"
>
<ltem>
<Type>I</Type>
<Url>http://www.example.com/dataload.pdf</Url>
<RawData dt:dt="bin.base64">0M8R4KGxGu....</RawData>
</ltem>
</ThunderstoneReplication>

The elements are;:

e <Type> The action to take with this data. Text value may be one of:
— | Insert the data (overwrite previous data for URL if any)
e <Url> The URL of the document.

e <RawData> element with the base64 encoding of raw document. It mukidecthe
dt:dt="bin.base64" attribute.

Combining the two: binary files with custom fields

It is possible to specify both@RawData> documentandfields such asTitle> ,<Description>
etc. The binary document will be processed, and any otheisfigovided will override the values that came
from the document.

This can be useful in situations where you have a Content yEamant System (CMS) that contains
metadata about a document that doesn’t actuadtur anywhere in the document. You can do a custom
dataload that pushes in the document, and the custom Tesefiption/etc.

Additional Fields

Each profile-specific Additional Field is optionally sentarsingle element named after the field, with the
XML namespace prefin. The value of the field is the content of the XML element. Nbi& theu XML
namespace prefix should be declared in the «ddtunderstoneReplication> node, as shown
earlier.

For example, anteger field Quantity and aText field State may be given as:

<u:Quantity>57</u:Quantity>
<u:State>NY</u:State>

Other Details
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The optionakRefs> element lists the links (references) from the given docufenparent-child linking.
Its text value is a base64-encoded XML document with th@Wahg format when decoded:

<results xmins:dt="urn:schemas-microsoft-com:datatyp es">
<result>
<Url>http://www.mysite.com/dir/page.htmli</Ur|>
<Ref>http://www.mysite.com/dir/otherpage.html/</Ref >
</result>

</results>

Each<Url> should be the same as th&rl> in the above<item> block. The<Ref> is a single link
from the page. Only oneRef> may be listed pexresult> ; additional links should be sent with
additional<result> elements.

The optionakErrors> element contains any errors to be logged for the documerte tHat this may be
empty or not present if no errors are to be logged. Its texteved a base64-encoded XML document with
the following format when decoded:

<results xmins:dt="urn:schemas-microsoft-com:datatyp es">
<result>
<Url>http://www.mysite.com/dir/page.htmli</Url>
<Reason>Document not found: 404 (Not Found)</Reason>
</result>

</results>

As with the<Refs> element, thecUrl> must correspond with the origingltem> <Url> , and multiple
errors must be listed in separateesult> elements.



164 CHAPTER 4. PROCEDURES AND EXAMPLES

Reply Format

The response to a DataLoad request is an XML document:

<ThunderstoneReplicationResult>
<ItemResult>
<rid>000000000</rid>
<Type>D</Type>
<DP>1</DP>
<Status>OK</Status>
<Info>Not found</Info>
</ltemResult>
<Rows>1</Rows>
<Version>Version 5.01.1234567890 20051010 (...)
2005-10-10 12:34:56</Version>
</ThunderstoneReplicationResult>

The elements are;

e <rid> The replication id. Ignored.
e <Type> The action type specified in the request.

e <DP>The number of URLs deleted by<dype>DP</Type> action. Element is not present for
other<Type>.

e <Status> Result code:

OKSuccess
FAIL_UNKNOWNTYPEhe<Type> was not recognized
NODATANo parsable data in request

Not Allowed Sender is not &luster Member

No Profile Noprofile setinrequest POST

FAIL Failed, unknown reason
e <Info> Optional additional message; eMot found if a non-existent URL is deleted
e <Rows>How many requestitem> s were processed.

e <Version> Version and release date of the software.

Once data has been successfully loaded onto the SearcraApgliif the profile has any receiver profiles
defined undeReplication Settings , the data will also be queued for replication to those remsiv



4.20. ADDITIONAL FIELDS 165
Dataload SOAP API

There is a SOAP API available for dataload, allowing you te asSOAP library to communicate with the
Search Appliance. For an overview of SOAP, Please seS@#&P API (p. 173).

The WSDLs for the dataload API can be found on Ehefile Tools page. Providing these WSDLs to
whatever tool your language uses, such as Visual Studisetd.exe program, should generate the
necessary wrapper class.

The parameters are defined within the WSDL itself, and arergdlg the same as mentioned above in the
Submission FormatandReply Formats, with a few exceptions:

e The entire transactions are wrapped by SOAP envelops andpHevel elements are called
dataload anddataloadResponse instead ofThunderstoneReplicationResult ,
respectively.

e Thedataload element contains profile  element in addition to all thkem s.

C# Example Project

A C# example project is available that demonstrates usitly the search and dataload SOAP interfaces. In
theSystem -¢ Advanced Tools section of the administration interface, cho@sdra Downloads

and thenThunderstone Soap Example . Instructions are listed on that page and within the zidfitse
for how to use the project.

4.20 Additional Fields

4.20.1 Overview

The additional fields feature in the Search Appliance allgasto define structured data that can be
searched on, sorted by, and included in the results wheg asirXSL stylesheet. Typical uses might
include having prices, dates or ratings associated witkldlcements.

4.20.2 Populating

To populate Additional Fields they should first be definechimAdditional Fields section ofAll Walk
Settings You can specify a name, which is used as the name of the XMhezi¢ when displaying the
results, as well as when using the DatalL.oad API.

Once the field has been defined it can be populated eitherevidtal. oad API or through theata From
Field settings section. The fields are positionally numbered,yardcan load Extra Field 1, 2 and/or 3 from
the page that is read. If you are loading frordraeta> field you will typically want aREX Searchof .+

and theFrom Meta Field you are loading from.
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4.20.3 Sorting

To sort results by an Additional Field, use theler form variable. To specify the first Additional Field set
the value taafl , for the seconé@f2 and for the thirdaf3 . To reverse the sort order you add #o the
value, i.e.afld , af2d , af3d .

4.20.4 Searching

See theAdditional Fields section inlssuing a Query Programmatically (p. 146) for information on
specifying additional field searches in the URL.

421 DBWalker

421.1 Overview

The Texis DBWalker module provides a walkable HTML inteddo a remote database. If there is a
database server somewhere which has a JDBC driver, DBWzdkeserve up that database via HTML,
which can then be walked by the Search Appliance or viewedskysu DBWalker can be configured to
print all records on a single page, or to provide an “indexjgwhich creates links to individual pages,
each of which shows a single record of the table.

DBWalker is different from the normal idea of an “import” inuttiple ways:

e DBWalker does not do any actual “importing” at all - it simppables a way to view parts of a
database through a website. It's still up to the Search Appk to walk the given website and index
its content.

e The idea of ‘import’ implies a one-time action. Because DB&®Baprovides a HTML interface, it can
be used to keep up to date with changes to the remote datdbasingle record in the remote
database changes, then DBWalker's HTML interface will Bfedint, and a refresh walk by the
Search Appliance will see this and change its internal iraordingly.

JDBC connections are cached across HTTP requests. Thenfiesatrequest for a configuration is received,
it establishes a JDBC connection and keeps it for 5 minutesdther request for the same configuration is
received, it will re-use the same connection. This greatlyamces the Search Appliance’s walking speed,
and keeps from bogging down the remote database with urssgasonnect/disconnect activity. JDBC
connections are closed after 5 minutes of inactivity.

4.21.2 Configuration Overview

DBWalker uses multiple individual configurations for théfelient databases and tables it needs to talk to.
Each configuration describes a single group of settings imgle table in a single database. It is possible
to have multiple configurations use the same table and dsgabafor example, you can have one
configuration list the entire contents of a table, while arottonfiguration limits the data to a certain range.
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Each configuration specifies which database to talk to wittpa {‘PostgreSQL”, “Oracle”, etc., which
determines what JDBC driver to use), a JDBC connectiongs{rrich specifies things like host, port, and
database), a username, and a password. The configuratiomlswspecify which table is to be read, and
can optionally specify which columns to read (defaults th ahy filter for the data (by way of WHERE
clause), and a key field.

If no key field is specified, then DBWalker won't know how to guaely identify rows, so it will print all the
data on a single HTML page. If a key field is specified, then DBAfawill create an index page, which
lists only the key field column. Each row’s key field is listexlaalink back to DBWalker, which will give a
page displaying all of the selected fields of only that recditus allows more fine-grained indexing and
searching in large tables.

4.21.3 DBWalker Output Overview

The DBWalker's internal libraries produce XML output. Tlggransformed into HTML via a XSL
stylesheet, which is changeable on a per-configuratiors b#len a request is received that endsiml ,
DBWalker will return an XML document with a reference to anlX8ylesheet on the DBWalker server
(which modern browsers will automatically fetch and apply)

However, if a request is received with the extensiotml , DBWalker will apply the stylesheet server-side
before the client ever sees it, and hand the resulting HTMhbécclient. This is useful for clients that do not
apply XSL transformations to XML documents (like the Seaigipliance).

4.21.4 DBWalker Authentication Overview

There are two ways to do authentication with the remote dabAuthentication information can be stored
in the config file, or it can be provided dynamically.

If a username and password are provided in the configuratien,that user/pass will be used for every
request for that config. This has the advantage that usees have to input a username/password, but also
has the security disadvantage that anyone who opens théevels see the data. Depending on the
contents of the database, this may or may not be significant.

The other option is to not include a username or passworceicahfiguration. When DBWalker is invoked
by in this situation, it will prompt for a username/passwrih Basic authentication). If the remote
database accepts the credentials, the page is displayetheF8earch Appliance to walk these pages, it will
have to know a valid username/password for the pages. Thigpjdied in the_ogin Info of All Walk
Settings((82).

This integrates well with Results Authorization. if the 8dBAppliance’s search is set to use Authorized
Search Results with “Prompt via Form”, the credentials automatically be verified with DBWalker.

To summarize a few key points:

¢ If you include a username and password in the DBWalker coafigone will be able to see the
results, including searches wiesults Authorization in use: any user’s login will work
since the correct user/pass is “built in” to the DBWalkerfapn



168 CHAPTER 4. PROCEDURES AND EXAMPLES

¢ If no user/pass is included in the config, then users will Hav&upply their own username/password,
and the config can be used properly wiRBsults Authorization

¢ If no user/pass is included in the config, be sure to put a vea@name/password in
theLogin Info  (pg. 82) section of any profile that uses it so the Search Appé is able to index
the content. If the Search Appliance can't see the restiis), ho searches will find it!

4.21.5 Obtaining DBWalker

DBWalker is obtained througBystem -¢ Update Software . Thej2re update must be installed prior
to theDBWalker update. Please see t@etting Software Updates(pg. 140) for details on installing
software updates.

4.21.6 Managing DBWalker

e At main menu, clickSystem , thenDBWalker Settings / Status under Manage Modules.
The main DBWalker Administration interface is divided irfBsections:

e DBWalker Status

This shows whether the DBWalker is currently enabled, asd iivhat the process ID is. A button is
provided to enable or disable the DBWalker, whichever idiegble.

A link is also provided to th®BWalker Global Options page.

e DBWalker Configurations
This section lists all the configurations available for DBMga. It shows the configuration name, what

type of database it uses, its table, and its JDBC connedtimyslif the DBWalker server is currently
running, the name of each configuration will be a link to thadfiguration’s DBWalker page.

Here you have the option to edit or delete any configuratiod,ta create new ones with the “Create
New Configuration...” button at the bottom. Please see the

Managing DBWalker Configurations section below for more information on managing
configurations.

e DBWalker Stylesheets

This section allows you to manage the XSL stylesheets that/8lBer uses. You can add, delete, or
modify, or view stylesheets here. Please seeiaaaging DBWalker Stylesheetgpg. 172) below
for more information on stylesheets and how to manage them.

4.21.7 DBWalker Global Options
The DBWalker Global Options page lists settings that affdlatonfigurations, usually involving the
DBWalker environment.

These are considered “advanced” settings and should oely tacbe changed if advised to by
Thunderstone Support.
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e LoglLevel

This affects how much information is written RBWalker.log . Each level includes all levels
above it.

— SEVERE Errors that cause the DBWalker to fail, giving it no changeantinue. These
include errors reading the server config file, server soakets errors setting up the JDBC
classloader, etc.

— WARNING errors that cause an individual request to fail, but allbev$erver to continue on
servicing other requests. These include individual cotimesocket errors, individual
configuration errors errors, unexpected SQL errors, etc.

— INFO - This is the default logging level. Logs errors that are pitall caused by malformed
clients, or other things that we think an admin should knoawgbincludes clients giving
malformed HTTP headers, requesting nonexistent configgisstartup/shutdown notification,
etc.

— CONFIG- reports all information being read from configuration files

— FINE - More fine-tuned book-keeping without going into detailsatindividual
classes/methods. Includes worker/socket assignmenkewpool manipulation, cache
manipulation, enter/exit of JDBC methods.

— FINER - reports run/stop/resume of individual threads, moreildetdworker processing of
socket.

— FINEST - Kitchen sink and then some. This will cause the log to filiweuickly with
superfluous information during normal operation, and igsetl/not to be used unless requested
by Thunderstone Support.

The default value ofNFO is fine for normal operation.

e Max JVM Memory

This allows you to increase the maximum amount of memory,egabytes, that the JVM will allow
itself to allocate. If you are working with very large tablsd gettingDutOfMemoryException
errors, them you may need to increase this. The default veleéMb.

Note that this value is not the amount of memory that will beniediately allocated by the JVM - it
will only allocate as much as it needs. This simply providesipper limit on how much memory will
be used.

e Accept Debug Connections

When working with Thunderstone Software, this can assitértroubleshooting of DBWalker
problems. There’s no reason to set this unless ThunderSiopgort tells you to.

4.21.8 Managing DBWalker Configurations

Choosing to either edit a configuration or create a new orestg&u to a listing page where you can change
the facets of a configuration.
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e General Information

The General Information section contains things that dpertain directly to the remote database
itself.

— Configuration Name
If you're creating a new configuration, you will be asked téegra name. It is used when

specifying which group of settings you want to use when DB&ais invoked, but has no
bearing beyond that. Names may contain letters, numbesbhedaand underscores (no spaces).

— Stylesheet

Specifies which XSL stylesheet to use. You can only use $tgkds that you've already
uploaded. Please see thianaging DBWalker Stylesheetqpg. 172) for more information.

— Max Rows per Page

Sets a maximum number of rows to use on a single index padeeri are more rows than is
allowed on a single pagaext andback links are used as necessary to see the rest of the links.

This is because if a table contains 10 million rows, just gatireg the index page can take huge
amounts of time. DBWalker can be told to only deal with 100s@wa time, keeping it from
getting bogged down.

— Appliance Link

If you are using an internal interface to access the Seargiigke’s administrator interface,
this can allow you to force the DBWalker to be walked throughirdgerface that will be visible
to external users. Usually the default for this will be fine.

If administrators are accessing the Search Appliance gfiram internal-only interface, let's say
internalonly.mysite.com , then the DBWalker will get walked as
http://internalonly.mysite.com/texis... . This will work fine for the walk

itself, but when external users use search, they will sadtsasferencing
internalonly.mysite.com , Which they won'’t be able to access.

By setting Appliance Link to something likeww.mysite.com/texis (or whatever
external users will be able to see), then the DBWalker witlhvgalked with the proper links.

e Database Information

The database information section collects informatioruabow to connect to your remote database.

— Type
This determines which JDBC driver will be loaded. DBWalkermes with support for
Oracle , Microsoft SQL Server , Sybase , PostgreSQL , MySQL andTexis .

TheOracle (dedicated) type is used to connect to an Oracle database through
dedicated mode instead of the defaukhared mode . There is a slight performance
disadvantage to this, and should only be used when the oyddracle type does not work.

Alternatively, you can sele¢idbcConnect] as the type, which lets you manually enter the
JDBC Connection String. Thdost , Port , andDB/Service values are all contained in the
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JDBC connection string, so tlgonnect String  field replaces all 3 of them.
— Host /Connect String  The contents of this field depend on whafpe you have selected.

Database Type field contents

Oracle, Sybase, PostgreSQL, MySQL,|othe hostname of the machine you're can-
MS SQL Server necting to, or its IP address.

Texis the hostname and full path to the

JDBC script on the remote server, ile.
host.mysite.com/texis/jdbc

[[dbcConnect] the full IDBC connection string.
If the type is[jdbcConnect] , then this field iConnect String , which lets you specify
the full IDBC connection string. This is useful if you alrgdahow the JDBC connection string
for your remote DB and don’t want to have to break it down inbsthame, port, etc. The exact
formatting of this string differs for each remote databaget

— Port The port number that the remote database is listening to.
Oracle, Sybase, PostgreSQL, MySQL,|othe port to use, or leave blank for the de-

MS SQL Server fault.

Texis unused, already specified as part of the
_ Host field _

[[dbcConnect] unused, already specified as part of the

Connect String  field.

— DB/Service The contents of this field is dependent on your database type.
Sybase, MS SQL Server, PostgreSQL | dhe name of the database you want to cpn-

MySQL nect to.

Oracle the name of the service to connect to.

Texis the full path to the remote database,
i.e. C:\morph3\texis\testdb\ or
/var/db/testdb

[[dbcConnect] unused, already specified as part of the

Connect String  field.

— Username

The username to give to the remote database. If this is kfikblusername/password will be
asked from the user when a request is made. Please see thedIR&\Wuthentication
Overview” section (pg. 167) for more information.

If connecting to a Microsoft SQL Server database, it's guegio enteDOMAIN\user as the
username to use domain authentication, wiED®AINS the domain that the server belongs to.
— Password

The password to give to the remote database. If this is laefihjlusername/password will be
asked from the user when a request is made. Please see thedlR&\Wuthentication
Overview” section (pg. 167) for more information.

e Table Information

The table information section collects information abdgt table that you want to access.

— Table
the name of the SQL table you want to retrieve data from.
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— Fields

An optional list of fields to retrieve from the table. By delfaall fields are retrieved. This is
specified as a comma-separated list, as you would use in tfirenirey of a SQL query.

— Where clause

Allows you to limit the data returned by DBWalker. It is natlited to using the fields specified
in thefields  section. The where clause should not contain the SQL keyWaiERFust the
conditional clause. For example, if your table has an id andrae, you could sdtields to
nameandWhere clause toid>100 to only get names of records where the id is greater
than 100.

— Key Field
Specifies the “key” field of the database. This field shouldtde 8 uniquely identify each

record in the table, allowing DBWalker to create a list okBrto each record from a single
index page. If no key field is specified, the entire contentheftable will be displayed.

4.21.9 Managing DBWalker Stylesheets

XSL Stylesheets allow you to customize the way the DBWalksults are presented via HTML. They are
applied either server-side or client-side, as detailetiéDBWalker Output Overview  section (pg.
167) above.

Here you can can edit or delete stylesheets, or upload nesv trihe DBWalker server is running, you can
view any stylesheet by clicking that stylesheet’s name.

e Uploading XSL Stylesheets

Beneath the list of current stylesheets isth#oad Stylesheet Here you can browse to.&sl file
and upload it to the Search Appliance.

If the file already exists, th®verwrite existing box must be checked when you upload, to
make sure you acknowledge the old file will be overwritten.

e Editing XSL Stylesheets

There are two methods for edit XSL stylesheets. The simplagtis to click on the “Edit” button
next to a stylesheet. This provides a page with a large test #fvat contains the contents of the
stylesheet. Make your changes and click “Save” to save taegds.

If you're doing heavy development to a stylesheet, you'ilq@ably find working in a text area very
limiting. Alternatively you can download the stylesheey @icking on its name on the main
DBWalker page), make the changes you want locally with yoafgered XSL editor, and re-upload
the file. If further tweaks are necessary, simply change thaufid re-upload it as much as necessary.

4.21.10 Adding Configurations to Profiles

To get the contents of a DBWalker config searchable, you dadoibe or more profiles, where it will be
walked with the rest of the profile.
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OntheAll Walk Settings page (pg. 58), there is a multi-select box listing all of DBkeéa's
configurations. Simply select all the configurations you lddike to be included in that profile, and they
will be walked.

4.22 SOAP API

4.22.1 SOAP Overview

The Simple Object Access Protocol (SOAP) is a W3C (World Widkh Consortium) recommendation that
essentially allows for Remote Procedure Call (RPC) fumetiity over HTTP, via XML. (This is a
simplification of the 120-page SOAP spec, but it suits ouppses). SOAP web services provides a
systematic, defined way of communicating function requastsresponses over a network transport.

SOAP interfaces are described by another W3C recommend&8DL documents - Web Services
Definition Language. WSDL documents are the prototypes @hB functions. They define what
parameters are expected to the functions, what formatararey allowed, what will be returned, etc. Given
the WSDL of a SOAP web service, programs can generate the clele that interacts with the services (as
is demonstrated in the C# example project later).

Specifically for the Search Appliance, the SOAP interfaavidles, when using a language that has a SOAP
API, a way to invoke a search and on the Search Appliance aedtidata as if it were a local function call.

4.22.2 SOAP APl vs. XML Output

The SOAP interface provides functionality very similar be t’ XML output” search interface. So why use
one as opposed to the other?

Use SOAP if the language you are writing has a SOAP interfaagable for you. Many languages and
environments (including Visual Studio) provide SOAP toekhere you provide the WSDL to the
webservice, and it will generate “wrapper” classes for yalowing you to interact with the Search
Appliance as if it were simply a local function.

If whatever development environment you're using doesarteha real SOAP interface, then use the XML
APl instead of the SOAP API. All the added information/rutédsSOAP that make it easy for programs to
exchange data will instead make it more cumbersome to usaathan

4.22.3 Getting the WSDL

The WSDLs can be found on tf8oap Tools page for the profile. It links to the Dataload WSDLs and a
search WSDLs, which lets you choose either a WSDL for thidilprar for all profiles (as explained
below).
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4.22.4 Global vs. per-profile WSDLs

When viewing search WSDLs, you have the option of requestidgSDL specific to a single profile, or a
global All Profiles WSDL, which can be used for any profile.

If you do not make use of Additional Fields, then there will beno difference between per-profile and
global WSDLs.

Both per-profile and global WSDLs refer to the same searehfate. The same SOAP response is
generated for both WSDLs. The only difference is in how djettie WSDLs are - per-profile WSDLs
specify which Additional Fields occur in the results, bug tilobal WSDL must usexsd:any> as a
catch-all, as the Additional Fields may change from one lgrédi another.

Which you use is a trade-off that you must decide on.

e per-profile WSDLs

— AdvantageAdditional Fields for the profile are “hard-coded” in the WSIiself, so a SOAP
client consuming the WSDL can make better use of the Addatiields.

For example, if your profile has Additional Fields callpdce andlocation ,thena
per-profile WSDL will specify that each result contaigrice> and<location> elements.
WSDL tools can do things like declaresponse.price andresponse.location

variables.

— DisadvantageBecause the per-profile WSDL is specific to that profile’s Aiddial Fields, a
different WSDL must be used for every profile you want to iatewith. If you're interacting
with many different profiles (or it often changes), an gloB& DL may be better suited.

e Global WSDLs

— AdvantageTheAll Profiles wsdl can be used for any profile. This is better if your
application needs to query multiple profiles, or if you domark with Additional Fields.

— DisadvantageAdditional Fields are represented in tA# Profiles WSDL with
<xsd:any> , which allows it to not declare which Additional Fields wiltcur in the XML (as
it may change from one profile to another).

This means that programs consuming the WSDL cannot knowhauiditional Fields will be
returned, and will instead do things like offer an array ofdidnal Field XML elements that
you must manually loop over to find the ones you want.

4.22.5 Configuring the SOAP Interface

The WSDL for the Search Appliance is accessible in the fabgWwJRL path from the Search Appliance:
ftexis/ThunderstoneSearchService/describe.wsdl

This link is also available from th&ools -¢, SOAP Toolsmenu page in the admin interface.
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Dataload SOAP API

The Dataload SOAP API takes the same parameters as the rimtabdad API, please see the
Submission Format (p. 159) andReply Format (p. 164) sections, with a few exceptions:

e The entire transactions are wrapped by SOAP envelopes andpHevel elements are called
dataload anddataloadResponse instead ofThunderstoneReplicationResult ,
respectively.

e Thedataload element contains profile  element in addition to all thkem s.

4.22.6 C# example project

A C# example project is available that demonstrates usiagélarch SOAP interface. In tBystem-¢
Advanced Toolsof the administration interface, chooBgtra Downloads , and then
Thunderstone Soap Example . Instructions are listed on that page and within the zigfitee how
to use the project.

4.22.7 SOAP Links for Languages

This section contains links for recommendations of SOAPemgntations in other languages.
Thunderstone makes no guarantees to the completenessdlitr giihese projects, we simply provide links
for convenience.

e ASP.NET - the same C# API code can be compiled into a .NET adgeand used from an ASP.NET
page. Please see the Windows Communication Foundatiomamtation for more details.
— http://msdn.microsoft.com/en-us/library/dd456779.as pXx

e Perl - SOAP::Lite for Perl is a collection of Perl modules alhprovides a simple and lightweight
SOAP interface.

— http://www.soaplite.com/

e Python The Web Services for Python Project provides libsainplementing the various protocols
used when writing web services including SOAP, WSDL, ane@otklated protocols.

— http://pywebsvcs.sourceforge.net/

e Java - The Java API for XML Messaging (JAXM) provides a frarogifor sending and receiving
SOAP messages.

— http://java.sun.com/webservices/jaxm/
e C++ - Apache Axis C++ can be used as a client for SOAP servers.

— http://axis.apache.org/axis/cpp/clientuser-guide.ht mi
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4.22.8 SOAP API search Reference

Three of the functions for searchinge@arch , which performs a normal searamorelLikeThis , which
finds similar pages, anshowParents , which shows which pages link to a page) take similar pararaet

e jump - number of user-visible results to skip. 0 would return tingt foage of results, 10 the second
page, etc. (assuming 10 results per page).

e order - specifies how the results should be ordered. Possibles/aheer - sort by relevance
(default)dd - newest pages firsta - oldest pages first

RankKnobs structure

There’s an optional “rankKnobs” parameter for many of thections that can specify how things should be
ranked (each function notes whether it accepts rankKna@tkdf these can be set from 0-1000, where the
higher the value, the more heavily that aspect is weighed;jsthe default. These parameters correspond
directly to the “Ranking Factors” settings on the Advancedr§h page.

RankKnobs has the following parameters:

e order -importance of the words being in the proper order

proximity - importance that the words are close together

dbFreqg -importance of the frequency of a word in the database

docFreq - importance of the frequency of a word within the document

leadBias - importance of closeness to the start of the document

search

This performs a normal search based on the query/queriggptb

Parameters:

e profile - Required. Specifies which profile you're working with.

e query - Required. The Metamorph query to search for.

The following parameters can be provided to further refimesimarch:

e urlQuery - Used for URL Prefix queries. Corresponds to the defaultcbeiaterface’'suq
query-string variable (p. 145).

e depthQuery -the maximum depth that would be allowed. Supplying a valug would only
return pages that are no more than 3 clicks away from a Base ORiresponds to the default
interface’sdqg variable.
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e categoryQuery - numeric index for a category to use. 1 is the first categdcy,@orresponds to
the default interface’sq variable.

e proximity - specifies a required proximity for the words in the queryrr€gponds to the default
interface’sprox variable. Possible values are:

— page - words must occur on the same page (default)

— paragraph - words must occur in the same paragraph
— sentence - words must occur in the same sentence.
— line - words must occur on the same line.

e authUser - Username to use for Results Authorization, when using the
Basic/NTLM/file - prompt via form authorization method.

e authPass - Password to use for Results Authorization, when using the
Basic/NTLM/file - prompt via form authorization method.
Thesearch function may also use the rankKnobs structure (section.§,22 176).

Additional Fields

Thesearch function may also take a number of Additional Field paramsetas described in the
Searching Additional Fields section (p. 65).

Response

The SOAP output of the function is described in the XML Eletsen Search Results section (4.13.3,
p. 147).

moreLikeThis

moreLikeThis  returns results that are similar to a result already found.

Parameters:

e profile - Required. Specifies which profile you're working with.

e id - Required. the id of a single URL, returned from a previougcfion.

ThemoreLikeThis  function may also use therankKnobs> structure, as described in section 4.22.8,
p. 176.

The output of the function is described in the XML Elementthia Search Results section (4.13.3, p. 147).
showParents

showParents lists all the pages that link to a previous retrieved seagshlts.

Parameters:
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e profile - Required. Specifies which profile you're working with.

e id - Required. the id of a single URL, returned from a previougction.

The output of the function is described in the XML Elementthie Search Results section (4.13.3, p. 147).

getCompletions

getCompletions  retrieves potential completions for a partially typed qudircan be used by a custom
client to implement autocomplete as the user is typing.

Parameters:

e profile - Required. Specifies which profile you're working with.

e term - Required. The partially typed term to get completions for.

Output: Zero or mor€ompletion elements are returned. Their text content is a potentialpéetion,
and each completion has attributes:

e profile - the profile this completion came from.

e score - the score for this completion. Completions are ranked r&ieg to score, which can be
derived from occurrences in the content, queries, and lseeser clicks.

4.22.9 SOAP APl admin Reference
login

Parameters:

e username - the user being logged in

e password - the password for the user

Returns:

e authToken - an authentication token for use in further requests

login logs you in to the appliance, supplying you with an authextitbm token that will be included in all
further requests to show that you're logged in. All other AdiB8OAP API calls require an authToken for
use. It's sent in further requests via a SOAP Header.
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listProfiles
Parameters:
e none
Returns:
e ProfileName - an array of profile names requests

Returns a list of all profiles that currently exist on the &mte. If no profiles exist, a successful response
with no ProfileName sis returned.

getProfileStatus
Parameters:
e Profile - name of the profile
Returns:
e ISRunning - whether or not the walk is currently running, setioe or false

Returns information about the profile, currently just wiegthr not the profile is running.

addProfile
Parameters:

e Profile - name of the new profile

Type (optional) - the type of profilestandard or metasearch . Defaults tostandard

CopyOf (optional) - name of the profile to copy

ParametricField - unused in the Search Appliance

PrimaryKey - unused in the Search Appliance

e Dataspace - unused in the Search Appliance
Returns:
e Success - will be set took, indicating the profile was created successfully.

Adds a new profile to the Search Appliance. If there’s any lemob(already exists, invalid profile name,
etc), a SOAP Fault will be thrown.
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deleteProfile

Parameters:
e Profile - name of the profile to be deleted
Returns:
e Success - will be set took, indicating the profile was deleted successfully.

Deletes a profile from the Search Appliance. If the profilendidxist, the call will still succeed.

getSettings
Parameters:

e Profile - name of the profile. To get System Wide Settings, [$ESTEM
e Name(optional) - array of setting names to get. If Mameis provided, all settings are returned.

e TestOrLive (optional)- whether to return the test settings, or live settings. Rstlive settings by
default.

Returns:

e Setting - an array of name/value pairs for the requested settingsesdOrLive  attribute on the
settings indicate whether this applies to test, live, ohbot

Gets a list of settings for the requested profile. You canestgjane or more specific settings by passing in
Nameparameters, or get all settings by not supplyifgaane

Some settings have test and live versions. You can requésh weérsion you'd like (defaults to live), and
the returned settings indicate whether they apply to telster“Both” indicates that setting doesn’t have
different test and live versions.

setSettings
Parameters:

e Profile - name of the profile. To set System Wide Settings,!@8STEM

e TestOrLive (optional)- whether this should apply to test settings, live setting$oth. Defaults
to both.

e Setting - multiple name/value pairs of settings that you'd like tb se
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Returns:
e Success - settook, indicating the settings were set properly.

Applies an array of settings for the given profile.

If there is any problem (such as an invalid setting name) ynaare of the settings, a SOAP Fault is returned,
and NONE of the settings are applied. This allows you to twibakproblem settings, and re-submit the
entire batch again, without having them “partially appliadbetween.

getTask

Parameters:
e Id -id of the task to get
Returns:

e Taskinfo - a structure of information about the task

Id -id for the task, can be used in further requests

Pid - Process ID of the task, may b if task hasn't started
Profile - Profile for the task, otfSYSTEMfor system-wide tasks

Action - the task’s main action, defines its behavior (dispatchatgiddex, etc)
— Status - the task’s current status, possible values are:

x queued - task is waiting to be run by the task monitor
x starting - task has been launched and is starting up
x running - task is running

x finished - task completed successfully, deetail may contain more information
about its exit

x incomplete - task exited before completing everything it coultttail  explains the
reason for early exit (user canceling a walk, etc)

x died -task ended abruptly and did not unregister itself, or tloee@ss was killed by
another program.

— Db- notes which of the internal databases the task is operatirigr the profile. May béNONE
for system wide tasks, StNKNOWNM the task is still starting and hasn’t set a database yet.

— DbRole - currently unused

— ParentType - defines the type of parent recorded for launching this taskeParentData
below for values and their meaning.

— ParentData - Additional information about the process that launches tidsk, its content
depends on thRarentType
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x If ParentType=task ,thenParentData contains the id of the task that launched this
task.

x If ParentType=web ,thenParentData contains the name of the Appliance function
that was invoked through the web to launch this task.

x If ParentType=cli  ,thenParentData contains the name of the Appliance function
that was invoked through the command line to launch this. task

x If ParentType=unknown ,thenParentData is the process id that launched this task.

— Args - The arguments that were used to launched this task, cam oudtiple times for
multiple arguments.

— Started - The dateTime this task was started. It will not be presentasks that are queued
or are still starting.

— Updated - The dateTime this task last updated its information. Mask$ should update
regularly, although may go long periods of time without uptduring long operations.

— NextRun - currently unused

— Schedule - currently unused

— Description (optional) - Additional information on what the task was launched to 8ome
actions don't need a description (likpdateindex ), but others can provide additional
information fvalk lists its Base URL, etc).

— Detail - For running tasksDetail may contain additional information about what the task
is currently doing (building indexes, etc).
For finished taskd)etail may contain additional information about the reason thie ¢éaied.
Progressinfo - Some tasks provide additional progress information, siscivalks or
replication senders.

x Attempted - the number of items attempted (pages attempted to be tktitbens sent

for replication, etc).

Saved - the number of successful items

Errors - the number of items that encountered an error

Bytes - the number of bytes transferred or processed

TodoCurrent - the number of items to do at the current depth

TodoNext - the number of items to do at the next depth

LoadAttempted1Min - the average items per minute attempted, weighted towheds t
last minute

LoadSaved1Min - the average items per minute saved, weighted towards shelaute

x LoadAttempted15Min - the average items per minute attempted, weighted towheds t
last 15 minutes

x LoadSavedl5Min - the average items per minute saved, weighted towards hé&3a
minutes

x LoadAttempted1lHour - the average items per minute attempted, weighted towheds t
last hour

x LoadSavedlHour -the average items per minute saved, weighted towards shbadar

O SR S R S

*

getTask retrieves information about a specific task that is runningas been run. The id likely comes
from a previougetTasks call, where checking again can be done more efficiently bingithe id
exactly rather than the same criteriagiet Tasks
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getTasks
Parameters:

e Profile - the name of the profile to get tasks for,!8Y STEMfor system-wide tasks, 6ALL for
all tasks.

e Scope (optional) - defines what tasks to get. Possible values are:

— running - return only running tasks. This is the default when usBgSTEMor !ALL for
Profile.

— recent - return tasks since the most recent crawl or import. Thieesdefault for individual
profiles.

— IALL - all tasks, running and finished.
¢ Db (optional) - which profile database to retrieve tasks for. Possibleegére:

— live - the profile database currently being used for search.

— other - if a Newwalk is running, this retrieves tasks for the walking datsyanot the live
search database.

TheDb parameter is unused with Profile valued®¥STEMand!ALL .

e Max (optional) - the maximum number of tasks to return, defaultslto(unlimited).
Returns:
e Taskinfo - an array of structures of information about the task,get@ask for details.

getTasks retrieves information about tasks that are running or haamlyun. This can be used to keep
tabs on what is running on a machine, or to tell when a spedaififil@ has all of its tasks completed.

getThesauruses
Parameters:

e None
Returns:

e Thesaurus - an array of Thesaurus information

— Name- name of the thesaurus
— Permutations - what permutations apply to this thesaurus
— NumProfileUsing - the number of profiles that are currently using this thassawur

Returns information about all thesauruses that exist irséerch Appliance.
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setThesaurus

Parameters:

¢ Name- name of the thesaurus. If this thesaurus already existsl] ibe replaced.

e Permutations - what permutations apply to this thesaurus. Possible saue-ull | Single
or None. Defaults toSingle

e Verbose (optional)- If settoY, verbose output of processing the thesaurus content witiddeded
in the response.

e Content -the text content that should be used for the thesaurus.h8eehesaurus section for
details on the format (4.3, p. 139).

Returns:
e Output - output of the thesaurus processing operation. Any errdrdavlisted in the text.
Creates or updates a thesaurus in the Search Appliance.dBeated, a thesaurus can be used in a profile

by setting itsSSc_eqprefix  or SSc_uegprefix  to this thesaurusName

deleteThesaurus

Parameters:
¢ Name- name of the thesaurus to delete
Returns:
e Output - output of the thesaurus deletion operation. Any errorshyellisted in the text.

Deletes the thesaurddame Any profiles using this thesaurus will have their settinggarly cleared.

4.23 Thunderstone ISAPI Proxy Module

4.23.1 Overview

The Thunderstone ISAPI Proxy Module is an 1IS add-on thaiadlyou to proxy requests through another
machine.

Users’ search requests are not made directly to the SeanglvApe, but to the Proxy Module, which then
passes the request along to the Search Appliance.

The Proxy Module also has an optional AuthProxy, which afldiae use of automatic Active Directory
credentials when authenticating the Search Appliancekeasults. Internet Explorer will be configured to
automatically pass along the authentication informatadlowing for Single Sign On. The Search
Appliance communicates with the Proxy Module to authorfeeresults.
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4.23.2 Requirements

e |IS8 doesn’t come with IIS by default, make sure Web Server (l11IS)\Web Server role
has been added.

¢ |IS’s web server role doesn't include ISAPI Extensions bfad#. Add the feature
Web Server (11S)/Web Server/ ~
—Application Development/ISAPI Extensions to the role.

For the Proxy Module with the authProxy:

The Proxy Module with authProxy machine will need to be adwddternet Explorer’s
Local Internet zone, so if you have a server already listed there, you may wwarse it.

This must be a separate machine from the Search Appliandghamachine the Proxy Module is installed
on must be a member of the Active Directory domain.

Ensure that the machine that the authProxy is being indtalteis a secure machine. Because the Proxy
Module is dealing with authorization functionality, a uséth Administrative privileges could potentially
tamper with operations.

4.23.3 Installing the Proxy Module

Before installing the proxy module the only thing you needtrow is:

e The full hostname of the Search Appliance machine (ugnderstone.mysite.com ) that the
Proxy Module will be communicating with.

You can download the installer that contains the Proxy Medauld authProxy from the Search Appliance
machine. In the&system-¢ Advanced Toolsof the administration interface, chooB&tra Downloads
thenThunderstone Proxy Module , and finally click theDownload setupProxyModule.msi

link for the installer. Once downloaded, the installer mustun on the Windows machine that you wish to
make the proxy.

When installing you will be asked for a few items:
e Destination Location - This is where the actual DLL for the proxy module and its sanfipg
files are placed.

e Target - The full hostname of the Search Appliance machine thatRhisy Module should
connect to.

4.23.4 Post-Install Setup

If you're using the authProxy, there are some configurattepssthat must be manually performed, as they
occur on machines other than the Proxy Module’s machinaselperform these before attempting to use
the Proxy Module with authProxy.
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Grant “Trust for Delegation” to the proxy machine

The machine that runs the Proxy Module & authProxy must b&ketbastrusted for delegation
by the Active Directory domain controller. This is necegdar the proxy to automatically “pass along” the
users’ authentication to the searched web sites.

e On the domain controller, go toStart - Programs - Administrative Tools -
Active Directory Users and Computers

e ChooseComputers on the left.

e Locate the computer that is running the Proxy Module, rigltk on it, and choos®roperties

e CheckTrust computer for delegation . A message box warning you that “this is a
security-sensitive operation and it should not be donesardninately” will pop up. ClickOK

e Click OKto close the machine’s properties, and close the
Active Directory Users and Computers window.

Configuring Internet Explorer for Passing Credentials

The Proxy Module & authProxy machine must be listed in InteExplorer'sLocal Internet security
zone for all computers using it in order to function propetyt is not in theLocal Internet , then
credentials will not be automatically provided. Even if ttredentials are entered manually, the Proxy
Module cannot authenticate with results when not listedhiarhet Explorer'd.ocal Internet

If the Proxy Module machine is already in thecal Internet settings, you may skip this step.

The following steps adds the Proxy Module machine to InteExplorer'sLocal Internet

e Start Internet Explorer.

e ChooseTools from the menu, and selebiternet Options
e Choose thé&ecurity tab.

e Choosd.ocal Internet from the list of zones.

¢ Click theSites button to edit the local internet.

e Click Advanced to manually add a site.

e UncheckRequire server verification (https:) for all sites in this
zone

e Enter the full hostname of your proxying machine, for exaaqgpbxyMachine.example.com
e Click Add to add the site to the Trusted Sites.

e Click Close to close theAdvanced window.
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e Click OKto close thd_ocal Intranet window.
e Click OKto close thdnternet Options window.

Internet Explorer is now configured to pass credentialse@tioxy machine. This is a per-user
configuration, and will need to be configured for any userithatuthenticating via the Proxy Module.

Configuring the Search Appliance

There are three things that must be done in the Search Applianconfigure it to accept authentication
information from the authProxy, one of them global and twager-profile basis.

Add the Proxy Machine to Cluster Members

The IP address of the machine that the authProxy is installedust be added to the list of
Cluster Members to tell the Search Appliance to trust the proxy machine.

Go toSystem -¢System Wide Settings , and enter the proxy machine’s IP address in the
Cluster Members field on a new line.

Make the Target Profiles Visible

The profiles that you want to search with the authProxy musel¢isible , which enables the profile for
things like meta searching and the proxy module.

e Select the profile in therofiles  page.

e ChooseSearch Settings on the left.

e SettheVisible setting toY.

e Click Update at the bottom.

Enable Results Authorization for the Target Profile

Also, Results Authorization must be enabled for the targefilp, if it's not already enabled.

e Select the profile in therofiles  page.
e ChooseSearch Settings on the left.

e Set the radio button foAuthorization Method to Basic/NTLM/file (occurs beneath
Login Cookies andLogin URL).

e Click Update at the bottom.
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4.23.5 Manually Configuring the Proxy Module

This section describes how to manually configure IIS for dsb@Thunderstone Proxy Module. The will
be described in more detail in the next section. Thisasnecessary for normal operations - these actions
are normally performed automatically by InstallShield njstallation. These steps are only necessary if
IIS’s configuration gets wiped out and needs to be redone.

The Thunderstone Proxy Module is an ISAPI Extension, twaifig the authProxy. They are assigned as
Global Application Maps to Virtual Directories in I1S. Alegquests to the directories are not be served from
the file system that the virtual directory points to, but&agt go through the Proxy Modull s.

One virtual directory is required per extensiaexis , which gets assignegroxyModule.dll ,and
authProxy , which gets assigneauthProxy.dll

If using the authProxytexis must have anonymous access disabled and Integrated Algttem
enabled, whileauthProxy must have anonymous access allowed (which is allowed byefa

These are the steps that must be done if you are manuallygsatfiillS for using the Proxy Moduléote
that these are done automatically by the installeland donot need to be manually done under normal
circumstances.

e Add thetexis virtual directory

Open the Internet Information Services (1IS) Manager

Right click on the web site and seledew -> Virtual Directory...
In theAlias box, entettexis

In thePath box, enter the real physical path you want the virtual doscto map to, and click
Next . the Proxy Module uses the directotyNSTALLDIR>/etc/ISAPI-virtualdir

by default.

Note that it doesn’t matter what directory is selected. Thisctory will never be used because
all requests will be intercepted by the Proxy Module. Theyoahson a directory must be
selected is because IIS insists thltvirtual directories map to a real physical location.

— Click OKto complete the wizard and return to th8 Manager window.
e Apply proxyModule.dll as a Wildcard Application Map

— InlIS Manager , click the web site, and double-clidghandler Mappings in the center
list.

— ChooseAdd Wildcard Script Map on the right.
— For the name, entérhunderstone Proxy Module

— Set the executable t&xINSTALLDIR>/etc/proxyModule.dll , in whatever location you
chose for proxyModule.dll during the install.

— When you hitOKto close that window, you'll be prompted witho you want to allow
this ISAPI Extension? ChooseYes.

— In 11S8, an additional step is required:
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x Right click on the new handler mapping, chodsdit...
x Click theRequest Restrictions button that wasn't present before.

x Uncheckinvoke handler only if request is mapped to: box and click
OK and accept allowing the extension again.

¢ Allow Double Escaping

— ForlIS 7:
x Click Start , typeNotepad intheStart Search  box, right-clickNotepad in the
Programs list, and then clidRun as administrator . If you are prompted for an

administrator password or for a confirmation, type your wasd, or clickContinue
x OntheFile menu, clickOpen, type

%windir%\System32\inetsrv\config\applicationHost.co nfig inthe
File name box, and then clidRpen.
x In the ApplicationHost.config file, locate tlequestFiltering XML element.

x Change the value of thalowDoubleEscaping property toTrue . To do this, use
code that resembles the following example code.

<requestFiltering allowDoubleEscaping="true">
x On theFile menu, clickSave.
x Exit Notepad.

— For lIS 8:
x In 1S Manager |, click the machine name, then double-cliRkequest Filtering in
the center list
x Click Edit Feature Settings... on the right
x CheckAllow Double Escaping on
x Click OK

e Configuretexis for authentication
Only necessary if using the authProxy.

— While still in thetexis Properties window for the new virtual directory, Select the
Directory Security tab.

— In the top section, labelefluthentication and Access Control , click the
Edit... button.

— UncheckEnable Anonymous Access and ensure that
Integrated Windows Authentication is checked

— Click OKto close theAuthentication Methods window.

— Click OKto close theexis Properties window.

e Add theauthProxy virtual directory
Only necessary if using the authProxy.

— Right click on the website and seledew -> Virtual Directory...
— TheVirtual Directory Creation Wizard opens. ClickNext> .
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— IntheAlias box, entemauthProxy and clickNext> .

— InthePath box, enter the real physical path you want the virtual doscto map to, and click
Next . the Proxy Module uses the directotyNSTALLDIR>/etc/ISAPI-virtualdir
by default.
Note that it doesn’t matter what directory is selected. Thisctory will never be used because
all requests will be intercepted by the Proxy Module. Theyeahson a directory must be
selected is because IIS insists thltvirtual directories map to a real physical location.

— At theVirtual Directory Access Permissions screen, just cliclNext to
complete the wizard, as we won'’t be using any of the permissio

— Click Finish  to complete the wizard and return to t@emputer Management window.

e Apply authProxy.dll as a Wildcard Application Map
Only necessary if using the authProxy.

— Right-click on the newly createguthProxy virtual directory and sele@®roperties

— The lower half of the properties window is labelagplication Settings . Click
Create to make a custom set of application settings for this virtiigctory.

— After clicking Create , theConfiguration should no longer be disabled. Click
Configuration

— The lower half of the nevApplication Configuration window details
Wildcard Application Maps , which is currently empty. Clicknsert

— Next to theExecutable field, click theBrowse button and locatauthProxy.dll , which
is in the directory you installed the Proxy Module to.

x (The default location for this file i€:\windows\system32\inetsrv on 32bit
windows, C:\windows\SysWOW&64\inetsrv on 64bit windows).

— Uncheckthe box next to/erify that file exists , and clickOK

— authProxy.dll will now be in the list of Wildcard Application Maps. Clic®Kto close the
Application Configuration window.

IIS is now set up properly to use the Proxy Module. Note thasihg the authProxy, changes still need to
be made to the network and the Search Appliance, as detaithéPost-Install SetupandConfiguring
the Search Appliancesections, on pages 185 and 187, respectively.

4.23.6 Troubleshooting the Proxy Module Authentication

This section details some troubleshooting steps you cahrgagdh if Proxy Module Authentication isn't
working.

Review Installation Steps

There are a number of steps that must be manually perfornedtia¢ Proxy Module install (due to them
being done on different machines or as different accouRtigase ensure the following steps have been
performed:
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e Grant “Trust for Delegation” to the proxy machine (p. 186)
e Configuring Internet Explorer for Passing Credentials §6)1

e Configuring the Search Appliance (p. 187)

Machine names and SPNs

A Service Principle Name (SPN) is the name by which a cliemugly identifies an instance of a service.
By default your 1IS machine has SPNs for its hostname, suchy&erver , and its Fully Qualified
Domain Name (FQDN), such asyServer.branch.example.com

If the proxy machine is accessed by a name other than eitlibesé, such as
myServer.example.com ,otherName.company.com ,or its IP address, then Active Directory
authentication will not work. Your choices are:

e Access the machine using either its host name or FQDN.

¢ Register an additional SPN for the proxy machine on the domeantroller.

SPNs can be viewed and changed withdk&spn.exe  tool, which Microsoft provides as part of its
Windows 2003 Support Tools . This package is available on the Windows 2003 CD, or, atithe t
of writing, athttp://go.microsoft.com/fwlink/?Linkld=100114

DelegConfig Diagnostic Tool

For general Active Directory troubleshooting, Thundenstbas found th®elegConfig tool to be
handy. It's an ASP.NET application used to help troublestamal configure IS and Active Directory to
allow Kerberos and delegating Active Directory credesti@t the time of this writing, it is available at:

http://lwww.iis.net/downloads/default.aspx?tabid=34& g=6&i=1434

Thunderstone did not create DelegConfig, and does not makguamantees to its accuracy or availability.

Launch IE as a different user

When testing multiple user accounts, you can Right-Cliclaotnternet Explorer shortcut, select
Run As... ,and enter another user’s credentials to launch InterngioEer as that user. This way you can
try out IE as them without needing to go through the full logimocess.

¢ Note that the user you run IE as must have logged in at leastiarmrder to properly configure IE,
otherwise theAdd to Local Internet dialog will not function properly.

e Ifthere isnoRun As... option, create a new shortcut to Internet Explorer and wste-tine 1E icon
on that’s on the desktop by default is not a normal shortcut.
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e You cannottest another user by entering their credentials within tloevber when accessing the
proxy machine. Credentials MUST be passed to the proxy madcutomatically by IE by having the
proxy machine in IE'd.ocal Internet settings.

If credentials are entered manually in IE when accessingitbiey machine (even the credentials of
the current user), then IE will use NTLM to authenticate wvifth proxy machine instead of Active
Directory, which prevents proper delegation from occuyrin
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Reference

5.1 Supported File Formats

e Adobe Acrobat -pdf (Versions 1-10)

e Ami Professional -sam (Versions 1.0-3.1)

e ASCII - varies (Any plain text format. MIME type&ext/plain )
e Atom feeds.atom, .xml

e Autocad -.dwg (2.5-2006 (Appliance Only))

e Bzip2 -.bz2 (Decompress and process supported sub-files)
e CCMail (All versions)

e Compress :Z (Decompress and process supported sub-files)
e CTOS DEF

e DG CEOWrite(3.0)

e dBase -.dbf (All versions)

e DCIMARC

e DEC WPS-Plus -wpl (through 4.1)

e Enable -wpf (1.0 through 2.15)

e FoxPro-.dbf (dBase workalike)

e FrameWork - (Il 1.0, 1.1, IV)

e GIF-.gif (textual meta data only)

e Gzip-.gz (Decompress and process supported sub-files)

193
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e FrameWork - (Il 1.0, 1.1, IV)

e Harris Typesetter

e HTML pages -htm .html .php .asp .cfm etc. (All versions)
e IBM Writing Assistant -.iwa, .wrt (All versions)

e Interleaf (5.2, 6.0)

e JPEG imagesjpg, .jpeg

e Legacy-leg (1.x,2.0)

e Lotus 1-2-3 -.wks .wk1 .wk2 .wk3 .wk4(Versions 1A, 2.0 through 5.0)
e MacWrite Il -.mcw .mw (1.0, 1.1)

e MacWrite Pro ~-mcw .mw (1.0)

e MS Excel Spreadsheetsxls .xlsx

e MS Help files -.hlp  (only on Windows with "helpdeco”)

e MS Internet Explorer Save-as Filesnht

e MS CHM files -.chm (only on Windows with "hh")

e MS Office

e MS Outlook emails -msg .eml (All versions)

e MS Powerpoint presentationppt .pptx (through 2007)
e MS Transport Neutral Encoding Formatref  (All versions)
e MS Word Documents -doc .docx

e MS Write -.wri  (3.X)

e OfficePower -op6 .op7 (6.0, 7.0)

e OfficeWriter -.ow4 .ow5 .ow6 (4.0, 5.0, 6.0, 6.1)

e Open Document:odt .ods etc.

e PeachText 5000.pea (Version 2.12)

e PFS: First Choice pfs  (1.0-3.0)

e PFS: Write -.pfs  (Version C)

e Plaintext -.txt  (All versions)

e PostScript -ps (All versions)
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e Professional Write pw (1.0, 2.1, 2.2)

e Professional Write Plus.pw .pwp (1.0)

e Q&Afor DOS-.ga .qw .dtf (2.0)

e Q&A Write for Windows -.dtf  (3.0)

¢ Rapidfile Memo Writer -mmo (1.0, 1.2)

e Rar-.rar (Decompress and process supported sub-files)
e RFC882 Mail (All versions)

e RSS Feedgss .xml

e SGML files -.sgml  (All versions)

e Shockwave/Flash.swf (All versions)

e Tagged Image File Format (TIFF)tf .tiff ( Meta data only)
e Tar-.tar (Extract and process supported sub-files)
e Total Word -.tw (1.2, 1.3)

e Uniplex onGo (v7)

e Usenet News

¢ Vines Mall

e \olkswriter -.vw .vw3 (3.0, 4.0)

e Wang WITA -.iwp (through 2.6)

e Wiziword -.doc (All versions)

e Wordpad document .ftf (All versions)

e Word Perfect -wpd (4.1 through 6.1, +Mail Merge)
e Word Perfect Mac (1.0 through 3.1)

e Wordstar -ws .wsd (3.3 through 7.0)

e Wordstar 2000 -ws2 (3.0, 3.5)

e WriteNow -.wn (3.0)

e XML - .xml (Process as if HTML)

e XyWrite - .xy .xy3 .xy4 (1, 1 Plus, 1V)

e XyWrite for Windows -.xyw (4.0)

e Zip-.zip (Decompress and process supported sub-files)
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5.2 Database and File Usage

The Search Appliance maintains a database that containsdexHTML pages, links to other pages, and a
list of categories.

When the Search Appliance walker runs it creates a new dsgabader your specified data directory, to
hold the new walk. It then dispatches a separate processaébrweeb site it needs to visit and another to
handle all of the “Single Pages”. Each of these retrievesfdalie pages in its base list and stores the text of
the HTML page to the html table and the hyperlinks to the raffdet. All of the desirable URLs from the
page that have not been seen before are placed into an irtexdal list. After all of the base URLs are
processed the process repeats with the internal todo liserMthere’s nothing left in the todo list processing
is complete.

Once all of the walking is complete the indices needed forcéérag are created on the data. Then the new
database is flagged as the “live” one and the old databaséeiedeTherefore your disk must have
sufficient space for 2 complete databases plus temporacg $jz@d during the indexing step.

The databases are calldd1l anddb2. The Search Appliance alternates between using these wesa

Note that the above applies to a walk typeN&w During a walk type oRefresh only one database, the
“live” one, is used.

The Search Appliance also maintains a file containing thaildetreport for each walk. This file has the
same name as the database wlitihg appended to the end. Also, a single file cabehmary is
maintained with short summary information about the statbedatabase.

Given a data directory named/default there may also be the following:

.../default/dbl an actual walk database

.../default/db2 an actual walk database

.../default/db1.long detailed walk report. Displayed when viewillgalk Status
.../default/db2.long detailed walk report. Displayed when viewillgalk Status
.../default/summary summary walk report. Displayed #galk summary when viewing

Walk Settings

Each setting has a record in tbptions  table of the default database. See section 5.4 (p. 199)ddisth

of fields in the table. At each complete rewalk the currentomst settings are copied into an options table in
the walk database. These options are not changed as seitengsdified and are not otherwise used unless
a search is performed setting the database abtinstead of setting the profile witbr .

5.3 Walk Database Tables and Fields
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Table 5.1: Fields itntml table

Field Description

id Unique record id

Hash Document hash for duplicate content detection

Size Size of retrieved raw document (i.e. HTML)

Visited The date the page was modified (or fetched if modified not set)
Dlsecs The number of seconds needed to fetch the page

Depth The number of URLSs traversed to reach the page

Url The URL of the real HTML page

Title The title of the page

Body The formatted textual content of the page, in Storage Chéu3d--8)
Keywords Thekeywords meta data from the page

Description Thedescription meta data from the page

Meta Other meta data from the page, separated by newlines

Catno List of categories to which the URL belongs

CatnoLowest LowestCatno value

Modified The date the page was modified

NextCheck The date the page should next be refreshed

Views The number of times this URL has been viewed (shown in résults
Clicks The number of times this URL has been clicked (in results)
CTR Click-through ratio

Pop Popularity (hnumber of pages linking to this page)

MimeType MIME type of original page

Charset Character set of page as stored (usually Storage Charset)

Table 5.2: Fields imefs _table
Field | Description

Url The URL of the HTML page
Ref | The URL of a reference (link) on the HTML page

Table 5.3: Fields irtategories  table

Field Description

Catno The number for the category

OverlapsLower Y if some member(s) also in a lower categqgry
Url The URL pattern for the category

Category The name of the category
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Table 5.4: Fields irerror __table

Field Description

Url The URL of an HTML page that could not be retrieved
Reason | The reason it could not be retrieved

id Unique record id (includes timestamp info).

Table 5.5: Fields imuerylog table (if query logging enabled)
Field Description
id Contains the date and time of the query (unique record id)
Client The hostname of the web client that performed the query
Query The user’s query as entered
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5.4 Options Table Fields
These are the options table fields (maintained in the defatdtbase):

Table 5.6: Fields iroptions table

Field Description

id Unique id for the record

Profile The name of the profile that the record belongs to
Name The name of the setting

Type The data type of the setting (alwa8¢ring )

String The value of the setting

Int Unused

Float Unused

Strlist Unused
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5.5 Customizing the Search

You may make common changes to the Search Appliance’s seppearance by using
Search Settings from the administrative interface main menu.

5.6 Customizing the Walker

You may make many changes to the Search Appliance’s walkvimhay usingWalk Settings  from
the administrative interface main menu.



Chapter 6

Search Interface Help

6.1 Forming a Query

The Search Appliance’s search can be as simple or as conpi@uaneed it to be. Usually you will just
need to enter a few words that best describe that which yotnéng to locate. To perform more
complicated searches you might use any combination of lgggcators, special pattern matchers, concept
expansion, or proximity operations.

Example:nature conservation organization

6.1.1 Query Rules of Thumb

¢ If you get too many junk or nonsense answers, try:

— Add some more words to your query.

Decrease the range of tReoximity  control.

Change th&Vord Forms control toExact .

Look at the Match Info and see why they are showing up.

Use the Exclusion Operat¢t) to remove unwanted terms.

If you are searching for a phrase, hyphenate the words tegeth

e If you don't get any answers, or just too few:

Remove some more words to your query.

Examine your spelling.

Increase the scope of tiroximity  control.

It just might not be there?
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6.1.2 Overview of Query Abilities

The Search Appliance is based on Texis and as such it shawtegtiquery abilities with all of
Thunderstone’s products. Throughout our documentatienwith see references to Metamorph or Texis.
This is because all of our products share a common text gaagubge. This document provides only a
brief overview of this language.

If you'd like to know more see the online manual at
http://www.thunderstone.com/site/texisman/link_mmg. html .

6.1.3 Controlling Proximity

Mastering the usage of proximity gives the ability to locatswers with greater precision. The Search
Appliance input form gives you several options to contre fearch proximity:

line All query terms must occur on the same line
sentenceQuery items should all reside within the same sentence
paragraph Within the same paragraph or text block

page All items must occur within same HTML document (the default)

A bar-graph display will be shown any time a ranking search performed (e.g. all searches except
Show Parents ).

6.1.4 Ranking Factors

The ranking algorithm takes into consideration relativedwardering, word proximity, database frequency,
document frequency, and position in text. The relative irtewe of these factors in computing the quality
of a hit can be altered und®ANKING FACTOREN theOptions page.

6.1.5 Keywords Phrases and Wild-cards

To locate words, just type them in as you would in a word preoed_etter cases will be ignored.

The wild-card character (asterisk) may be used to match just the prefix of a word orriorig the middle
of something.

If the item you wish to locate is more complicated than thepdém wild-card can accomplish, try using the
regular expression matcher (http://www.thunderstoma/taxis/site/pages/regexp.html).

To locate a number of adjacent words in a specific order, snddhem with' (double quotation)
characters. Putting-a(hyphen) between words will also force order and one wordipriy.

*seeWord Forms (6.2, p. 205)
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Table 6.1: Query examples

Query Locates

john john, John

"john public" John Public

web-browser Web browser, web-browser

John * Public John Q. Public, John Public
456 ax def 1-456-789-ABCDEF

activate activate, activation, activated, ...|*

6.1.6 Applying Search Logic

Texis and Metamorph use set logic for text queries. Set lisgdasier to use and provides more abilities
than boolean. The examples below make reference to singledkds, but keep in mind that each keyword
can represent an entire list of things or any of the specié¢pamatchers.

Sets (or lists) of things are specified by placing the elemedithin parenthesis, separated by commas.
Example:(bob,joe,sam,sue)in the examples below, you could replace any of the keywwitisa list like
this.

The default behavior of the search is to locate an interme¢tr 'AND’) of every element within a query.
This means that the quer$microsoft bob interface”is the equivalent to the boolean quetmicrosoft
AND bob AND interface”.

- (without) The- (minus) is the most commonly used logic symbol. It means tssvar should
EXCLUDE references to that item.

+ (mandatory) The+ (plus) symbol in front of a search item means that the answeéSMINCLUDE that
item. This is generally used in conjunction with the perrtiataoperation.

@N (permute) The @followed by a number indicates how many intersections tateof the terms in
your query. This may be confusing at first, but it is very pdwer

Table 6.2: Search Logic Examples

Query Finds
bob sam joe Bob with Sam and Joe
bob sam -joe Bob with Sam without Joe

bob sam joe @1 | Bob with Sam, or Bob with Joe, or Joe with Sam
ABCD @1 AB or AC or AD or BC or BD or CD
+A B CD @1 ABC or ABD or ACD

ABC-D @1 (AB or AC or BC ) without D
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The plusé) and minus{) operators must be attached to the term to which they aphigrefmust be a
space between the operator and any preceding term.

Correct | Incorrect
bob +sam -joe bob + sam - joe
bob+sam-joe

6.1.7 Natural Language Query

You may enter a query in the form of a sentence or question.sofieiare will automatically identify the
important words and phrases within your query and removérbise words”.

Example: What is the state of the art in text retrieval?

The software will search for: state of the art AND text AND retrieval

6.1.8 Using the Special Pattern Matchers

These pattern matchers are used to locate hard-to-find s text:
e Regular expression matching for complex patterns
http://www.thunderstone.com/texis/site/pages/regexp .html

e Approximate pattern matching for fuzzy searches
http://www.thunderstone.com/texis/site/pages/xpm.ht mi

e Numeric pattern matching for finding quantities

http://www.thunderstone.com/texis/site/pages/npm.ht mi

If improperly used these pattern matchers can slow queFiastefore they require other keyword(s) in the
query and are disabled entirely under Page proximity. Faerdetails see the Vortex manual on Query
Protection [ittp://www.thunderstone.com/site/vortexman/link_qpr ot.html ).

Table 6.3: Pattern Matcher Examples

Query Matcher | Finds

ronald %regan Approx | Ronald Raygun, Ronald Re-an, Ronald 8eagan
%75MYPARTNO9045d/6a | Approx | Anything within 75% of looking like MYPARTNO9045d/6a
/19[789][0-9] RegEXpr| 1970-1999

/[1-9{31\-=[0-9]{4} RegEXpr| Phone numbers: 555-1212, 820-2200

#87 Numeric | four score and seven, 87

#>0<1 Numeric | Fractions like 9/16, 55%, 0.123, 15 nanoseconds
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Table 6.4: Word Form Examples

Word president
EXACT | president
PLURAL | (above) + presidents president’s

ANY (above) + presidential presidency preside presides pngsmtesided
Word tight

EXACT | tight

PLURAL | (above) + tights

ANY (above) + tightly tightening tightened tighter tightest

Word program

EXACT | program

PLURAL | (above) + programs program’s

ANY (above) + programming programmatic programmed progranpmugrammable

6.1.9 Invoking Thesaurus Expansion
The Search Appliance has a vocabulary of over 250,000 watghrase associations. Each entry is
generally classifiable by either its meaning or part of sheec

Depending on the administrator’s Synonyms setting forphigile, synonyms may already be included for
each term in your query. If not, synonyms may be includedridividual terms within your query by
preceding them with & (tilde) character.

6.2 Using Word Forms

TheWord forms options give you control over how many variations of yourmguerms will be sought
in your search.

Exact match: Only exact matches will be allowed. (the default)
Plurals & possessives:Plural and possessive forms will be found. (s, es, ’s)
Any word forms: As many word forms as can be derived will be located.

Custom: Uses theCustom Suffix List , Custom Suffix Default Removal , and
Custom Suffix Min Length settings to create your own custom behavior.

We call this morpheme processing, and it is generally smtrém a traditional “stemming” algorithm. It
doesn't just rip the end off a word, it actually checks to $eedould be a valid form of the search term.
More information is available at

http://www.thunderstone.com/site/texisman/link_ling .html

Notes: Thesaurus terms are also treated in the same manmels ¥mnaller than 4-5 characters will not be
morpheme processed.
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6.3 Controlling Proximity

These options give you control over the region in which a imatast be found.

line: match terms must be located within the same line.

sentence: all terms within the same sentence.

paragraph: match terms must be located within the same paragraph.
page: (default) all terms within the same document.

In all cases the best possible matches for your query aréelbeamd ordered by decreasing quality. A bar
graph is produced to indicate the quality of each answer.

6.4 Interpreting Search Results

Note: The look and feel described here is for the standard seatehface. The interface may have been
customized by the web site administrator.

When a query is submitted it will come back with another queryn and up to 10 matching documents. If
there are more than 10 answers, a link at the top and bottohedist will allow you to view the next 10 in
sequence.

The input form at the top allows you to further tailor your gue home-in on the desired answers, or to
submit a completely new query without having to navigatektiaghe original input form.

Each answer in the result set will have a format similar toftfiewing:

1: THE DOCUMENT TITLE (hyperlink to original) 84% kekkkkk
This is the document abstract. It consists Size: 11K
of the text around the first hit within the Depth: 3
matching document... Find Similar
http://www.thesite.com/thepage.html Match Info

Show Parents
The components of each result are:

Result number

Document title(Clicking on this will take you to the original document)

Abstract(The first few hundred characters of the document)

Match quality graph84%-++++++  (Only shown if relevance ranking was used)

Size(How big is the original document)

Depth(How many clicks from the top of the site)
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e Find Similar(Find other documents similar to this one)
e Match Info(View the matches and other information about the document)

e Show ParentélList pages that link to this one)

6.4.1 Viewing Match Info

TheMatch Info link will show you the context of your answers within the ntatg document.
Matching words will be shown as hyperlinks. Clicking on angitoih term will take you to the next
matching term. A summary at the top of the in-context viewshimformation about the document,
including the time it was last modified.

6.4.2 Finding Similar Documents

TheFind Similar link will find documents that are similar to the correspomgdmesult. It does this by
reading the original document to ascertain its main subsjetter, and then conducting a relevance ranked
search for those subjects.

Result documents are ordered from best to worst match. Tihgraéph display will indicate the overall
quality of the match.

Note: The document you click on may not be ranked as the best makehisTbecause other documents
may contain more information about the overall subject emdttan the original.

6.4.3 Showing Document Parents
Often it is difficult to navigate using a search engine beedhsre is ndack-linkpresent on the matching
document. Th&how Parents link solves this.

This link will show other documents that contain hyperlink&ghe one you click on. In other words, it is an
automated back button.
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Appendix A

Third-Party Software

The Search Appliance may contain and utilize the followimgd-party software to enhance its
functionality, depending on the version purchased. Nateybur usage and rights to such third-party
software may be governed by the appropriate licenses atigomwith that software, in addition to your
License Agreement with Thunderstone - EPI for Thunderstmfivare.

A.1 Antiword

Theantiword package is used by Thunderstonafs/totx  plugin to handle Microsoft(R) Word files. It
has been modified to work withanytotx ’s installation and to extract meta information. Thundemsts
modified source may be obtained from

ftp://ftp.thunderstone.com/pub/epi-gpl/msfilt.tar.g Z or by contacting
Thunderstone tech support and requesting a CD containenmtdified Antiword source. Sending a CD
will require payment of shipping and handling charges byrétpiestorantiword is governed by the
terms of the GNU GPL, which is reproduced on p. 231.

A.2 Aspell

The GNU Project'saspell  package is executed by (but not linked or compiled into) tearéh Appliance
for spell-checking and “Did you mean...” queries. Compkaiarce code and documentation is available at
ftp://ftp.thunderstone.com/pub/epi-gpl/aspell-0.50. 3.tar.gz or
ftp://ftp.thunderstone.com/pub/epi-gpl/aspell-0.60. 4.tar.gz  or by contacting
Thunderstone tech support and requesting a CD containegairce. Sending of a CD will require
payment of shipping and handling charges by the requesspell is governed by the terms of the GNU
Lesser GPL, which is reproduced on p. 248.
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A.3 Catdoc xIls2csv

Catdoc'sxls2csv  program is used by Thunderstonaiytotx  plugin to handle Microsoft(R) Excel(R)
spreadsheet files. It has been modified to work witimgtotx ’s installation and to extract meta
information. Thunderstone’s modified source may be obthfrem
ftp://ftp.thunderstone.com/pub/epi-gpl/msfilt.tar.g Z or by contacting
Thunderstone tech support and requesting a CD containenmtdified Catdoc source. Sending a CD will
require payment of shipping and handling charges by theastqu Catdoc is governed by the terms of the
GNU GPL, which is reproduced on p. 231.

A.4 Cole library

Thecole library is used by Thunderstone’s versionsatdoc andantiword . It has been modified to
prevent extraneous printing. Thunderstone’s modifiedcaray be obtained from
ftp://ftp.thunderstone.com/pub/epi-gpl/msfilt.tar.g Z or by contacting
Thunderstone tech support and requesting a CD containenmtdifiedcole source. Sending a CD will
require payment of shipping and handling charges by theastqu Thecole library is governed by the
terms of the GNU GPL, which is reproduced on p. 231.

A.5 iconv

GNU libiconv  may be used by Thunderstone’s HTML processor to convertrdeats in certain
character sets. GNlibiconv  is not incorporated into Thunderstone’s products but ipaiste
standalone program, called vexec() and writing/reading standard input/output. You may obtain
complete source code and documentatiorlifbconv ~ at
ftp://ftp.thunderstone.com/pub/epi-gpl/libiconv-1.9 2.tar.gz or by contacting
Thunderstone tech support and requesting a CD containen@MlJlibiconv ~ source. Sending a CD will
require payment of shipping and handling charges by theestqu GNUlibiconv  is governed by the
terms of the GNU Library GPL, which is reproduced on p. 248.

A.6 libpst

Thereadpst program included in thébpst  package may be used by Thunderstoeigtotx

program to convert PST (Personal Storage Table) files froorddoft Outlook. Complete source code for
libpst may be obtained at

ftp://ftp.thunderstone.com/pub/epi-gpl/libpst-0.6.5 5.tar.gz  or by contacting
Thunderstone tech support and requesting a CD containgligtist  source. Sending a CD will require
payment of shipping and handling charges by the requdgipst is governed by the terms of the GNU
GPL version 2, which is reproduced on p. 231.
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A.7 libxml2

Libxml2 may be used by Thunderstone’s products to parse XML doclenkiis available at
http://xmlsoft.org/ ,and is Copyright (C) 1998-2003 Daniel Veillard. All RiglReserved.

Permission is hereby granted, free of charge, to any pefs@ining a copy ofibxml2  and associated
documentation files (the “Software”), to deal in the Softvasithout restriction, including without
limitation the rights to use, copy, modify, merge, publidistribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is$hied to do so, subject to the following
conditions:

The above copyright notice and this permission notice dlwihcluded in all copies or substantial portions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NEVENT SHALL THE
DANIEL VEILLARD BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIA BILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUOF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS INHE SOFTWARE.

Except as contained in this notice, the name of Daniel \felilidnall not be used in advertising or otherwise
to promote the sale, use or other dealings in this Softwatteowi prior written authorization from him.

A.8 Libxslt

Libxslt  may be used by Thunderstone’s products to apply XSL tramsf@o XML documents. It is
available ahttp://xmlsoft.org/XSLT/ and is Copyright (C) 2001-2002 Daniel Veillard. All Rights
Reserved.

Permission is hereby granted, free of charge, to any pefs@ining a copy ofibxslt and associated
documentation files (the “Software”), to deal in the Softvasithout restriction, including without
limitation the rights to use, copy, modify, merge, publidistribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is$hied to do so, subject to the following
conditions:

The above copyright notice and this permission notice $®ihcluded in all copies or substantial portions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERGHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NEVENT SHALL THE
DANIEL VEILLARD BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIA BILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUOF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS INHE SOFTWARE.

Except as contained in this notice, the name of Daniel \felilidnall not be used in advertising or otherwise
to promote the sale, use or other dealings in this Softwattgowi prior written authorization from him.
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A.9 Libexslt

Libexslt  may be used by Thunderstone’s products when applying XSisfimams to XML documents.
It is Copyright (C) 2001-2002 Thomas Broyer, Charlie Bozaraad Daniel Velillard. All Rights Reserved.

Permission is hereby granted, free of charge, to any pefs@ining a copy ofibexslt and associated
documentation files (the “Software”), to deal in the Softvasithout restriction, including without
limitation the rights to use, copy, modify, merge, publidistribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is$hed to do so, subject to the following
conditions:

The above copyright notice and this permission notice $®ihcluded in all copies or substantial portions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NEVENT SHALL THE
AUTHORS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OFRON CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

Except as contained in this notice, the name of the authalsrebt be used in advertising or otherwise to
promote the sale, use or other deal- ings in this Softwareouttprior written authorization from them.

A.10 JDBC drivers

Walking external databases with the DBWalker module mayouseor more of the following drivers.

A.10.1 Oracle JDBC driver

Walking external Oracle databases with the DBWalker mochdg use the Oracle driver, subject to the
license below:

ORACLE TECHNOLOGY NETWORK DEVELOPMENT AND DISTRIBUTICENSE AGREEMENT

"We," "us,” and "our" refers to Oracle USA, Inc., for and on be half of
itself and its subsidiaries and affiliates under common con trol.

"You" and "your" refers to the individual or entity that wish es to use
the programs from Oracle. "Programs" refers to the software product
you wish to download and use and program documentation. "Lic ense"
refers to your right to use the programs under the terms of thi s
agreement. This agreement is governed by the substantive an d
procedural laws of California. You and Oracle agree to submi t to the
exclusive jurisdiction of, and venue in, the courts of San Fr ancisco,
San Mateo, or Santa Clara counties in California in any dispu te

arising out of or relating to this agreement.
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We are willing to license the programs to you only upon the con
that you accept all of the terms contained in this agreement.

the terms carefully and select the "Accept" button at the bot

the page to confirm your acceptance. If you are not willing to
bound by these terms, select the "Do Not Accept" button and th
registration process will not continue.

License Rights

We grant you a nonexclusive, nontransferable limited licen

the programs for purposes of developing your applications.

also distribute the programs with your applications to your

If you want to use the programs for any purpose other than as
expressly permitted under this agreement you must contact u
Oracle reseller, to obtain the appropriate license. We may a
use of the programs. Program documentation is either shippe
programs, or documentation may accessed online at:
http://otn.oracle.com/docs

Ownership and Restrictions

We retain all ownership and intellectual property rights in
programs. You may make a sufficient humber of copies of the pr
for the licensed use and one copy of the programs for backup pu

You may not:

- use the programs for any purpose other than as provided abov

- distribute the programs unless accompanied with your appl

- charge your end users for use of the programs;

- remove or modify any program markings or any notice of our
proprietary rights;

- use the programs to provide third party training on the cont
and/or functionality of the programs, except for training y
licensed users;

- assign this agreement or give the programs, program access
interest in the programs to any individual or entity except a
provided under this agreement;

- cause or permit reverse engineering (unless required by la
interoperability), disassembly or decompilation of the pr

- disclose results of any program benchmark tests without ou

consent; or,

use any Oracle name, trademark or logo.

Program Distribution

We grant you a nonexclusive, nontransferable right to copy a
distribute the programs to your end users provided that you d
charge your end users for use of the programs and provided you
users may only use the programs to run your applications for t
business operations. Prior to distributing the programs yo

require your end users to execute an agreement binding them t
consistent with those contained in this section and the sect
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this agreement entitled "License Rights,” "Ownership and

Restrictions,” "Export," "Disclaimer of Warranties and Ex clusive
Remedies," "No Technical Support,” "End of Agreement,” "Re lationship
Between the Parties," and "Open Source." You must also inclu de a
provision stating that your end users shall have no right to

distribute the programs, and a provision specifying us as a t hird
party beneficiary of the agreement. You are responsible for obtaining
these agreements with your end users.

You agree to: (a) defend and indemnify us against all claims a nd
damages caused by your distribution of the programs in breac h of this
agreements and/or failure to include the required contract ual
provisions in your end user agreement as stated above; (b) ke ep
executed end user agreements and records of end user informa tion
including name, address, date of distribution and identity of programs
distributed; (c) allow us to inspect your end user agreement s and
records upon request; and, (d) enforce the terms of your end u ser
agreements so as to effect a timely cure of any end user breach , and
to notify us of any breach of the terms.

Export

You agree that U.S. export control laws and other applicable export
and import laws govern your use of the programs, including te chnical
data; additional information can be found on Oracle’s Globa | Trade
Compliance web site located at:

http://www.oracle.com/products/export/index.html?co ntent.html

You agree that neither the programs nor any direct product th ereof
will be exported, directly, or indirectly, in violation of t hese laws,
or will be used for any purpose prohibited by these laws inclu ding,
without limitation, nuclear, chemical, or biological weap ons

proliferation.

Disclaimer of Warranty and Exclusive Remedies

THE PROGRAMS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF AND. KIWE
FURTHER DISCLAIM ALL WARRANTIES, EXPRESS AND IMPLIED, INCIDING
WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABITY, FITNESS

FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT.

IN NO EVENT SHALL WE BE LIABLE FOR ANY INDIRECT, INCIDENTAL, BECIAL,
PUNITIVE OR CONSEQUENTIAL DAMAGES, OR DAMAGES FOR LOSS OFITR
REVENUE, DATA OR DATA USE, INCURRED BY YOU OR ANY THIRD PARVMETHER
IN AN ACTION IN CONTRACT OR TORT, EVEN IF WE HAVE BEEN ADVISED TBE
POSSIBILITY OF SUCH DAMAGES. OUR ENTIRE LIABILITY FOR DAMAS
HEREUNDER SHALL IN NO EVENT EXCEED ONE THOUSAND DOLLARS\$1,800).

No Technical Support

Our technical support organization will not provide techni
phone support, or updates to you for the programs licensed un
agreement.

cal support,
der this
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Restricted Rights

If you distribute a license to the United States government,
programs, including documentation, shall be considered co
computer software and you will place a legend, in addition to
applicable copyright notices, on the documentation, and on
label, substantially similar to the following:

NOTICE OF RESTRICTED RIGHTS

"Programs delivered subject to the DOD FAR Supplement are 'c
computer software’ and use, duplication, and disclosure of
programs, including documentation, shall be subject to the
restrictions set forth in the applicable Oracle license agr
Otherwise, programs delivered subject to the Federal Acqui
Regulations are ’'restricted computer software’ and use, du

and disclosure of the programs, including documentation, s
subject to the restrictions in FAR 52.227-19, Commercial Co
Software-Restricted Rights (June 1987). Oracle USA, Inc.,
Parkway, Redwood City, CA 94065."

End of Agreement

You may terminate this agreement by destroying all copies of
programs. We have the right to terminate your right to use the
programs if you fail to comply with any of the terms of this
agreement, in which case you shall destroy all copies of the p

Relationship Between the Parties

The relationship between you and us is that of licenseellice
Neither party will represent that it has any authority to ass
create any obligation, express or implied, on behalf of the o
party, nor to represent the other party as agent, employee,
franchisee, or in any other capacity. Nothing in this agreem
be construed to limit either party’s right to independently
distribute software that is functionally similar to the oth
products, so long as proprietary information of the other pa
included in such software.

Open Source

"Open Source" software - software available without charge
modification and distribution - is often licensed under ter
require the user to make the user's modifications to the Open
software or any software that the user 'combines’ with the Op
software freely available in source code form. If you use Ope
software in conjunction with the programs, you must ensure t
use does not: (i) create, or purport to create, obligations o
respect to the Oracle programs; or (ii) grant, or purport to g
any third party any rights to or immunities under our intelle
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property or proprietary rights in the Oracle programs. For e

you may not develop a software program using an Oracle progra
Open Source program where such use results in a program file(
contains code from both the Oracle program and the Open Sourc
(including without limitation libraries) if the Open Sourc

licensed under a license that requires any "modifications"

freely available. You also may not combine the Oracle progra
programs licensed under the GNU General Public License ("GP
manner that could cause, or could be interpreted or asserted

the Oracle program or any modifications thereto to become su
the terms of the GPL.

Entire Agreement

You agree that this agreement is the complete agreement for t
programs and licenses, and this agreement supersedes all pr
contemporaneous agreements or representations. If any ter
agreement is found to be invalid or unenforceable, the remai
provisions will remain effective.

Last updated: 03/09/05

A.10.2 JTDS JDBC driver

THIRD-PARTY SOFTWARE
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Walking external databases with the DBWalker module maythisdTDS driver, for SQL Server(R) and
Sybase(R) databases. This driver is governed by the GNUELERL; see p. 238.

A.10.3 PostgreSQL JDBC driver

Walking external databases with the DBWalker module maythiséostgreSQL driver. The license is

reproduced below:

Copyright (c) 1997-2005, PostgreSQL Global Development Gr
All rights reserved.

Redistribution and use in source and binary forms, with or wi
modification, are permitted provided that the following co
met:

1. Redistributions of source code must retain the above copy
notice, this list of conditions and the following disclaime

2. Redistributions in binary form must reproduce the above c
notice, this list of conditions and the following disclaime
documentation and/or other materials provided with the
distribution.

3. Neither the name of the PostgreSQL Global Development Gro
names of its contributors may be used to endorse or promote
products derived from this software without specific prior
permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND TBITBRS
"AS I1S" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BU NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY ANDITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THEPERIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,CIRENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDINBUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICESSS MF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSEND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCHAMAGE.

A.10.4 MySQL JDBC driver

Walking external databases with the DBWalker module maythesdlySQL driver, governed by the GNU
GPL; see p. 231.

A.11 ppt2html, msg2html

ppt2html andmsg2html may be used by Thunderston@sytotx document filter to convert
Microsoft(R) PowerPoint andnsg files. Source is available at:

ftp://ftp.thunderstone.com/pub/epi-gpl/ppt2html.c
ftp://ftp.thunderstone.com/pub/epi-gpl/msg2html.c
ftp://ftp.thunderstone.com/pub/epi-gpl/msfilt.tar.g z

or by contacting Thunderstone tech support and requesi@ig eontaining the source. Sending a CD will
require payment of shipping and handling charges by theastquppt2html andmsg2html are
governed by the terms of the GNU GPL, which is reproduced @3.

A.12 SSL/HTTPS plugin

This product includes software developed by the OpenSSjeétrfor use in the OpenSSL Toolkit
(http://www.openssl.org/ ). Copyright(©1998-2011 The OpenSSL Project. All rights reserved.
This product includes cryptographic software written bycEoung eay@cryptsoft.com ). Copyright
(©1995-1998 Eric Young. All rights reserved.

The OpenSSL toolkit stays under a dual license, i.e. both the

conditions of the OpenSSL License and the original SSLeay i cense
apply to the toolkit. See below for the actual license
texts. Actually both licenses are BSD-style Open Source lic enses. In

case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.
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OpenSSL License

Copyright (c) 1998-2011 The OpenSSL Project. All rights res erved.
Redistribution and use in source and binary forms, with or wi thout
modification, are permitted provided that the following co nditions
are met:

1. Redistributions of source code must retain the above copy right
notice, this list of conditions and the following disclaime r.

2. Redistributions in binary form must reproduce the above c opyright
notice, this list of conditions and the following disclaime rin
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of t his
software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Pr oject

for use in the OpenSSL Toolkit. (http://www.openssl.org/)

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must no t be used to
endorse or promote products derived from this software with out
prior written permission. For written permission, please c ontact

openssl-core@openssl.org.

5. Products derived from this software may not be called "Ope nSSL"
nor may "OpenSSL" appear in their names without prior writte n
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the fo llowing
acknowledgment:
"This product includes software developed by the OpenSSL Pr oject

for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITE TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARILAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PRODEOR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDINBUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERYVICES
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER |INT ALV,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERVAE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ASBRD
OF THE POSSIBILITY OF SUCH DAMAGE.
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This product includes cryptographic software written by Er
(eay@cryptsoft.com). This product includes software writ
Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscap

This library is free for commercial and non-commercial use a

the following conditions are aheared to. The following cond

apply to all code found in this distribution, be it the RC4, RS
Ihash, DES, etc., code; not just the SSL code. The SSL documen
included with this distribution is covered by the same copyr

except that the holder is Tim Hudson (tjih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright no

the code are not to be removed. |If this package is used in a prod
Eric Young should be given attribution as the author of the pa

the library used. This can be in the form of a textual message a
program startup or in documentation (online or textual) pro

the package.

Redistribution and use in source and binary forms, with or wi

modification, are permitted provided that the following co

are met:

1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaime

2. Redistributions in binary form must reproduce the above c
notice, this list of conditions and the following disclaime
documentation and/or other materials provided with the dis

3. All advertising materials mentioning features or use of t
must display the following acknowledgement:

"This product includes cryptographic software written by

Eric Young (eay@cryptsoft.com)"

The word ’cryptographic’ can be left out if the rouines from t
library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative t
from the apps directory (application code) you must include
acknowledgement: "This product includes software written
Tim Hudson (tjh@cryptsoft.com)"
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THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS 1S” AND ANY EXHESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPUED

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICUIRARRPOSE ARE

DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BABIE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,

OR
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CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITGR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORMYABRITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING MGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFEWEREN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically avalil able
version or derivative of this code cannot be changed. i.e. th is code
cannot simply be copied and put under another distribution | icence

[including the GNU Public Licence.]

A.13 unrar

The Thunderstone file converter pluganftotx ) may utilize Alexander L. Roshalsnrar utility to
unpack RAR archive files<(rar ). Theunrar utility is governed by the unRAR license reproduced
below:

* Fekkk * unRAR - free utility for RAR archives

*% *% *% *% *% *%

kkkdk Kkkkdkk dkkkokk License for use and distribution of
*% *% *% *% *% *%

K Rk Kk Rk KK Kk FREE portable version

The source code of unRAR utility is freeware. This means:

1. All copyrights to RAR and the utility unRAR are exclusivel y
owned by the author - Alexander Roshal.

2. The unRAR sources may be used in any software to handle RAR

archives without limitations free of charge, but cannot be u sed
to re-create the RAR compression algorithm, which is propri etary.
Distribution of modified unRAR sources in separate form or a s a
part of other software is permitted, provided that it is clea rly
stated in the documentation and source comments that the cod e may

not be used to develop a RAR (WinRAR) compatible archiver.

3. The unRAR utility may be freely distributed. No person or ¢ ompany
may charge a fee for the distribution of unRAR without writte n
permission from the copyright holder.

4. THE RAR ARCHIVER AND THE UNRAR UTILITY ARE DISTRIBUTED "AK".
NO WARRANTY OF ANY KIND IS EXPRESSED OR IMPLIED. YOU USE AT
YOUR OWN RISK. THE AUTHOR WILL NOT BE LIABLE FOR DATA LOSS,
DAMAGES, LOSS OF PROFITS OR ANY OTHER KIND OF LOSS WHILE USING
OR MISUSING THIS SOFTWARE.

5. Installing and using the unRAR utility signifies accepta nce of
these terms and conditions of the license.
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6. If you don't agree with terms of the license you must remove
unRAR files from your storage devices and cease to use the
utility.

Thank you for your interest in RAR and unRAR.

Alexander L. Roshal

A.14 unzip

The Thunderstone file converter plugenftotx ) may utilize Info-ZIP’s unzip utility to unpack ZIP
archive files€.zip ). Theunzip software is governed by the Info-ZIP license reproducedvoel

This is version 2002-Feb-16 of the Info-ZIP copyright and i cense.
The definitive version of this document should be available at
ftp://ftp.info-zip.org/publ/infozip/license.html inde finitely.

Copyright (c) 1990-2002 Info-ZIP. All rights reserved.

For the purposes of this copyright and license, "Info-ZIP" i s defined as
the following set of individuals:

Mark Adler, John Bush, Karl Davis, Harald Denker, Jean-Mich el Dubois,
Jean-loup Gailly, Hunter Goatley, lan Gorman, Chris Herbor th, Dirk
Haase, Greg Hartwig, Robert Heath, Jonathan Hudson, Paul Ki enitz,
David Kirschbaum, Johnny Lee, Onno van der Linden, Igor Mand richenko,
Steve P. Miller, Sergio Monesi, Keith Owens, George Petrov, Greg
Roelofs, Kai Uwe Rommel, Steve Salisbury, Dave Smith, Chris tian
Spieler, Antoine Verheijen, Paul von Behren, Rich Wales, Mi ke White
This software is provided "as is," without warranty of any ki nd,
express or implied. In no event shall Info-ZIP or its contrib utors be
held liable for any direct, indirect, incidental, special o r
consequential damages arising out of the use of or inability to use

this software.

Permission is granted to anyone to use this software for any p urpose,
including commercial applications, and to alter it and redi stribute it
freely, subject to the following restrictions:

1. Redistributions of source code must retain the above copy right notice,
definition, disclaimer, and this list of conditions.

2. Redistributions in binary form (compiled executables) m ust reproduce
the above copyright notice, definition, disclaimer, and th is list
of conditions in documentation and/or other materials prov ided with

the distribution. The sole exception to this condition is
redistribution of a standard UnZipSFX binary as part of a
self-extracting archive; that is permitted without inclus ion of

221
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this license, as long as the normal UnZipSFX banner has not be

removed from the binary or disabled.

3. Altered versions--including, but not limited to, ports t
operating systems, existing ports with new graphical inter
and dynamic, shared, or static library versions--must be pl

marked as such and must not be misrepresented as being the ori

source. Such altered versions also must not be misrepresent
being Info-ZIP releases--including, but not limited to, la

the altered versions with the names "Info-ZIP" (or any varia
thereof, including, but not limited to, different capitali

"Pocket UnZip," "WiZ" or "MacZip" without the explicit perm
of Info-ZIP. Such altered versions are further prohibited f
misrepresentative use of the Zip-Bugs or Info-ZIP e-mail ad
or of the Info-ZIP URL(S).

4. Info-ZIP retains the right to use the names "Info-ZIP," "Z

"UnZip," "UnZipSFX," "WiZ," "Pocket UnZip," "Pocket Zip,"
"MacZip" for its own source and binary releases.

A.15 zlib
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The Search Appliance utilizes tlzéb compression library, with the following license:

Copyright (C) 1995-2003 Jean-loup Gailly and Mark Adler.

This software is provided 'as-is’, without any express or im
warranty. In no event will the authors be held liable for any
damages arising from the use of this software.

Permission is granted to anyone to use this software for any p
including commercial applications, and to alter it and redi
freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; yo
claim that you wrote the original software. If you use this so
in a product, an acknowledgment in the product documentatio
appreciated but is not required.

2. Altered source versions must be plainly marked as such, an
be misrepresented as being the original software.

3. This notice may not be removed or altered from any source

distribution.
Jean-loup Gailly Mark Adler
jloup@gzip.org madler@alumni.caltech.edu

The zlib library data format is described by RFCs (Request fo
1950 to 1952 in the files http://www.ietf.org/rfc/rfc1950
format), rfc1951.txt (deflate format) and rfc1952.txt (gz
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urpose,
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A.16 SpiderMonkey (JavaScript-C) Engine

Thelibtxjs. * library (Thunderstone JavaScript plugin) contains anlizas the SpiderMonkey engine,
as well as additional functionality.

Thetxjs.tar file contains context diffs (patches) to the Mozilla Pro&piderMonkey (JavaScript-C)
engine, version 1.5-rc4. Complete documentation and saode to the SpiderMonkey Engine is available
athttp://www.mozilla.org/js/spidermonkey/

The patches itxjs.tar were created by Thunderstone Software LLC and apply to the co
SpiderMonkey engine. They are provided for compliance withNetscape Public License, which governs
usage of the SpiderMonkey engine. A copy of the NetscapadLibknse is on p. 257. Note that the
libtxjs. * library also contains other (Thunderstone) code.

A.17 PDF/anytotx plugin

Portions of this product Copyright 1996-2000 Glyph & Cog,d.L

A.18 thttpd - throttling HTTP server

The Search Applianceighttpd web server is derived in part frothttpd , Copyright(©1995 by Jef
Poskanzer jjef@acme.comy,. All rights reserved.

Redistribution and use in source and binary forms, with or wi thout

modification, are permitted provided that the following co nditions

are met:

1. Redistributions of source code must retain the above copy right
notice, this list of conditions and the following disclaime r.

2. Redistributions in binary form must reproduce the above c opyright
notice, this list of conditions and the following disclaime r in the
documentation and/or other materials provided with the dis tribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS 18" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARJLAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR OBNTRRS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EX EMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PRAREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITSR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORYABHITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING MEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFEWEREN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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A.19 RedHat Linux

Some versions of The Search Appliance use the RedHat Linesatipg system, version 7.3, which is
licensed under the GNU Public License, p. 231. See also
http://www.redhat.com/licenses/thirdparty/eula.html for more information.

A.20 CentOS Linux

Some versions of The Search Appliance use the CentOS Linevatipg system, version 5, which is
licensed under the GNU Public License, p. 231. See also
http://www.redhat.com/licenses/thirdparty/eula.html for more information.

A.21 Webmin

The Search Appliance uses the Webmin web-based systemiattation system for maintaining and
configuring the operating system. Copyrigbtlamie Cameron All rights reserved. Complete source is

available athttp://www.webmin.com/ . The license is reproduced below:

Redistribution and use in source and binary forms, with or wi thout

modification, are permitted provided that the following co nditions

are met:

1. Redistributions of source code must retain the above copy right
notice, this list of conditions and the following disclaime r.

2. Redistributions in binary form must reproduce the above c opyright
notice, this list of conditions and the following disclaime r in the
documentation and/or other materials provided with the dis tribution.

3. Neither the name of the developer nor the names of contribu tors
may be used to endorse or promote products derived from this s oftware

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE DEVELOPER “AS IS” AND ANY XPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE INPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICUIRARRPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE DEVELOPER OR CONTRIBUT@ESLIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PRAREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITSR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORVYABHITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING MEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFEWEREN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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A.22 Java

The Search Appliance uses the Java 2 run-time environmeatageed by Sun Microsystems, Inc. to index
third-party databases using JDBC drivers. This prodududes code licensed from RSA Security, Inc.
Some portions licensed from IBM are availablenttp://oss.software.ibm.com/icu4j/ as

well. The license agreement is reproduced below:

Sun Microsystems, Inc. Binary Code License Agreement

READ THE TERMS OF THIS AGREEMENT AND ANY PROVIDED
SUPPLEMENTAL  LICENSE TERMS (COLLECTIVELY  "AGREEMENT")
CAREFULLY BEFORE OPENING THE SOFTWARE MEDIA PACKAGE. BY
OPENING THE SOFTWARE MEDIA PACKAGE, YOU AGREE TO THE TERMS
OF THIS AGREEMENT. IF YOU ARE ACCESSING THE SOFTWARE
ELECTRONICALLY, INDICATE YOUR ACCEPTANCE OF THESE TERMS BY
SELECTING THE "ACCEPT" BUTTON AT THE END OF THIS AGREEMENT.

IF YOU DO NOT AGREE TO ALL THESE TERMS, PROMPTLY RETURN THE
UNUSED SOFTWARE TO YOUR PLACE OF PURCHASE FOR A REFUND OR,
IF THE SOFTWARE IS ACCESSED ELECTRONICALLY, SELECT THE
"DECLINE" BUTTON AT THE END OF THIS AGREEMENT.

1. LICENSE TO USE. Sun grants you a non-exclusive and non-
transferable license for the internal use only of the
accompanying  software and documentation and any error
corrections provided by Sun (collectively "Software"), by

the number of users and the class of computer hardware for
which the corresponding fee has been paid.

2. RESTRICTIONS. Software is confidential and copyrighted
Title to Software and all associated intellectual property

rights is retained by Sun and/or its licensors. Except as
specifically authorized in any Supplemental License Terms ,
you may not make copies of Software, other than a single
copy of Software for archival purposes. Unless enforcement
is prohibited by applicable law, you may not modify,
decompile, or reverse  engineer Software. Licensee
acknowledges that Licensed Software is not designed or
intended for use in the design, construction, operation or
maintenance of any nuclear facility. Sun Microsystems, Inc
disclaims any express or implied warranty of fitness for
such uses. No right, title or interest in or to any
trademark, service mark, logo or trade name of Sun or its
licensors is granted under this Agreement.

3. LIMITED WARRANTY. Sun warrants to you that for a period
of ninety (90) days from the date of purchase, as evidenced

by a copy of the receipt, the media on which Software is
furnished (if any) will be free of defects in materials and
workmanship under normal use. Except for the foregoing,
Software is provided "AS IS". Your exclusive remedy and
Sun’s entire liability under this limited warranty will be
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at Sun’s option to replace Software media or refund the fee
paid for Software.

4. DISCLAIMER OF WARRANTY. UNLESS SPECIFIED IN THIS

AGREEMENT, ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS  AND WARRANTIES, INCLUDING ANY IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE
EXTENT THAT THESE DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.

5. LIMITATION OF LIABILITY. TO THE EXTENT NOT PROHIBITED

BY LAW, IN NO EVENT WILL SUN OR ITS LICENSORS BE LIABLE FOR
ANY LOST REVENUE, PROFIT OR DATA, OR FOR SPECIAL, INDIRECT,
CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER
CAUSED REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
OR RELATED TO THE USE OF OR INABILITY TO USE SOFTWARE, EVEN
IF SUN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
In no event will Sun’s liabilty to you, whether in

contract, tort (including negligence), or otherwise, exce ed
the amount paid by you for Software under this Agreement.

The foregoing limitations will apply even if the above

stated warranty fails of its essential purpose.

6. Termination. This  Agreement is  effective until
terminated. You may terminate this Agreement at any time by
destroying all copies of Software. This Agreement will
terminate immediately without notice from Sun if you fail to
comply with any provision of this Agreement. Upon
Termination, you must destroy all copies of Software.

7. Export Regulations. All Software and technical data
delivered under this Agreement are subject to US export
control laws and may be subject to export or import
regulations in other countries. You agree to comply
strictly with all such laws and regulations and acknowledge
that you have the responsibility to obtain such licenses to
export, re-export, or import as may be required after
delivery to you.

8. U.S. Government Restricted Rights. If Software is
being acquired by or on behalf of the U.S. Government or by
a U.S. Government prime contractor or subcontractor (at any
tier), then the Government's  rights in Software and
accompanying documentation will be only as set forth in this
Agreement; this is in accordance with 48 CFR 227.7201
through  227.7202-4  (for  Department of Defense (DOD)
acquisitions) and with 48 CFR 2.101 and 12.212 (for non-DOD
acquisitions).

9. Governing Law. Any action related to this Agreement
will be governed by California law and controlling U.S.
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federal law. No choice of law rules of any jurisdiction
will apply.

10. Severability. If any provision of this Agreement is
held to be unenforceable, this Agreement will remain in
effect with the provision omitted, unless omission would
frustrate the intent of the parties, in which case this
Agreement will immediately terminate.

11. Integration. This Agreement is the entire agreement
between you and Sun relating to its subject matter. It
supersedes all prior or contemporaneous oral or written

communications, proposals, representations and warranti es
and prevails over any conflicting or additional terms of any
quote, order, acknowledgment, or other communication betw een

the parties relating to its subject matter during the term

of this Agreement. No modification of this Agreement will
be binding, unless in writing and signed by an authorized
representative of each party.

JAVATM 2 RUNTIME ENVIRONMENT (J2RE), STANDARD EDITION,
VERSION 1.4.1_X SUPPLEMENTAL LICENSE TERMS

These supplemental license terms ("Supplemental Terms") a dd
to or modify the terms of the Binary Code License Agreement
(collectively, the "Agreement"). Capitalized terms not

defined in these Supplemental Terms shall have the same
meanings  ascribed to them in the  Agreement. These
Supplemental Terms shall supersede any inconsistent or
conflicting terms in the Agreement, or in any license

contained within the Software.

1. Software Internal Use and Development License Grant.
Subject to the terms and conditions of this Agreement,
including, but not limited to Section 4 (Java Technology
Restrictions) of these Supplemental Terms, Sun grants you a
non-exclusive, non-  transferable, limited license to
reproduce internally and use internally the binary form of

the Software complete and unmodified for the sole purpose of
designing, developing and testing your Java applets and
applications  intended to run on the Java platform
("Programs").

2. License to Distribute Software. Subject to the terms

and conditions of this Agreement, including, but not limite d
to Section 4 (Java Technology Restrictions) of these
Supplemental Terms, Sun grants you a  non-exclusive,
non-transferable, limited license to reproduce  and

distribute the Software, provided that (i) you distribute

the Software complete and unmodified (unless otherwise

specified in the applicable README file) and only bundled as

part of, and for the sole purpose of running, your Programs,
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(i) the Programs add significant and primary functionalit

to the Software, (iii) you do not distribute additional
software  intended to replace any component(s) of the
Software (unless otherwise specified in the applicable
README file), (iv) you do not remove or alter any
proprietary legends or notices contained in the Software,
(v) you only distribute the Software subject to a license
agreement that protects Sun’s interests consistent with th
terms contained in this Agreement, and (vi) you agree to
defend and indemnify Sun and its licensors from and against
any damages, costs, liabilities, settlement amounts and/o
expenses (including attorneys’ fees) incurred in connecti

with any claim, lawsuit or action by any third party that
arises or results from the use or distribution of any and
all Programs and/or Software. (vi) include the following
statement as part of product documentation (whether hard
copy or electronic), as a part of a copyright page or
proprietary rights notice page, in an "About" box or in any
other form reasonably designed to make the statement visibl
to users of the Software: "This product includes code
licensed from RSA Security, Inc.", and (vii) include the
statement, "Some portions licensed from IBM are available a
http://oss.software.ibm.com/icu4j/ ".

3. License to Distribute Redistributables. Subject to the
terms and conditions of this Agreement, including but not
limited to Section 4 (Java Technology Restrictions) of thes
Supplemental Terms, Sun grants you a  non-exclusive,

non-transferable, limited license to reproduce  and
distribute  those  files  specifically identified  as
redistributable in the Software "README" file

("Redistributables™) provided that: (i) you distribute th
Redistributables complete and unmodified (unless otherwi
specified in the applicable README file), and only bundled
as part of Programs, (ii) you do not distribute additional
software intended to supersede any component(s) of the
Redistributables  (unless  otherwise  specified in the
applicable README file), (iii) you do not remove or alter
any proprietary legends or notices contained in or on the
Redistributables, (iv)  you only distribute the
Redistributables  pursuant to a license agreement that
protects Sun’s interests consistent with the terms contain

in the Agreement, (v) you agree to defend and indemnify Sun
and its licensors from and against any damages, costs,
liabilities, settlement amounts and/or expenses (includi
attorneys’ fees) incurred in connection with any claim,
lawsuit or action by any third party that arises or results
from the use or distribution of any and all Programs and/or
Software, (vi) include the following statement as part of
product documentation (whether hard copy or electronic), a

a part of a copyright page or proprietary rights notice
page, in an "About" box or in any other form reasonably
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designed to make the statement visible to wusers of the
Software: "This product includes code licensed from RSA
Security, Inc.", and (vii) include the statement, "Some
portions licensed from IBM are available at
http://oss.software.ibm.com/icu4j/ ".

4. Java Technology Restrictions. You may not modify the
Java Platform Interface ("JPI", identified as classes
contained within the "java" package or any subpackages of
the "java" package), by creating additional classes within

the JPI or otherwise causing the addition to or modification

of the classes in the JPI. In the event that you create an

additional class and associated API(s) which (i) extends th e

functionality of the Java platform, and (i) is exposed to

third party  software  developers for the purpose of
developing additional software which invokes such additio nal
API, you must promptly  publish broadly an accurate
specification for such API for free use by all developers.

You may not create, or authorize your licensees to create,

additional classes, interfaces, or subpackages that are in

any way identified as "“java", "javax", "sun" or similar

convention as specified by Sun in any naming convention
designation.

5. Notice of Automatic Software Updates from Sun. You
acknowledge that the Software may automatically download,
instal, and execute  applets, applications,  software
extensions, and updated versions of the Software from Sun
("Software Updates"), which may require you to accept
updated terms and conditions  for installation. If
additional terms and conditions are not presented on
installation, the Software Updates will be considered part

of the Software and subject to the terms and conditions of
the Agreement.

6. Notice of Automatic Downloads. You acknowledge that, by

your use of the Software and/or by requesting services that

require use of the Software, the Software may automatically

download, install, and execute software applications from

sources other than Sun ("Other Software"). Sun makes no
representations of a relationship of any kind to licensors

of Other Software. TO THE EXTENT NOT PROHIBITED BY LAW, IN

NO EVENT WILL SUN OR ITS LICENSORS BE LIABLE FOR ANY LOST
REVENUE, PROFIT OR DATA, OR FOR SPECIAL, INDIRECT,
CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER
CAUSED REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
OR RELATED TO THE USE OF OR INABILITY TO USE OTHER SOFTWARE,
EVEN IF SUN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH

DAMAGES.

7. Trademarks and Logos. You acknowledge and agree as
between you and Sun that Sun owns the SUN, SOLARIS, JAVA,
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JINI, FORTE, and iPLANET trademarks and all SUN, SOLARIS,
JAVA, JINI, FORTE, and iPLANET-related trademarks, servic
marks, logos and other brand designations ("Sun Marks"), an

you agree to comply with the Sun Trademark and Logo Usage
Requirements currently located at:
http://www.sun.com/policies/trademarks

Any use you make of the Sun Marks inures to Sun’s benefit.

8. Source Code. Software may contain source code that is
provided solely for reference purposes pursuant to the term

of this Agreement. Source code may not be redistributed
unless expressly provided for in this Agreement.

9. Termination  for Infringement. Either  party may
terminate this Agreement immediately should any Software
become, or in either party’s opinion be likely to become,
the subject of a claim of infringement of any intellectual
property right.

For inquiries please contact: Sun Microsystems, Inc., 4150

Network Circle, Santa Clara, California 95054, U.S.A.
(LFI#120080/Form 1D#011801)

A.23 OpenSSL RPM

THIRD-PARTY SOFTWARE

The Search Appliance uses a Perl module that contains Ope@®Byright (©)1996-2002 Sampo
Kellomaki sampo@symlabs.com All Rights Reserved. See p. 217 for more information.

A.24 RAID utilities

The Search Appliance may use RAID utilities developed byAtiaptec Corporation. These are used by
Thunderstone for system maintenance in this product. Uisagieverned by the license below:

Copyright (c) 1996-2004, Adaptec Corporation
All rights reserved.

Redistribution and use in source and binary forms, with or wi
modification, are permitted provided that the following co
met:

- Redistributions of source code must retain the above copyr
notice, this list of conditions and the following disclaime

- Redistributions in binary form must reproduce the above co
notice, this list of conditions and the following disclaime
documentation and/or other materials provided with the dis

- Neither the name of the Adaptec Corporation nor the names of
contributors may be used to endorse or promote products deri

thout
nditions are
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this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CBNIGRS
"AS I1S" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BU NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY ANDITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THEPERIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,CIRENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDINBUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICESSS MF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSEND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCHAMAGE.

A.25 LCDpoc

The Search Appliance may use LCDproc Copyright (C) 1998%208liam W. Ferrell, Scott Scriven and
many other contributors which is licensed under the GNU ieulitense, p. 231. This is used by
Thunderstone for driving the front panel LCD on applianaggguipped.

A.26 GNU General Public License

Some third-party software packages shipped with the Segpphance are governed by the GNU General
Public License, reproduced below. See the Third-Partyw&wé section, p. 209, for a list of applicable
packages.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

675 Mass Ave, Cambridge, MA 02139, USA
Everyone is permitted to copy and distribute verbatim copie S
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

freedom to share and change it. By contrast, the GNU General P ublic
License is intended to guarantee your freedom to share and ch ange free
software--to make sure the software is free for all its users . This
General Public License applies to most of the Free Software

Foundation’s software and to any other program whose author s commit to
using it. (Some other Free Software Foundation software is c overed by
the GNU Library General Public License instead.) You can app ly it to

your programs, too.

When we speak of free software, we are referring to freedom, n ot
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price. Our General Public Licenses are designed to make sure
have the freedom to distribute copies of free software (and c

this service if you wish), that you receive source code or can

if you want it, that you can change the software or use pieces o
in new free programs; and that you know you can do these things

To protect your rights, we need to make restrictions that for
anyone to deny you these rights or to ask you to surrender the r
These restrictions translate to certain responsibilities
distribute copies of the software, or if you modify it.

THIRD-PARTY SOFTWARE

that you

harge for
get it
f it

bid
ights.
for you if you

For example, if you distribute copies of such a program, whet her
gratis or for a fee, you must give the recipients all the right s that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know th eir
rights.

We protect your rights with two steps: (1) copyright the soft ware, and
(2) offer you this license which gives you legal permission t 0 copy,
distribute and/or modify the software.

Also, for each author’'s protection and ours, we want to make c ertain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and pas sed on, we
want its recipients to know that what they have is not the orig inal, so
that any problems introduced by others will not reflect on th e original
authors’ reputations.

Finally, any free program is threatened constantly by softw are
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effec t making the
program proprietary. To prevent this, we have made it clear t hat any
patent must be licensed for everyone’s free use or not licens ed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIATTON

0. This License applies to any program or other work which con tains
a notice placed by the copyright holder saying it may be distr ibuted
under the terms of this General Public License. The "Program ", below,
refers to any such program or work, and a "work based on the Pro gram”
means either the Program or any derivative work under copyri ght law:
that is to say, a work containing the Program or a portion of it ,
either verbatim or with modifications and/or translated in to another
language. (Hereinafter, translation is included without | imitation in
the term "modification”.) Each licensee is addressed as "yo u".
Activities other than copying, distribution and modificat ion are not
covered by this License; they are outside its scope. The act o f
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running the Program is not restricted, and the output from th e Program
is covered only if its contents constitute a work based on the
Program (independent of having been made by running the Prog ram).

Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program 's
source code as you receive it, in any medium, provided that yo u
conspicuously and appropriately publish on each copy an app ropriate
copyright notice and disclaimer of warranty; keep intact al | the
notices that refer to this License and to the absence of any wa rranty;
and give any other recipients of the Program a copy of this Lic ense

along with the Program.

You may charge a fee for the physical act of transferring a cop y, and

you may at your option offer warranty protection in exchange for a fee.
2. You may modify your copy or copies of the Program or any port ion

of it, thus forming a work based on the Program, and copy and

distribute such modifications or work under the terms of Sec tion 1

above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notic es
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, tha tin
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all thir d

parties under the terms of this License.

c) If the modified program normally reads commands interact ively
when run, you must cause it, when started running for such

interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice an da
notice that there is no warranty (or else, saying that you pro vide
a warranty) and that users may redistribute the program unde r
these conditions, and telling the user how to view a copy of th is
License. (Exception: if the Program itself is interactive b ut
does not normally print such an announcement, your work base d on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If

identifiable sections of that work are not derived from the P rogram,
and can be reasonably considered independent and separate w orks in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But whe n you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the te rms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of wh 0 wrote it.
Thus, it is not the intent of this section to claim rights or co ntest

your rights to work written entirely by you; rather, the inte nt is to
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exercise the right to control the distribution of derivativ
collective works based on the Program.

In addition, mere aggregation of another work not based on th

with

the Program (or with a work based on the Program) on a volu

a storage or distribution medium does not bring the other wor
the scope of this License.

3.

You may copy and distribute the Program (or a work based on i

under Section 2) in object code or executable form under the t
Sections 1 and 2 above provided that you also do one of the foll

a) Accompany it with the complete corresponding machine-re
source code, which must be distributed under the terms of Sec
1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a compl
machine-readable copy of the corresponding source code, to
distributed under the terms of Sections 1 and 2 above on a medi
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the of
to distribute corresponding source code. (This alternativ
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with s
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work

making modifications to it.

For an executable work, complet

code means all the source code for all modules it contains, pl
associated interface definition files, plus the scripts us

control compilation and installation of the executable.

Ho

special exception, the source code distributed need not inc
anything that is normally distributed (in either source or b
form) with the major components (compiler, kernel, and so on
operating system on which the executable runs, unless that c
itself accompanies the executable.

If distribution of executable or object code is made by offer
access to copy from a designated place, then offering equiva
access to copy the source code from the same place counts as
distribution of the source code, even though third parties a
compelled to copy the source along with the object code.

4.
except as expressly provided under this License.

You may not copy, modify, sublicense, or distribute the Pr
Any attemp

otherwise to copy, modify, sublicense or distribute the Pro

void,

and will automatically terminate your rights under th

However, parties who have received copies, or rights, from y
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this License will not have their licenses terminated so long
parties remain in full compliance.

5. You are not required to accept this License, since you have
signed it. However, nothing else grants you permission to mo
distribute the Program or its derivative works. These actio
prohibited by law if you do not accept this License. Therefor
modifying or distributing the Program (or any work based on t
Program), you indicate your acceptance of this License to do
all its terms and conditions for copying, distributing or mo
the Program or works based on it.

6. Each time you redistribute the Program (or any work based o

Program), the recipient automatically receives a license f
original licensor to copy, distribute or modify the Program
these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights gran

You are not responsible for enforcing compliance by third pa
this License.

7. If, as a consequence of a court judgment or allegation of pa

infringement or for any other reason (not limited to patent i
conditions are imposed on you (whether by court order, agree
otherwise) that contradict the conditions of this License,

excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligation

License and any other pertinent obligations, then as a conse
may not distribute the Program at all. For example, if a paten
license would not permit royalty-free redistribution of th

all those who receive copies directly or indirectly through

the only way you could satisfy both it and this License would b
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceab
any particular circumstance, the balance of the section is i
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe
patents or other property right claims or to contest validit

such claims; this section has the sole purpose of protecting
integrity of the free software distribution system, which i
implemented by public license practices. Many people have m
generous contributions to the wide range of software distri
through that system in reliance on consistent application o
system; it is up to the author/donor to decide if he or she is wi
to distribute software through any other system and a licens
impose that choice.

This section is intended to make thoroughly clear what is bel
be a consequence of the rest of this License.
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8. If the distribution and/or use of the Program is restricte
certain countries either by patents or by copyrighted inter
original copyright holder who places the Program under this
may add an explicit geographical distribution limitation e
those countries, so that distribution is permitted only in o
countries not thus excluded. In such case, this License inco
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or n
of the General Public License from time to time. Such new vers
be similar in spirit to the present version, but may differ in
address new problems or concerns.

Each version is given a distinguishing version number. If th
specifies a version number of this License which applies to i
"any later version", you have the option of following the ter
conditions either of that version or of any later version pub

the Free Software Foundation. If the Program does not specif
version number of this License, you may choose any version ev
published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other
programs whose distribution conditions are different, wri
to ask for permission. For software which is copyrighted by t
Software Foundation, write to the Free Software Foundation
make exceptions for this. Our decision will be guided by the t
of preserving the free status of all derivatives of our free s
of promoting the sharing and reuse of software generally.
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11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE @ N
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY AMBRHGAAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HRILBED/OR
OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARJLAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCH HH

PROGRAM IS WITH YOU.

SHOULD THE PROGRAM PROVE DEFECTIVE ASSUME

THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREEDINO
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHOVKBWY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LRABO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATANBEI
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRDE3ARR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAWEY, IE
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSWBIOF SUCH

DAMAGES.
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END OF TERMS AND CONDITIONS

Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greate st
possible use to the public, the best way to achieve this is to m ake it
free software which everyone can redistribute and change un der these
terms.

To do so, attach the following notices to the program. It is sa fest
to attach them to the start of each source file to most effecti vely
convey the exclusion of warranty; and each file should have a t least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program’s name and a brief idea of what it does.>

Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/o r modify
it under the terms of the GNU General Public License as publis hed by
the Free Software Foundation; either version 2 of the Licens e, or

(at your option) any later version.

This program is distributed in the hope that it will be useful ,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See th
GNU General Public License for more details.

You should have received a copy of the GNU General Public Lice nse
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and p aper mail.

If the program is interactive, make it output a short notice | ike this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type
‘show w'.

This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show ¢’ for details.

The hypothetical commands ‘show w’ and ‘show ¢’ should show t he
appropriate parts of the General Public License. Of course, the
commands you use may be called something other than ‘show w' a nd ‘show
c’; they could even be mouse-clicks or menu items--whatever suits your
program.

You should also get your employer (if you work as a programmer ) or your
school, if any, to sign a "copyright disclaimer" for the prog ram, if

necessary. Here is a sample; alter the names:
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Yoyodyne, Inc., hereby disclaims all copyright interest in the
program ‘Gnomovision’ (which makes passes at compilers) wr itten by
James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating y our program
into proprietary programs. If your program is a subroutine | ibrary,
you may consider it more useful to permit linking proprietar y
applications with the library. If this is what you want to do, use
the GNU Library General Public License instead of this Licen se.

A.27 GNU Lesser General Public License

Some third-party software packages distributed with treEr&eAppliance are governed by the GNU Lesser
General Public License, reproduced below. See the Thirt-Baftware section, p. 209, for a list of
applicable packages.

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copie S
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2 , hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your

freedom to share and change it. By contrast, the GNU General P ublic
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its u sers.
This license, the Lesser General Public License, applies to some
specially designated software packages--typically libra ries--of the
Free Software Foundation and other authors who decide to use it.  You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the be tter
strategy to use in any particular case, based on the explanat ions below.
When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make s ure that
you have the freedom to distribute copies of free software (a nd charge
for this service if you wish); that you receive source code or can get

it if you want it; that you can change the software and use piec es of
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it in new free programs; and that you are informed that you can
these things.

To protect your rights, we need to make restrictions that for
distributors to deny you these rights or to ask you to surrend
rights. These restrictions translate to certain responsib
you if you distribute copies of the library or if you modify it

For example, if you distribute copies of the library, whethe
or for a fee, you must give the recipients all the rights that w
you. You must make sure that they, too, receive or can get the s
code. If you link other code with the library, you must provid
complete object files to the recipients, so that they can rel
with the library after making changes to the library and reco
it. And you must show them these terms so they know their right

We protect your rights with a two-step method: (1) we copyrig
library, and (2) we offer you this license, which gives you le
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear tha
there is no warranty for the free library. Also, if the librar
modified by someone else and passed on, the recipients shoul
that what they have is not the original version, so that the or
author’s reputation will not be affected by problems that mi
introduced by others.

Finally, software patents pose a constant threat to the exis
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtainin
restrictive license from a patent holder. Therefore, we ins
any patent license obtained for a version of the library must
consistent with the full freedom of use specified in this lic

Most GNU software, including some libraries, is covered by t
ordinary GNU General Public License. This license, the GNU L
General Public License, applies to certain designated libr
is quite different from the ordinary General Public License
this license for certain libraries in order to permit linkin
libraries into non-free programs.

When a program is linked with a library, whether statically o
a shared library, the combination of the two is legally speak
combined work, a derivative of the original library. The ord
General Public License therefore permits such linking only
entire combination fits its criteria of freedom. The Lesser
Public License permits more lax criteria for linking other c
the library.

We call this license the "Lesser" General Public License bec
does Less to protect the user's freedom than the ordinary Gen
Public License. It also provides other free software develo
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of an advantage over competing non-free programs. These dis advantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantage S in certain

special circumstances.

For example, on rare occasions, there may be a special need to

encourage the widest possible use of a certain library, so th at it
becomes a de-facto standard. To achieve this, non-free prog rams must
be allowed to use the library. A more frequent case is that a fr ee
library does the same job as widely used non-free libraries. In this
case, there is little to gain by limiting the free library to f ree

software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non -free
programs enables a greater number of people to use a large bod y of
free software. For example, permission to use the GNU C Libra ry in
non-free programs enables many more people to use the whole G NU
operating system, as well as its variant, the GNU/Linux oper ating
system.

Although the Lesser General Public License is Less protecti ve of the
users’ freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal t 0 run

that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library" . The
former contains code derived from the library, whereas the | atter must

be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIATTON

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright hold er or
other authorized party saying it may be distributed under th e terms of
this Lesser General Public License (also called "this Licen se").

Each licensee is addressed as "you".

A ‘"library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application pr ograms
(which use some of those functions and data) to form executab les.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based o n the
Library" means either the Library or any derivative work und er
copyright law: that is to say, a work containing the Library o ra
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, t ranslation is

included without limitation in the term "modification".)
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"Source code" for a work means the preferred form of the work f or
making modifications to it. For a library, complete source c ode means
all the source code for all modules it contains, plus any asso ciated
interface definition files, plus the scripts used to contro | compilation

and installation of the library.

Activities other than copying, distribution and modificat ion are not
covered by this License; they are outside its scope. The act o f
running a program using the Library is not restricted, and ou tput from
such a program is covered only if its contents constitute a wo rk based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does

and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library 's
complete source code as you receive it, in any medium, provid ed that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; k eep intact
all the notices that refer to this License and to the absence o f any
warranty; and distribute a copy of this License along with th e
Library.

You may charge a fee for the physical act of transferring a cop Y,
and you may at your option offer warranty protection in excha nge for a
fee.

2. You may modify your copy or copies of the Library or any port ion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Sec tion 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notic es
stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function o ra
table of data to be supplied by an application program that us es
the facility, other than as an argument passed when the facil ity

is invoked, then you must make a good faith effort to ensure th at,
in the event an application does not supply such function or

table, the facility still operates, and performs whatever p art of
its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the

application. Therefore, Subsection 2d requires that any

application-supplied function or table used by this functi on must
be optional: if the application does not supply it, the squar e
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root function must still compute square roots.)

These requirements apply to the modified work as a whole. If

identifiable sections of that work are not derived from the L ibrary,
and can be reasonably considered independent and separate w orks in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But whe n you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the te rms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of wh 0 wrote
it.

Thus, it is not the intent of this section to claim rights or co ntest
your rights to work written entirely by you; rather, the inte nt is to
exercise the right to control the distribution of derivativ e or

collective works based on the Library.

In addition, mere aggregation of another work not based on th e Library
with the Library (or with a work based on the Library) on a volu me of
a storage or distribution medium does not bring the other wor k under

the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Pu blic
License instead of this License to a given copy of the Library . To do
this, you must alter all the notices that refer to this Licens e, so
that they refer to the ordinary GNU General Public License, v ersion 2,
instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you c an specify
that version instead if you wish.) Do not make any other chang e in

these notices.

Once this change is made in a given copy, it is irreversible fo r
that copy, so the ordinary GNU General Public License applie s to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or

derivative of it, under Section 2) in object code or executab le form
under the terms of Sections 1 and 2 above provided that you acc ompany
it with the complete corresponding machine-readable sourc e code, which
must be distributed under the terms of Sections 1 and 2 above o n a

medium customarily used for software interchange.

If distribution of object code is made by offering access to ¢ opy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are no t

compelled to copy the source along with the object code.
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5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being com
linked with it, is called a "work that uses the Library". Such
work, in isolation, is not a derivative work of the Library, a
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Libr
creates an executable that is a derivative of the Library (be
contains portions of the Library), rather than a "work that u
library". The executable is therefore covered by this Licen
Section 6 states terms for distribution of such executables

When a "work that uses the Library" uses material from a heade
that is part of the Library, the object code for the work may be
derivative work of the Library even though the source code is
Whether this is true is especially significant if the work ca
linked without the Library, or if the work is itself a library
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small
functions (ten lines or less in length), then the use of the ob
file is unrestricted, regardless of whether it is legally a d
work. (Executables containing this object code plus portio
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Sec
Any executables containing that work also fall under Sectio
whether or not they are linked directly with the Library itse

6. As an exception to the Sections above, you may also combine
link a "work that uses the Library" with the Library to produc
work containing portions of the Library, and distribute tha
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and rever
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that
Library is used in it and that the Library and its use are cover
this License. You must supply a copy of this License. If the wo
during execution displays copyright notices, you must incl
copyright notice for the Library among them, as well as a refe
directing the user to the copy of this License. Also, you must
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including wha
changes were used in the work (which must be distributed unde
Sections 1 and 2 above); and, if the work is an executable link
with the Library, with the complete machine-readable "work

uses the Library", as object code and/or source code, so that
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user can modify the Library and then relink to produce a modif ied
executable containing the modified Library. (It is underst ood
that the user who changes the contents of definitions files i n the
Library will not necessarily be able to recompile the applic ation

to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with t he
Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user's computer sy stem,
rather than copying library functions into the executable, and (2)
will operate properly with a modified version of the library , if
the user installs one, as long as the modified version is

interface-compatible with the version that the work was mad e with.

¢) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

d) If distribution of the work is made by offering access to co py
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses th e
Library" must include any data and utility programs needed f or
reproducing the executable from it. However, as a special ex ception,
the materials to be distributed need not include anything th at is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating sy stem on
which the executable runs, unless that component itself acc ompanies

the executable.

It may happen that this requirement contradicts the license

restrictions of other proprietary libraries that do not nor mally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that y ou
distribute.

7. You may place library facilities that are a work based on th e
Library side-by-side in a single library together with othe r library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the wor k based on

the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library

facilities. This must be distributed under the terms of the
Sections above.
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b) Give prominent notice with the combined library of the fac
that part of it is a work based on the Library, and explaining

where to find the accompanying uncombined form of the same wo

8. You may not copy, modify, sublicense, link with, or distri
the Library except as expressly provided under this License
attempt otherwise to copy, modify, sublicense, link with, o
distribute the Library is void, and will automatically term
rights under this License. However, parties who have receiv
or rights, from you under this License will not have their lic
terminated so long as such parties remain in full compliance

9. You are not required to accept this License, since you have
signed it. However, nothing else grants you permission to mo
distribute the Library or its derivative works. These actio
prohibited by law if you do not accept this License. Therefor
modifying or distributing the Library (or any work based on t
Library), you indicate your acceptance of this License to do
all its terms and conditions for copying, distributing or mo
the Library or works based on it.

10. Each time you redistribute the Library (or any work based
Library), the recipient automatically receives a license f
original licensor to copy, distribute, link with or modify t
subject to these terms and conditions. You may not impose any
restrictions on the recipients’ exercise of the rights gran
You are not responsible for enforcing compliance by third pa
this License.

11. If, as a consequence of a court judgment or allegation of p
infringement or for any other reason (not limited to patent i
conditions are imposed on you (whether by court order, agree
otherwise) that contradict the conditions of this License,
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligation
License and any other pertinent obligations, then as a conse
may not distribute the Library at all. For example, if a paten
license would not permit royalty-free redistribution of th
all those who receive copies directly or indirectly through
the only way you could satisfy both it and this License would b
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceab
particular circumstance, the balance of the section is inte
and the section as a whole is intended to apply in other circum

It is not the purpose of this section to induce you to infringe
patents or other property right claims or to contest validit

such claims; this section has the sole purpose of protecting
integrity of the free software distribution system which is
implemented by public license practices. Many people have m
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generous contributions to the wide range of software distri
through that system in reliance on consistent application o
system; it is up to the author/donor to decide if he or she is wi
to distribute software through any other system and a licens
impose that choice.

This section is intended to make thoroughly clear what is bel
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restrict
certain countries either by patents or by copyrighted inter
original copyright holder who places the Library under this
may add an explicit geographical distribution limitation e
those countries, so that distribution is permitted only in o
countries not thus excluded. In such case, this License inco
the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or
versions of the Lesser General Public License from time to ti
Such new versions will be similar in spirit to the present ver
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If th
specifies a version number of this License which applies to i
"any later version", you have the option of following the ter
conditions either of that version or of any later version pub
the Free Software Foundation. If the Library does not specif
license version number, you may choose any version ever publ
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other
programs whose distribution conditions are incompatible w
write to the author to ask for permission. For software which
copyrighted by the Free Software Foundation, write to the Fr
Software Foundation; we sometimes make exceptions for this
decision will be guided by the two goals of preserving the fre
of all derivatives of our free software and of promoting the s
and reuse of software generally.
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15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE ISON
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APRBIEALAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HRILBED/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTKF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARILAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCH HH
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREEDINO
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WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHOVKBWY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIARB TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BE
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRDE3ARR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWAREENEIF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSMBIORF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greate st
possible use to the public, we recommend making it free softw are that
everyone can redistribute and change. You can do so by permit ting
redistribution under these terms (or, alternatively, unde r the terms

of the ordinary General Public License).

To apply these terms, attach the following notices to the lib rary.
It is safest to attach them to the start of each source file to m ost
effectively convey the exclusion of warranty; and each file should
have at least the "copyright" line and a pointer to where the f ull

notice is found.

<one line to give the library’s name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/o r
modify it under the terms of the GNU Lesser General Public

License as published by the Free Software Foundation; eithe r
version 2.1 of the License, or (at your option) any later vers ion.

This library is distributed in the hope that it will be useful ,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See th GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Publ ic
License along with this library; if not, write to the Free Sof tware
Foundation, Inc.,

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and p aper mail.
You should also get your employer (if you work as a programmer ) or your
school, if any, to sign a "copyright disclaimer" for the libr ary, if

necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library
‘Frob’ (a library for tweaking knobs) written by James Rando m Hacker.

247
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<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!

A.28 GNU Library General Public License

Some third-party software packages distributed with trer&eAppliance are governed by the GNU
Library General Public License, reproduced below. See thediParty Software section, p. 209, for a list
of applicable packages.

GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc.

59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copie S
of this license document, but changing it is not allowed.

[This is the first released version of the library GPL. It is
numbered 2 because it goes with version 2 of the ordinary GPL. ]

Preamble

The licenses for most software are designed to take away your

freedom to share and change it. By contrast, the GNU General P ublic
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its u sers.
This license, the Library General Public License, applies t 0 some
specially designated Free Software Foundation software, a nd to any
other libraries whose authors decide to use it. You can use it for

your libraries, too.

When we speak of free software, we are referring to freedom, n ot
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and c harge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces o fit

in new free programs; and that you know you can do these things

To protect your rights, we need to make restrictions that for bid
anyone to deny you these rights or to ask you to surrender the r ights.
These restrictions translate to certain responsibilities for you if

you distribute copies of the library, or if you modify it.

For example, if you distribute copies of the library, whethe r gratis
or for a fee, you must give the recipients all the rights that w e gave
you. You must make sure that they, too, receive or can get the s ource



A.28. GNU LIBRARY GENERAL PUBLIC LICENSE

code. If you link a program with the library, you must provide
complete object files to the recipients so that they can rel

with the library, after making changes to the library and rec

it. And you must show them these terms so they know their right

Our method of protecting your rights has two steps: (1) copyr
the library, and (2) offer you this license which gives you le
permission to copy, distribute and/or modify the library.

Also, for each distributor’'s protection, we want to make cer
that everyone understands that there is no warranty for this
library. If the library is modified by someone else and passe
want its recipients to know that what they have is not the orig
version, so that any problems introduced by others will not r
the original authors’ reputations.

Finally, any free program is threatened constantly by softw
patents. We wish to avoid the danger that companies distribu
software will individually obtain patent licenses, thus in
transforming the program into proprietary software. To pre
we have made it clear that any patent must be licensed for ever
free use or not licensed at all.

Most GNU software, including some libraries, is covered by t
ordinary GNU General Public License, which was designed for
programs. This license, the GNU Library General Public Lice
applies to certain designated libraries. This license is qu
different from the ordinary one; be sure to read it in full, an
assume that anything in it is the same as in the ordinary licen

The reason we have a separate public license for some librari
that they blur the distinction we usually make between modif
adding to a program and simply using it. Linking a program wit
library, without changing the library, is in some sense simp
the library, and is analogous to running a utility program or
application program. However, in a textual and legal sense,
linked executable is a combined work, a derivative of the ori
library, and the ordinary General Public License treats it a

Because of this blurred distinction, using the ordinary Gen
Public License for libraries did not effectively promote so
sharing, because most developers did not use the libraries.
concluded that weaker conditions might promote sharing bet

However, unrestricted linking of non-free programs would d
users of those programs of all benefit from the free status of
libraries themselves. This Library General Public License
to permit developers of non-free programs to use free librar
preserving your freedom as a user of such programs to change t
libraries that are incorporated in them. (We have not seen ho
achieve this as regards changes in header files, but we have a
it as regards changes in the actual functions of the Library.
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hope is that this will lead to faster development of free libr aries.
The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library" . The
former contains code derived from the library, while the lat ter only

works together with the library.

Note that it is possible for a library to be covered by the ordi nary
General Public License rather than by this special one.

GNU LIBRARY GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIATTON

0. This License Agreement applies to any software library wh ich
contains a notice placed by the copyright holder or other aut horized
party saying it may be distributed under the terms of this Lib rary
General Public License (also called "this License"). Each | icensee is

addressed as "you".

A ‘"library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application pr ograms
(which use some of those functions and data) to form executab les.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based o n the
Library" means either the Library or any derivative work und er
copyright law: that is to say, a work containing the Library o ra
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, t ranslation is

included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work f or
making modifications to it. For a library, complete source c ode means
all the source code for all modules it contains, plus any asso ciated
interface definition files, plus the scripts used to contro | compilation

and installation of the library.

Activities other than copying, distribution and modificat ion are not
covered by this License; they are outside its scope. The act o f
running a program using the Library is not restricted, and ou tput from
such a program is covered only if its contents constitute a wo rk based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does

and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library s
complete source code as you receive it, in any medium, provid ed that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; k eep intact
all the notices that refer to this License and to the absence o f any

warranty; and distribute a copy of this License along with th e
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Library.

You may charge a fee for the physical act of transferring a cop
and you may at your option offer warranty protection in excha
fee.

2. You may modify your copy or copies of the Library or any port
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Sec
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notic
stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function o
table of data to be supplied by an application program that us
the facility, other than as an argument passed when the facil

is invoked, then you must make a good faith effort to ensure th
in the event an application does not supply such function or
table, the facility still operates, and performs whatever p

its purpose remains meaningful.

(For example, a function in a library to compute square roots
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this functi

be optional: if the application does not supply it, the squar
root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the L

and can be reasonably considered independent and separate w
themselves, then this License, and its terms, do not apply to
sections when you distribute them as separate works. But whe
distribute the same sections as part of a whole which is a work
on the Library, the distribution of the whole must be on the te
this License, whose permissions for other licensees extend

entire whole, and thus to each and every part regardless of wh
it.

Thus, it is not the intent of this section to claim rights or co
your rights to work written entirely by you; rather, the inte
exercise the right to control the distribution of derivativ
collective works based on the Library.

In addition, mere aggregation of another work not based on th
with the Library (or with a work based on the Library) on a volu
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a storage or distribution medium does not bring the other wor
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Pu

License instead of this License to a given copy of the Library
this, you must alter all the notices that refer to this Licens

that they refer to the ordinary GNU General Public License, v
instead of to this License. (If a newer version than version 2
ordinary GNU General Public License has appeared, then you c
that version instead if you wish.) Do not make any other chang
these notices.

Once this change is made in a given copy, it is irreversible fo
that copy, so the ordinary GNU General Public License applie
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executab
under the terms of Sections 1 and 2 above provided that you acc
it with the complete corresponding machine-readable sourc
must be distributed under the terms of Sections 1 and 2 above o
medium customarily used for software interchange.

If distribution of object code is made by offering access to ¢
from a designated place, then offering equivalent access to
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are no
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being com
linked with it, is called a "work that uses the Library". Such
work, in isolation, is not a derivative work of the Library, a
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Libr
creates an executable that is a derivative of the Library (be
contains portions of the Library), rather than a "work that u
library". The executable is therefore covered by this Licen
Section 6 states terms for distribution of such executables

When a "work that uses the Library" uses material from a heade
that is part of the Library, the object code for the work may be
derivative work of the Library even though the source code is
Whether this is true is especially significant if the work ca
linked without the Library, or if the work is itself a library
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
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structure layouts and accessors, and small macros and small
functions (ten lines or less in length), then the use of the ob
file is unrestricted, regardless of whether it is legally a d
work. (Executables containing this object code plus portio
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Sec
Any executables containing that work also fall under Sectio
whether or not they are linked directly with the Library itse

6. As an exception to the Sections above, you may also compile
link a "work that uses the Library" with the Library to produc
work containing portions of the Library, and distribute tha
under terms of your choice, provided that the terms permit
modification of the work for the customer’s own use and rever
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that
Library is used in it and that the Library and its use are cover
this License. You must supply a copy of this License. If the wo
during execution displays copyright notices, you must incl
copyright notice for the Library among them, as well as a refe
directing the user to the copy of this License. Also, you must
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including wha
changes were used in the work (which must be distributed unde
Sections 1 and 2 above); and, if the work is an executable link
with the Library, with the complete machine-readable "work

uses the Library", as object code and/or source code, so that
user can modify the Library and then relink to produce a modif
executable containing the modified Library. (It is underst

that the user who changes the contents of definitions files i
Library will not necessarily be able to recompile the applic

to use the modified definitions.)

b) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

c) If distribution of the work is made by offering access to co
from a designated place, offer equivalent access to copy the
specified materials from the same place.

d) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses th
Library" must include any data and utility programs needed f
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reproducing the executable from it. However, as a special ex ception,
the source code distributed need not include anything that i s normally
distributed (in either source or binary form) with the major

components (compiler, kernel, and so on) of the operating sy stem on
which the executable runs, unless that component itself acc ompanies
the executable.

It may happen that this requirement contradicts the license
restrictions of other proprietary libraries that do not nor mally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that y ou
distribute.

7. You may place library facilities that are a work based on th e
Library side-by-side in a single library together with othe r library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the wor k based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work

based on the Library, uncombined with any other library

facilities. This must be distributed under the terms of the

Sections above.

b) Give prominent notice with the combined library of the fac t
that part of it is a work based on the Library, and explaining

where to find the accompanying uncombined form of the same wo rk.

8. You may not copy, modify, sublicense, link with, or distri bute
the Library except as expressly provided under this License Any
attempt otherwise to copy, modify, sublicense, link with, o r
distribute the Library is void, and will automatically term inate your
rights under this License. However, parties who have receiv ed copies,
or rights, from you under this License will not have their lic enses
terminated so long as such parties remain in full compliance

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to mo dify or
distribute the Library or its derivative works. These actio ns are
prohibited by law if you do not accept this License. Therefor e, by
modifying or distributing the Library (or any work based on t he
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or mo difying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license f rom the
original licensor to copy, distribute, link with or modify t he Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights gran ted herein.
You are not responsible for enforcing compliance by third pa rties to
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this License.

11. If, as a consequence of a court judgment or allegation of p

infringement or for any other reason (not limited to patent i
conditions are imposed on you (whether by court order, agree
otherwise) that contradict the conditions of this License,

excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligation
License and any other pertinent obligations, then as a conse

may not distribute the Library at all.

For example, if a paten

license would not permit royalty-free redistribution of th
all those who receive copies directly or indirectly through

the only way you could satisfy both it and this License would b

refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceab
particular circumstance, the balance of the section is inte

and the section as a whole is intended to apply in other circum

It is not the purpose of this section to induce you to infringe
patents or other property right claims or to contest validit

such claims; this section has the sole purpose of protecting
integrity of the free software distribution system which is
implemented by public license practices. Many people have m
generous contributions to the wide range of software distri
through that system in reliance on consistent application o

system; it is up to the author/donor to decide if he or she is wi

to distribute software through any other system and a licens

impose that choice.

This section is intended to make thoroughly clear what is bel
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restrict
certain countries either by patents or by copyrighted inter
original copyright holder who places the Library under this
may add an explicit geographical distribution limitation e
those countries, so that distribution is permitted only in o

countries not thus excluded.

In such case, this License inco

the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or

versions of the Library General Public License from time to t
Such new versions will be similar in spirit to the present ver
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If th
specifies a version number of this License which applies to i
"any later version", you have the option of following the ter
conditions either of that version or of any later version pub

the Free Software Foundation.
license version number, you may choose any version ever publ

If the Library does not specif
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the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible w ith these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Fr ee
Software Foundation; we sometimes make exceptions for this . Our
decision will be guided by the two goals of preserving the fre e status
of all derivatives of our free software and of promoting the s haring

and reuse of software generally.
NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE ISON
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPBIEALAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HRILBED/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTKF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARILAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE MK
LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREEDINO
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHOMKBWY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIAB TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY U8E THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BE
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRDE®ARR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWAREENE IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSS¥BIOF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS

Appendix: How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greate st
possible use to the public, we recommend making it free softw are that
everyone can redistribute and change. You can do so by permit ting
redistribution under these terms (or, alternatively, unde r the terms

of the ordinary General Public License).

To apply these terms, attach the following notices to the lib rary.
It is safest to attach them to the start of each source file to m ost
effectively convey the exclusion of warranty; and each file should
have at least the "copyright" line and a pointer to where the f ull

notice is found.

<one line to give the library’s name and a brief idea of what it does.>
Copyright (C) <year> <name of author>
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This library is free software; you can redistribute it and/o r
modify it under the terms of the GNU Library General Public

License as published by the Free Software Foundation; eithe r
version 2 of the License, or (at your option) any later versio n.

This library is distributed in the hope that it will be useful

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See th GNU
Library General Public License for more details.

You should have received a copy of the GNU Library General Pub lic
License along with this library; if not, write to the Free

Software Foundation, Inc., 59 Temple Place - Suite 330, Bost on,
MA 02111-1307, USA

Also add information on how to contact you by electronic and p aper mail.
You should also get your employer (if you work as a programmer ) or your
school, if any, to sign a "copyright disclaimer" for the libr ary, if

necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library
‘Frob’ (a library for tweaking knobs) written by James Rando m Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!

A.29 Netscape Public License

Some third-party software packages distributed with trer&eAppliance are governed by the Netscape
Public License, reproduced below. See the Third-Partyw&wé section, p. 209, for a list of applicable
packages.

Netscape Public License version 1.1

AMENDMENTS The Netscape Public License Version 1.1 ("NPL")consists of the Mozilla Public
License Version 1.1 with the following Amendments, includig Exhibit A-Netscape Public License.
Files identified with "Exhibit A-Netscape Public License” are governed by the Netscape Public
License Version 1.1.

Additional Terms applicable to the Netscape Public License
|. Effect.

These additional terms described in this Netscape Puldierise — Amendments shall apply to the Mozilla
Communicator client code and to all Covered Code under figisrise.

Il. "Netscape’s Branded Code’means Covered Code that Netscape distributes and/or pesthérs to
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distribute under one or more trademark(s) which are cdettdly Netscape but which are not licensed for
use under this License.

lll. Netscape and logo.This License does not grant any rights to use the trademaéat&sstape”, the
"Netscape N and horizon” logo or the "Netscape lighthousgjol, "Netcenter”, "Gecko”, "Java” or
"JavaScript”, "Smart Browsing” even if such marks are irgd in the Original Code or Modifications.

IV. Inability to Comply Due to Contractual Obligation. Prior to licensing the Original Code under this
License, Netscape has licensed third party code for usetschge’s Branded Code. To the extent that
Netscape is limited contractually from making such thirdtypaode available under this License, Netscape
may choose to reintegrate such code into Covered Code witleang required to distribute such code in
Source Code form, even if such code would otherwise be ceresid’Modifications” under this License.

V. Use of Modifications and Covered Code by Initial Developer

V.1. In General. The obligations of Sectio apply to Netscape, except to the extent specified in this
Amendment, Sectiok.2 andV.3.

V.2. Other Products. Netscape may include Covered Code in products other thaNdtseape’s Branded
Code which are released by Netscape during the two (2) yebwosving the release date of the Original
Code, without such additional products becoming subjettigderms of this License, and may license such
additional products on different terms from those contaimethis License.

V.3. Alternative Licensing. Netscape may license the Source Code of Netscape’s Brarutée] {@cluding
Modifications incorporated therein, without such NetscBmnded Code becoming subject to the terms of
this License, and may license such Netscape Branded Codéenet terms from those contained in this
License.

VI. Litigation. Notwithstanding the limitations of Section 11 above, thevisions regarding litigation in
Section 11(a), (b) and (c) of the License shall apply to apdies relating to this License.

EXHIBIT A-Netscape Public License.

"The contents of this file are subject to the Netscape Pulitierise Version 1.1 (the "License”); you may
not use this file except in compliance with the License. Yo wiatain a copy of the License at
http://www.mozilla.org/NPL/ Software distributed undae License is distributed on an "AS IS” basis,
WITHOUT WARRANTY OF ANY KIND, either express or implied. Séke License for the specific
language governing rights and limitations under the Lieens

The Original Code is Mozilla Communicator client code, asled March 31, 1998.

The Initial Developer of the Original Code is Netscape Comivations Corporation. Portions created by
Netscape are Copyright (C) 1998-1999 Netscape Commumisaorporation. All Rights Reserved.
Contributor(s):

Alternatively, the contents of this file may be used undenténes of the — license (the "[—] License”), in
which case the provisions of [——] License are applicabléeiad of those above. If you wish to allow use
of your version of this file only under the terms of the [—-] kitse and not to allow others to use your
version of this file under the NPL, indicate your decision jeting the provisions above and replace them
with the notice and other provisions required by the [—] Inse. If you do not delete the provisions above,
a recipient may use your version of this file under either tR&r the [—] License.”
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MOZILLA PUBLIC LICENSE
Version 1.1
1. Definitions.

1.0.1. "Commercial Use"means distribution or otherwise making the Covered Codiaéa to a third
party.
1.1. "Contributor” means each entity that creates or contributes to the cneattiglodifications.

1.2. "Contributor Version” means the combination of the Original Code, prior Modifimasi used by a
Contributor, and the Modifications

made by that particular Contributor.

1.3. "Covered Code”means the Original Code or Modifications or the combinatibiihe Original Code
and Maodifications, in each case including portions thereof

1.4. "Electronic Distribution Mechanism” means a mechanism generally accepted in the software
development community for the electronic transfer of data.

1.5. "Executable” means Covered Code in any form other than Source Code.

1.6. "Initial Developer” means the individual or entity identified as the Initial Dieyeer in the Source
Code notice required bixhibit

A.

1.7. "Larger Work” means a work which combines Covered Code or portions thengofcode not
governed by the terms of this License.

1.8. "License” means this document.

1.8.1. "Licensable” means having the right to grant, to the maximum extent ptessithether at the time of
the initial grant or subsequently acquired, any and all efrights conveyed herein.

1.9. "Modifications” means any addition to or deletion from the substance ortateiof either the Original
Code or any previous Modifications. When Covered Code isisel@ as a series of files, a Modification is:

A. Any addition to or deletion from the contents of a file conitagnOriginal Code or previous
Modifications.

B. Any new file that contains any part of the Original Code or res Modifications.

1.10. "Original Code” means Source Code of computer software code which is dedanlithe Source
Code notice required bigxhibit A as Original Code, and which, at the time of its release urtdsiLicense
is not already Covered Code governed by this License.

1.10.1. "Patent Claims”means any patent claim(s), now owned or hereafter acquireldding without
limitation, method, process, and apparatus claims, in atgnp Licensable by grantor.

1.11. "Source Code’means the preferred form of the Covered Code for making nuadiibins to it,
including all modules it contains, plus any associatedrfate definition files, scripts used to control
compilation and installation of an Executable, or souradecdifferential comparisons against either the
Original Code or another well known, available Covered Cakdhe Contributor’s choice. The Source
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Code can be in a compressed or archival form, provided theoppate decompression or de-archiving
software is widely available for no charge.

1.12. "You” (or "Your”) means an individual or a legal entity exercising rights unded complying with
all of the terms of, this License or a future version of thisdrise issued under Section 6.1. For legal
entities, "You” includes any entity which controls, is casited by, or is under common control with You.
For purposes of this definition, "control” means (a) the powleect or indirect, to cause the direction or
management of such entity, whether by contract or othepwis@) ownership of more than fifty percent
(50beneficial ownership of such entity.

2. Source Code License.
2.1. The Initial Developer Grant.

The Initial Developer hereby grants You a world-wide, raydiee, non-exclusive license, subject to third
party intellectual property claims:

(a) under intellectual property rights (other than patent adémark) Licensable by Initial Developer to use,
reproduce, modify, display, perform, sublicense andibiiste the Original Code (or portions thereof) with
or without Modifications, and/or as part of a Larger Work; and

(b) under Patents Claims infringed by the making, using orrsglif Original Code, to make, have made,
use, practice, sell, and offer for sale, and/or otherwispatie of the Original Code (or portions thereof).

(c) the licenses granted in this Section 2.1(a) and (b) aretaffean the date Initial Developer first
distributes Original Code under the terms of this License.

(d) Notwithstanding Section 2.1(b) above, no patent licenggasted: 1) for code that You delete from the
Original Code; 2) separate from the Original Code; or 3) fifringements caused by: i) the modification of
the Original Code or ii) the combination of the Original Caalith other software or devices.

2.2. Contributor Grant.

Subiject to third party intellectual property claims, eaanibutor hereby grants You a world-wide,
royalty-free, non-exclusive license

(a) under intellectual property rights (other than patent adémark) Licensable by Contributor, to use,
reproduce, modify, display, perform, sublicense andibiiste the Modifications created by such
Contributor (or portions thereof) either on an unmodifiedi®awith other Modifications, as Covered Code
and/or as part of a Larger Work; and

(b) under Patent Claims infringed by the making, using, orrsgltif Modifications made by that
Contributor either alone and/or in combination with its @doutor Version (or portions of such
combination), to make, use, sell, offer for sale, have madd/or otherwise dispose of: 1) Modifications
made by that Contributor (or portions thereof); and 2) thmlsimation of Modifications made by that
Contributor with its Contributor Version (or portions ofducombination).

(c) the licenses granted in Sections 2.2(a) and 2.2(b) aretigffean the date Contributor first makes
Commercial Use of the Covered Code.

(d) Notwithstanding Section 2.2(b) above, no patent licenggdated: 1) for any code that Contributor has
deleted from the Contributor Version; 2) separate from tbat@butor Version; 3) for infringements caused
by: i) third party modifications of Contributor Version of the combination of Modifications made by that
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Contributor with other software (except as part of the Abator Version) or other devices; or 4) under
Patent Claims infringed by Covered Code in the absence offidations made by that Contributor.

3. Distribution Obligations.
3.1. Application of License.

The Modifications which You create or to which You contribate governed by the terms of this License,
including without limitation Sectior2.2 The Source Code version of Covered Code may be distributed
only under the terms of this License or a future version of thicense released under Secttf, and You
must include a copy of this License with every copy of the $eutode You distribute. You may not offer
or impose any terms on any Source Code version that alteestiats the applicable version of this
License or the recipients’ rights hereunder. However, Yay imclude an additional document offering the
additional rights described in SectiGrb.

3.2. Availability of Source Code.

Any Modification which You create or to which You contributeust be made available in Source Code
form under the terms of this License either on the same mexta &xecutable version or via an accepted
Electronic Distribution Mechanism to anyone to whom you mad Executable version available; and if
made available via Electronic Distribution Mechanism, tmasain available for at least twelve (12)
months after the date it initially became available, or astesix (6) months after a subsequent version of
that particular Modification has been made available to secipients. You are responsible for ensuring
that the Source Code version remains available even if thettehic Distribution Mechanism is maintained
by a third party.

3.3. Description of Modifications.

You must cause all Covered Code to which You contribute tdasora file documenting the changes You
made to create that Covered Code and the date of any changeié&t include a prominent statement that
the Modification is derived, directly or indirectly, from f@mal Code provided by the Initial Developer and
including the name of the Initial Developer in (a) the Soutmele, and (b) in any notice in an Executable
version or related documentation in which You describe tigiroor ownership of the Covered Code.

3.4. Intellectual Property Matters
(a) Third Party Claims.

If Contributor has knowledge that a license under a thirdyfsimtellectual property rights is required to
exercise the rights granted by such Contributor under @&es.1 or 2.2, Contributor must include a text
file with the Source Code distribution titled "LEGAL” whichedcribes the claim and the party making the
claim in sufficient detail that a recipient will know whom torgtact. If Contributor obtains such knowledge
after the Modification is made available as described ini@e& 2, Contributor shall promptly modify the
LEGAL file in all copies Contributor makes available theteafand shall take other steps (such as notifying
appropriate mailing lists or newsgroups) reasonably ¢afed to inform those who received the Covered
Code that new knowledge has been obtained.

(b) Contributor APIs .

If Contributor’s Modifications include an application pragiming interface and Contributor has knowledge
of patent licenses which are reasonably necessary to ingpletinat AP1, Contributor must also include this
information in the LEGAL file.
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(c) Representations.

Contributor represents that, except as disclosed pursa&ection 3.4(a) above, Contributor believes that
Contributor’s Modifications are Contributor’s originaleation(s) and/or Contributor has sufficient rights to
grant the rights conveyed by this License.

3.5. Required Notices.

You must duplicate the notice Exhibit A in each file of the Source Code. If it is not possible to put such
notice in a particular Source Code file due to its structuren tyou must include such notice in a location
(such as a relevant directory) where a user would be likelgdk for such a notice. If You created one or
more Modification(s) You may add your name as a Contributéhéonotice described iBxhibit A . You
must also duplicate this License in any documentation ferfSburce Code where You describe recipients’
rights or ownership rights relating to Covered Code. You miayose to offer, and to charge a fee for,
warranty, support, indemnity or liability obligations ta@or more recipients of Covered Code. However,
You may do so only on Your own behalf, and not on behalf of thegalnDeveloper or any Contributor. You
must make it absolutely clear than any such warranty, stipipoiemnity or liability obligation is offered by
You alone, and You hereby agree to indemnify the Initial Dewer and every Contributor for any liability
incurred by the Initial Developer or such Contributor assuteof warranty, support, indemnity or liability
terms You offer.

3.6. Distribution of Executable Versions.

You may distribute Covered Code in Executable form only & thquirements of Sectidh1-3.5have been
met for that Covered Code, and if You include a notice stattiag the Source Code version of the Covered
Code is available under the terms of this License, includinigscription of how and where You have
fulfilled the obligations of Sectio3.2 The notice must be conspicuously included in any noticenin a
Executable version, related documentation or collataralhiich You describe recipients’ rights relating to
the Covered Code. You may distribute the Executable verdi@overed Code or ownership rights under a
license of Your choice, which may contain terms differeotrrthis License, provided that You are in
compliance with the terms of this License and that the liednsthe Executable version does not attempt to
limit or alter the recipient’s rights in the Source Code i@ndrom the rights set forth in this License. If You
distribute the Executable version under a different lieevisu must make it absolutely clear that any terms
which differ from this License are offered by You alone, ngttbe Initial Developer or any Contributor.

You hereby agree to indemnify the Initial Developer and g\W@ontributor for any liability incurred by the
Initial Developer or such Contributor as a result of any siecns You offer.

3.7. Larger Works.

You may create a Larger Work by combining Covered Code witleiotode not governed by the terms of
this License and distribute the Larger Work as a single prbdn such a case, You must make sure the
requirements of this License are fulfilled for the Coveredl€o

4. Inability to Comply Due to Statute or Regulation.

If it is impossible for You to comply with any of the terms ofshLicense with respect to some or all of the
Covered Code due to statute, judicial order, or regulati@m tYou must: (a) comply with the terms of this
License to the maximum extent possible; and (b) describértfitions and the code they affect. Such
description must be included in the LEGAL file described itiam 3.4 and must be included with all
distributions of the Source Code. Except to the extent pitdd by statute or regulation, such description
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must be sufficiently detailed for a recipient of ordinaryliski be able to understand it.
5. Application of this License.

This License applies to code to which the Initial Developas httached the notice Exhibit A and to
related Covered Code.

6. Versions of the License.
6.1. New Versions

Netscape Communications Corporation ("Netscape”) mayigiubevised and/or new versions of the
License from time to time. Each version will be given a digtiishing version number.

6.2. Effect of New Versions

Once Covered Code has been published under a particuléaovefsthe License, You may always continue
to use it under the terms of that version. You may also chawsed such Covered Code under the terms of
any subsequent version of the License published by Netsd&pene other than Netscape has the right to
modify the terms applicable to Covered Code created undeLitense.

6.3. Derivative Works.

If You create or use a modified version of this License (whioh ynay only do in order to apply it to code
which is not already Covered Code governed by this Licengm),must (a) rename Your license so that the
phrases "Mozilla”, "MOZILLAPL”, "MOZPL", "Netscape”, "MPL”, "NPL” or any confusingly similar
phrase do not appear in your license (except to note thatligamse differs from this License) and (b)
otherwise make it clear that Your version of the license aimstterms which differ from the Mozilla Public
License and Netscape Public License. (Filling in the nanteé@tnitial Developer, Original Code or
Contributor in the notice described xhibit A shall not of themselves be deemed to be modifications of
this License.)

7. DISCLAIMER OF WARRANTY.

COVERED CODE IS PROVIDED UNDER THIS LICENSE ON AN "AS I1S” BAS| WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, WARRANTIES THAT THE COVERED CODE IS FREE OF DEFETS,
MERCHANTABLE, FIT FOR A PARTICULAR PURPOSE OR NON-INFRINGIG. THE ENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE OF THE COVERED CODE IS WITH®U. SHOULD
ANY COVERED CODE PROVE DEFECTIVE IN ANY RESPECT, YOU (NOT THHRITIAL
DEVELOPER OR ANY OTHER CONTRIBUTOR) ASSUME THE COST OF ANY NEESSARY
SERVICING, REPAIR OR CORRECTION. THIS DISCLAIMER OF WARRAIY CONSTITUTES AN
ESSENTIAL PART OF THIS LICENSE. NO USE OF ANY COVERED CODE I&JAHORIZED
HEREUNDER EXCEPT UNDER THIS DISCLAIMER.

8. TERMINATION.

8.1. This License and the rights granted hereunder will terneimatomatically if You fail to comply with
terms herein and fail to cure such breach within 30 days obtnéreg aware of the breach. All sublicenses to
the Covered Code which are properly granted shall surviydenmination of this License. Provisions
which, by their nature, must remain in effect beyond the teation of this License shall survive.

8.2.If You initiate litigation by asserting a patent infringemelaim (excluding declatory judgment
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actions) against Initial Developer or a Contributor (thiidh Developer or Contributor against whom You
file such action is referred to as "Participant”) allegingtth

(a) such Participant’s Contributor Version directly or inditly infringes any patent, then any and all rights
granted by such Participant to You under Sections 2.1 ard?oof this License shall, upon 60 days notice
from Participant terminate prospectively, unless if witBD days after receipt of notice You either: (i) agree
in writing to pay Participant a mutually agreeable reas@amatyalty for Your past and future use of
Maodifications made by such Participant, or (ii) withdraw Yditigation claim with respect to the

Contributor Version against such Participant. If withindi#ys of notice, a reasonable royalty and payment
arrangement are not mutually agreed upon in writing by titegsaor the litigation claim is not withdrawn,
the rights granted by Participant to You under Sections @dlax 2.2 automatically terminate at the
expiration of the 60 day notice period specified above.

(b) any software, hardware, or device, other than such PaatitgpContributor Version, directly or

indirectly infringes any patent, then any rights grantet@a by such Participant under Sections 2.1(b) and
2.2(b) are revoked effective as of the date You first maded, . s®d, distributed, or had made, Modifications
made by that Participant.

8.3.If You assert a patent infringement claim against Partitigdieging that such Participant’s Contributor
Version directly or indirectly infringes any patent whetgl claim is resolved (such as by license or
settlement) prior to the initiation of patent infringemditigation, then the reasonable value of the licenses
granted by such Participant under Sections 2.1 or 2.2 shallen into account in determining the amount
or value of any payment or license.

8.4.In the event of termination under Sections 8.1 or 8.2 abdivend user license agreements (excluding
distributors and resellers) which have been validly grdufie You or any distributor hereunder prior to
termination shall survive termination.

9. LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TRT
(INCLUDING NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL YOUTHE INITIAL
DEVELOPER, ANY OTHER CONTRIBUTOR, OR ANY DISTRIBUTOR OF CBRED CODE, OR
ANY SUPPLIER OF ANY OF SUCH PARTIES, BE LIABLE TO ANY PERSON FOANY INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY CHARATER INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPAGE, COMPUTER
FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR
LOSSES, EVEN IF SUCH PARTY SHALL HAVE BEEN INFORMED OF THE P@SILITY OF SUCH
DAMAGES. THIS LIMITATION OF LIABILITY SHALL NOT APPLY TO LIA BILITY FOR DEATH
OR PERSONAL INJURY RESULTING FROM SUCH PARTY'S NEGLIGENCEJTTHE EXTENT
APPLICABLE LAW PROHIBITS SUCH LIMITATION. SOME JURISDICTONS DO NOT ALLOW
THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIALDAMAGES, SO THIS
EXCLUSION AND LIMITATION MAY NOT APPLY TO YOU.

10. U.S. GOVERNMENT END USERS.

The Covered Code is a "commercial item,” as that term is définé8 C.F.R. 2.101 (Oct. 1995), consisting

of "commercial computer software” and "commercial compigftware documentation,” as such terms are
used in 48 C.F.R. 12.212 (Sept. 1995). Consistent with 48RCE.212 and 48 C.F.R. 227.7202-1 through

227.7202-4 (June 1995), all U.S. Government End Users exQavered Code with only those rights set
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forth herein.
11. MISCELLANEOUS.

This License represents the complete agreement concesubjgct matter hereof. If any provision of this
License is held to be unenforceable, such provision shakfoemed only to the extent necessary to make it
enforceable. This License shall be governed by Califoragrovisions (except to the extent applicable
law, if any, provides otherwise), excluding its conflicHatv provisions. With respect to disputes in which
at least one party is a citizen of, or an entity chartered gistered to do business in the United States of
America, any litigation relating to this License shall béjgat to the jurisdiction of the Federal Courts of
the Northern District of California, with venue lying in SarClara County, California, with the losing party
responsible for costs, including without limitation, cboosts and reasonable attorneys’ fees and expenses.
The application of the United Nations Convention on Corigrdar the International Sale of Goods is
expressly excluded. Any law or regulation which providest the language of a contract shall be construed
against the drafter shall not apply to this License.

12. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, eackyparesponsible for claims and damages
arising, directly or indirectly, out of its utilization ofghts under this License and You agree to work with
Initial Developer and Contributors to distribute such mspbility on an equitable basis. Nothing herein is
intended or shall be deemed to constitute any admissiomluifityy.

13. MULTIPLE-LICENSED CODE.

Initial Developer may designate portions of the CoveredeCasl"Multiple-Licensed”. "Multiple-Licensed”
means that the Initial Developer permits you to utilize jpm$ of the Covered Code under Your choice of
the NPL or the alternative licenses, if any, specified by tigal Developer in the file described in Exhibit
A.

EXHIBIT A -Mozilla Public License.

“The contents of this file are subject to the Mozilla Publicémse Version 1.1 (the "License”); you may not
use this file except in compliance with the License. You magioba copy of the License at
http://www.mozilla.org/MPL/ Software distributed undée License is distributed on an "AS IS” basis,
WITHOUT WARRANTY OF ANY KIND, either express or implied. Séke License for the specific
language governing rights and limitations under the Lieefi$ie Original Code is

. The Initial Developer of the Original Cods + . Portions
created by are Copyright (C) . All RighReserved.
Contributor(s): . Alternatively, the contts of this file may be used under
the terms of the — license (the "[—] License”), in which célse provisions of [—] License are

applicable instead of those above. If you wish to allow usgooir version of this file only under the terms
of the [—-] License and not to allow others to use your versibthis file under the MPL, indicate your
decision by deleting the provisions above and replace th&mtlae notice and other provisions required by
the [—] License. If you do not delete the provisions aboves@gient may use your version of this file
under either the MPL or the [—] License.”

[NOTE: The text of this Exhibit A may differ slightly from thiext of the notices in the Source Code files of
the Original Code. You should use the text of this Exhibit #hea than the text found in the Original Code
Source Code for Your Modifications.]
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A.30 UnixUtils

Windows versions of The Search Appliance may includelthexUtils  package of Unix utilities ported
to Windows, for use in debugging, analyzing and reportirapfams, which includes the following
disclaimer:

Disclaimer for UnixUtils

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPDIE
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARARNTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORS BE LIABLE FORNY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBBTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILWHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWAR¥N IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Karl M. Syring

A31 PuTTY

Windows versions of The Search Appliance may includeRb@TY SSH connectivity tools, for use in
debugging, analyzing and reporting problems, which inetuthe following license:

PUuTTY is copyright 1997-2011 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Deli an
Delchev, Andreas Schultz, Jeroen Massar, Wez Furlong, Nico las Barry,
Justin Bradford, Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus

Kuhn, Colin Watson, and CORE SDI S.A.

Permission is hereby granted, free of charge, to any person

obtaining a copy of this software and associated documentat ion files
(the "Software"), to deal in the Software without restricti on,
including without limitation the rights to use, copy, modif y, merge,
publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do s o,

subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Softwa re.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY IXIN
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRMRE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
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NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERSLBBLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN AON OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CQNNHN
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SORTWARE



